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ABSTRACT

The rapid proliferation of digital wallets, fueled by the integration of Internet of
Things (10T) devices and Artificial Intelligence (Al), has transformed financial
transactions, offering unprecedented convenience. However, this evolution has also
escalated the risk of sophisticated fraud, threatening the security of digital ecosystems.
This paper proposes a novel framework for real-time fraud detection by leveraging 10T-
enabled data streams and Al-driven predictive models. By integrating sensor data from
connected devices with machine learning algorithms, the system identifies anomalous
patterns and prevents fraudulent activities instantaneously. The study evaluates the
framework’s efficacy through simulations, demonstrating enhanced accuracy and
reduced response time compared to traditional methods. This research underscores the
synergy of 10T and Al as a robust solution for securing digital wallets against emerging

threats.
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1. Introduction

1.1 Overview of Digital Wallets and Their Growth

Digital wallets emerged as a cornerstone of the global financial ecosystem, driven by
the accelerating shift toward cashless economies and the widespread adoption of mobile
technology. These platforms, encompassing applications like PayPal, Apple Pay, and emerging
blockchain-based wallets, facilitated seamless transactions across e-commerce, peer-to-peer
payments, and in-store purchases. Industry reports from estimated that digital wallet
transactions surpassed $6 trillion globally, reflecting a year-over-year growth of approximately
20%, fueled by increased smartphone penetration and consumer demand for convenience. This
expansion was further amplified by the integration of Internet of Things (loT) devices—such
as wearables and smart appliances—into payment systems, enabling users to transact
effortlessly from diverse endpoints. However, this rapid proliferation also exposed
vulnerabilities, as cybercriminals exploited the interconnected nature of these systems,
necessitating advanced security measures to protect users and sustain trust in digital wallets.
1.2 Importance of Security in the Digital Financial Landscape

The security of digital wallets in became a paramount concern as their widespread
adoption transformed them into prime targets for sophisticated cyber threats. With financial
data increasingly stored and processed in digital formats, the stakes for protecting sensitive
information—such as payment credentials, personal identifiers, and transaction histories—
reached unprecedented levels. High-profile breaches and fraud incidents reported in
underscored the devastating consequences of inadequate security, including financial losses,
identity theft, and erosion of consumer confidence. Beyond individual impacts, the systemic
risks to the digital financial landscape were evident, as compromised wallets could destabilize
broader payment networks and undermine economic stability. Traditional security approaches,
reliant on static rules or delayed detection, proved insufficient against real-time threats like
account takeovers and synthetic fraud, highlighting the urgent need for innovative, proactive
solutions to safeguard this evolving domain.
1.3 Role of 10T and Al in Fraud Detection

The convergence of IoT and Artificial Intelligence (Al) in offered a transformative
approach to combating fraud within digital wallet ecosystems. 10T devices, embedded in
everyday objects like smartphones, smartwatches, and point-of-sale terminals, generated
continuous streams of contextual data—such as location, device behavior, and transaction

patterns—that provided a rich foundation for monitoring and analysis. When paired with Al,
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particularly machine learning and deep learning algorithms, this data enabled the real-time
identification of anomalies indicative of fraudulent activity, far surpassing the capabilities of
conventional methods. For instance, Al models could detect subtle deviations in user behavior,
such as unusual spending patterns or unauthorized device access, and respond instantaneously
to mitigate risks, this synergy not only enhanced detection accuracy but also reduced response
times, positioning 10T and Al as critical enablers of a secure, resilient digital wallet
infrastructure.
1.4 Objectives and Scope of the Research

This research aims to design and evaluate a novel framework for real-time fraud
detection in digital wallets by leveraging the combined strengths of loT and Al, addressing the
security challenges prevalent. The primary objective is to develop a system that integrates 10T-
generated data streams with Al-driven predictive models to identify and prevent fraudulent
transactions as they occur, thereby enhancing the safety of digital financial interactions. The
scope encompasses the creation of a scalable architecture, the application of machine learning
techniques for anomaly detection, and the assessment of the framework’s performance through
simulated fraud scenarios. While focused on digital wallets, the study also explores broader
implications for loT-Al applications in cybersecurity. Limitations include the exclusion of
hardware-specific optimizations and a primary emphasis on software-based solutions, with
findings intended to inform both academic research and industry practices in securing digital

payment systems.

2. Literature Review

2.1 Early Approaches to Fraud Detection in Digital Payments

Fraud detection in digital payments relied heavily on foundational techniques that laid
the groundwork for subsequent advancements. Rule-based systems, as explored by Smith et al.
(2018), were among the earliest methods, employing predefined conditions—such as
transaction thresholds or geographic restrictions—to flag suspicious activities. While effective
for simple fraud patterns, these systems struggled with adaptability to evolving threats.
Similarly, statistical methods, detailed by Jones and Lee (2019), utilized probabilistic models
to identify outliers in transaction data, offering improved flexibility over rigid rules. These
approaches analyzed historical data to establish norms, flagging deviations as potential fraud.

However, both methods were limited by their reactive nature and inability to process real-time
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data streams, rendering them inadequate against sophisticated, dynamic attacks that emerged
with the rise of digital wallets, thus necessitating more advanced solutions.
2.2 10T Applications in Financial Security

The application of Internet of Things (loT) technologies in financial security gained
traction, offering new avenues for enhancing payment system integrity. Kumar and Patel (2020)
demonstrated the use of loT for transaction monitoring, where connected devices—such as
smart POS terminals and wearables—collected contextual data like location and user behavior
to verify transaction legitimacy. This approach enabled continuous oversight of payment
activities, providing a richer dataset than traditional systems. By embedding sensors in financial
ecosystems, loT facilitated early detection of anomalies, such as unauthorized device usage.
However, 10T implementations were constrained by limited integration with predictive
analytics and a lack of standardization across devices, leaving gaps in scalability and real-time
processing that later research sought to address.
2.3 Al Techniques in Fraud Detection

Acrtificial Intelligence (Al) techniques emerged as powerful tools for fraud detection in
digital payments, marking a shift toward data-driven security. Brown (2017) investigated
neural networks, which excelled at identifying complex, non-linear patterns in transaction data,
such as subtle signs of account takeover. These models learned from vast datasets, improving
detection accuracy over time. Similarly, Garcia et al. (2019) explored decision trees, which
provided interpretable frameworks for classifying transactions as fraudulent or legitimate based
on hierarchical rules derived from features like amount and frequency. While effective, these
Al methods often required significant computational resources and historical data for training,
limiting their ability to respond to real-time threats. studies highlighted AI’s potential but
underscored the need for integration with emerging technologies like 10T to fully address
modern fraud challenges.
2.4 Gaps in Literature

Despite the progress in research, several critical gaps persisted in the literature on fraud
detection for digital payments. Early rule-based and statistical methods lacked the agility to
counter rapidly evolving fraud tactics, while loT applications, though promising, were
underutilized in real-time contexts due to insufficient analytical frameworks. Al techniques,
while advanced, operated largely in isolation, rarely leveraging the contextual richness of 1oT
data. Moreover, studies often focused on retrospective analysis rather than proactive, real-time
prevention, leaving digital wallets vulnerable to emerging threats. The absence of integrated
loT-Al frameworks represented a significant limitation, as did the lack of emphasis on
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scalability and privacy considerations, setting the stage for subsequent research to bridge these
deficiencies.

2.5 Visualization: Table Summarizing Key Studies

Study Year Approach Key Findings Limitations
Effective for simple fraud
Smith et al. 2018 Rule-based systems patterns Inflexible, not real-time
Jones & Reactive, slow for
Lee 2019 Statistical methods [Improved outlier detection |[dynamic threats
Kumar & IoT transaction Contextual data enhanced [Limited real-time
Patel 2020monitoring monitoring analytics
High accuracy for Resource-intensive,
Brown 2017Neural networks  |complex patterns historical focus
Garcia et Interpretable fraud Limited real-time
al. 2019|Decision trees classification applicability

3. Proposed Framework

3.1 System Architecture

The proposed framework for real-time fraud detection integrates Internet of Things
(1oT) and Artificial Intelligence (Al) to create a robust, proactive security system for digital
wallets. At its core, the architecture leverages 10T devices—such as smartphones, wearables,
and point-of-sale terminals—to continuously gather transactional and contextual data, which is
then processed by Al models to identify and mitigate fraudulent activities instantaneously. Key
components include 10T sensors that capture real-time data streams, Al models (e.g., machine
learning classifiers) that analyze patterns and detect anomalies, and data processing units that
handle the ingestion, transformation, and storage of high-velocity data. These elements are
interconnected via a cloud-based infrastructure, ensuring scalability and low-latency responses.

The system’s design prioritizes modularity, allowing seamless updates to Al algorithms or IoT

https://iaeme.com/Home/journal/JCET editor@iaeme.com



Narendra Maddukuri

device integration as technology evolves. This synergy enables a dynamic defense mechanism

capable of adapting to emerging threats in the digital financial landscape.

Architecture of 1oT and Al-Based Real-Time Fraud Detection System
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Figure-1: Architecture of 10T and Al-Based Real-Time Fraud Detection System

the data flow and system components in an loT and Al-powered real-time fraud
detection system for digital wallets:

e 10T Devices (Smartphones, Wearables, POS Terminals) initiate transaction data.

o Data Streaming Layer uses real-time protocols like Kafka or MQTT to transmit this
data.

« Data Processing Units handle ingestion, transformation, and storage.

e Al Models such as Random Forest, Deep Learning, and Anomaly Detection analyze
the processed data.

e Decision Output results in either fraud alerts or transaction approval.

« The entire system is supported by Cloud Infrastructure, ensuring scalability and low

latency.
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3.2 10T Data Collection

The loT data collection layer forms the foundation of the proposed framework by
harnessing diverse data types from connected devices to enable comprehensive fraud
monitoring. Data collected includes transaction logs (e.g., amount, timestamp, recipient),
device metadata (e.g., IP address, geolocation, device ID), and behavioral metrics (e.g., typing
speed, swipe patterns), all of which provide critical context for identifying suspicious activities.
Real-time streaming mechanisms, such as Apache Kafka or MQTT protocols, facilitate the
continuous flow of data from loT endpoints to the processing units, ensuring minimal delay
between data generation and analysis. This layer employs lightweight encryption to secure data
in transit while maintaining efficiency, addressing the high-throughput demands of digital
wallet ecosystems. By aggregating multi-dimensional data streams, the system establishes a
granular view of user interactions, empowering Al models to detect deviations with precision
and speed.
3.3 Al-Based Fraud Detection

The Al-based fraud detection component leverages advanced machine learning models
to process loT-generated data and identify fraudulent patterns in real time. Techniques such as
Random Forest and Deep Learning form the backbone of this layer, with Random Forest
excelling at classifying structured data (e.g., transaction features) and Deep Learning capturing
complex, non-linear relationships in unstructured behavioral data. Anomaly detection
algorithms, including Isolation Forest and Autoencoders, complement these models by flagging
outliers—such as sudden spikes in transaction frequency or unusual device locations—that
deviate from established user norms. These models are trained on historical data and fine-tuned
with real-time feedback loops, enhancing their adaptability to evolving fraud tactics. By
combining supervised and unsupervised learning, the system achieves a balance of accuracy
and flexibility, ensuring robust protection against both known and emerging threats in digital

wallet transactions.
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Al Techniques Used in Fraud Detection

Al Techniques
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Figure-2: Al Techniques Used in Fraud Detection

4. Methodology

4.1 Data Preprocessing

Data preprocessing is a critical step in preparing loT-generated data streams for
effective fraud detection within the proposed framework. The process begins with cleaning,
where noisy, incomplete, or inconsistent data—such as duplicate transaction logs or corrupted
device metadata from loT sensors—is filtered out to ensure reliability. Normalization follows,
scaling numerical features like transaction amounts (e.g., $0-$10,000) and timestamps into a
standardized range (e.g., 0 to 1) to eliminate bias in Al model training. Feature extraction
techniques then transform raw data into meaningful inputs, including statistical aggregates
(e.g., average transaction frequency), temporal patterns (e.g., time between transactions), and
behavioral indicators (e.g., geolocation shifts). Advanced methods, such as Principal
Component Analysis (PCA), are applied to reduce dimensionality while preserving variance,
optimizing the dataset for real-time processing. This preprocessing ensures that the 10T data
streams are both accurate and computationally efficient, forming a solid foundation for

subsequent Al analysis.
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Table-2: Extracted Features and Their Descriptions

Feature Description Source

Transaction Amount Normalized value of each transaction Transaction Logs

Time Between
Transactions Time gap between consecutive transactions |Timestamps

Distance between consecutive transaction

Geolocation Shift locations Device Metadata
Avg. Transaction Statistical
Frequency Average number of transactions per hour Aggregate
Device ID Consistency Flag for changes in device ID usage Device Metadata

4.2 Model Training and Validation

The training and validation of Al models in the proposed framework rely on a robust
dataset derived from simulated and historical digital wallet transactions, reflecting the financial
landscape. The training dataset comprises 1 million labeled records, split into 70% legitimate
transactions and 30% fraudulent instances (e.g., unauthorized access, phishing attempts),
sourced from anonymized loT device logs and augmented with synthetic fraud scenarios.
Models such as Random Forest, Deep Learning (LSTM), and Isolation Forest are trained using
this dataset, with hyperparameters tuned via grid search to optimize performance. Validation is
conducted using a separate 200,000-record test set, evaluating models on metrics like precision
(correct fraud predictions), recall (fraud detection rate), and F1-score (harmonic mean of
precision and recall). Results show Deep Learning achieving an F1-score of 0.93,
outperforming Random Forest (0.90) and Isolation Forest (0.87), highlighting its superior
balance of accuracy and sensitivity for real-time fraud detection.
4.3 Real-Time Implementation

The real-time implementation of the 10T-Al fraud detection system involves deploying
the framework across loT-enabled platforms to ensure seamless operation within the dynamic
digital wallet ecosystem This deployment integrates edge devices—such as smartphones,

wearables, and POS terminals—with cloud-based processing units (e.g., AWS) to balance
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computational efficiency and responsiveness. Real-time streaming protocols like Apache Kafka
facilitate continuous data ingestion, while Al models run on scalable cloud infrastructure to
analyze transactions instantaneously. Latency and throughput analysis indicate robust
performance: latency averages 50 ms at 100 transactions per second (tx/s), rising to 90 ms at
1000 tx/s, with throughput peaking at 1200 tx/s before degradation. Edge pre-processing and
model optimization techniques, such as quantization, minimize delays, ensuring the system
meets the stringent demands of real-time financial security while maintaining high detection

accuracy under varying loads.

Lo Model Performance Comparison (F1-Score)

0.93
0.90

0.81

F1-Score
o
[=2]

o
IS

0.2

0.0

Random Forest Deep Learning (LSTM) Isolation Forest

Figure-3: Model Performance Comparison (F1-Score)

The bar graph comparing F1-Scores of different Al models used for real-time fraud
detection:
e Random Forest: 0.90
e Deep Learning (LSTM): 0.93
« Isolation Forest: 0.87
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5. Results and Discussion

5.1 Performance Evaluation

The performance evaluation of the proposed loT-Al framework for real-time fraud
detection demonstrates its efficacy in securing digital wallets, as tested within simulated
environments reflecting transaction patterns. The system was assessed using a test dataset of
200,000 transactions, comprising both legitimate and fraudulent activities, processed through
loT-enabled platforms and analyzed by integrated Al models. Key metrics—accuracy, false
positive rate, precision, recall, and F1-score—were calculated to gauge the framework’s ability
to correctly identify fraud while minimizing disruptions to legitimate users. The evaluation
revealed that the system achieves a high detection rate with manageable error margins,
outperforming traditional approaches in both speed and precision. This success is attributed to
the synergy of real-time 10T data streams and advanced Al algorithms, which enable rapid
anomaly detection and response, critical for the fast-paced digital wallet ecosystem.
5.2 Accuracy and False Positive Rates

The accuracy and false positive rates of the proposed framework provide a detailed
insight into its reliability and user impact. The system achieved an overall accuracy of 94%,
correctly classifying 94% of transactions as either fraudulent or legitimate, based on the test
dataset. The false positive rate, a critical metric for user experience, was maintained at 3%,
meaning only 3% of legitimate transactions were incorrectly flagged as fraudulent, minimizing
unnecessary interruptions. This balance is a significant improvement over earlier methods,
where higher false positives often eroded trust. For instance, the Deep Learning model (LSTM)
recorded the highest accuracy at 95%, with a false positive rate of 2.5%, while Random Forest
achieved 93% accuracy with a 3.5% false positive rate. These results highlight the framework’s
precision in distinguishing subtle fraud patterns from normal behavior, leveraging loT
contextual data effectively.
5.3 Comparison with Traditional Methods

When compared to traditional fraud detection methods, such as rule-based systems and
statistical models prevalent before 2021, the 10T-Al framework exhibits marked superiority
across multiple dimensions. Traditional rule-based systems, like those described by Smith et
al. (2018), achieved an accuracy of approximately 85% with a false positive rate of 8%,
struggling with adaptability to dynamic threats. Statistical methods, per Jones and Lee (2019),
improved accuracy to 88% but maintained a higher false positive rate of 6%, due to their

reliance on historical norms rather than real-time data. In contrast, the proposed framework’s
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94% accuracy and 3% false positive rate underscore its advantage, driven by real-time lIoT data
integration and AI’s ability to learn complex patterns. Additionally, traditional methods lacked
the sub-second response times (e.g., 50-90 ms latency) achieved here, making the 10T-Al

system far more suitable for the instantaneous demands of digital wallet security.

Performance Metrics Comparison: Al vs Traditional Methods

94% [ Accuracy (%)

B False Positive Rate (%)
bu e

100
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Proposed loT-Al Rule-Based Statistical

Figure-4: Performance Metrics Comparison: Al vs Traditional Methods

The bar chart comparing performance metrics across different fraud detection
methods:
Accuracy (%)
e Proposed I0T-Al: 94%
e Rule-Based: 85%
« Statistical: 88%
False Positive Rate (%0)
e Proposed loT-Al: 3%
e Rule-Based: 8%
« Statistical: 6%
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6. Future Work

6.1 Enhancing Scalability with Edge Computing

Future enhancements to the proposed 10T-Al fraud detection framework will focus on
improving scalability by integrating edge computing, addressing the challenges of processing
ever-increasing transaction volumes in real time. As digital wallet usage continues to surge
beyond, the current cloud-centric architecture may face bottlenecks due to latency and
bandwidth constraints, particularly during peak loads exceeding 1200 transactions per second.
Edge computing shifts data processing closer to 10T devices—such as smartphones and POS
terminals—enabling preliminary anomaly detection at the source before transmitting results to
the cloud. This approach reduces latency to below 30 ms for low-volume scenarios and
enhances throughput by offloading computational tasks, potentially doubling capacity to 2400
tx/s. Implementing lightweight Al models (e.g., quantized neural networks) on edge devices
will further optimize resource use, ensuring the system scales efficiently while maintaining
accuracy in diverse, high-traffic environments.
6.2 Incorporating Blockchain for Added Security

Incorporating blockchain technology into the 10T-Al framework represents a promising
direction for bolstering the security of digital wallets beyond the current implementation.
Blockchain’s decentralized, tamper-proof ledger can enhance data integrity by securely
recording transaction logs and loT metadata, preventing unauthorized alterations that might
obscure fraudulent activities. Smart contracts could automate fraud response protocols—such
as freezing suspicious accounts—triggered by Al-detected anomalies, adding a layer of trust
and transparency absent in centralized systems. While the framework relies on encrypted data
streams, blockchain integration could mitigate risks like insider threats or data breaches, with
cryptographic hashing ensuring each transaction’s authenticity. Challenges include managing
blockchain’s computational overhead, but hybrid solutions (e.g., off-chain Al processing with
on-chain verification) could balance security and performance, making this a viable future

enhancement.
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Future Research Directions in loT-Al Fraud Detection

Future Research Directions
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Figure-5: Future Research Directions in 1oT-Al Fraud Detection

7. Conclusion

7.1 Summary of Findings

This study presents a robust 10T-Al framework for real-time fraud detection in digital
wallets, building upon and surpassing the capabilities of methodologies. The evaluation
demonstrates an impressive accuracy of 94% and a false positive rate of 3%, achieved through
the integration of loT data streams—such as transaction logs and device metadata—with
advanced Al models like Deep Learning and Random Forest. Compared to approaches, such
as rule-based systems (Smith et al., 2018) with 85% accuracy and statistical methods (Jones &
Lee, 2019) at 88%, the proposed system markedly improves detection precision and speed, with
latency as low as 50 ms at 100 transactions per second. The preprocessing of 10T data and real-
time implementation on scalable platforms further enhance its effectiveness, addressing the
limitations of earlier static and retrospective techniques. These findings validate the framework
as a significant advancement in combating fraud within the evolving digital payment landscape.
7.2 Implications for Digital Wallet Security

The implications of this 1oT-Al framework for digital wallet security are profound,

offering a proactive defense mechanism that contrasts sharply with the reactive nature of
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security paradigms. Before 2021, digital payment systems relied heavily on rule-based and
statistical methods that struggled to adapt to sophisticated fraud patterns, leaving wallets
vulnerable to breaches and eroding user trust (Brown, 2017; Garcia et al., 2019). This study’s
integration of real-time 10T data with Al-driven anomaly detection provides a dynamic shield,
capable of identifying and mitigating threats instantaneously, thus reducing financial losses and
enhancing consumer confidence. By leveraging contextual data from 10T devices—unexplored
in depth beyond basic monitoring (Kumar & Patel, 2020)—the framework sets a new standard
for protecting sensitive financial transactions, with potential applications extending to broader
cybersecurity domains.
7.3 Final Remarks on loT-Al Synergy

The synergy between 10T and Al, as demonstrated in this research, marks a
transformative leap forward from the fragmented approaches of fraud detection efforts,
underscoring their combined potential as a cornerstone of modern digital security. literature
highlighted AI’s pattern recognition strengths (e.g., neural networks in Brown, 2017) and IoT’s
data collection capabilities (Kumar & Patel, 2020), yet rarely bridged them effectively. This
study’s successful fusion enables a system where IoT provides a continuous, rich data feed—
far beyond the static datasets of earlier methods—while Al processes it with unmatched
adaptability and speed. This collaboration not only addresses the gaps in scalability and real-
time response identified in research but also paves the way for future innovations, such as edge
computing and blockchain integration, reinforcing the loT-Al partnership as a vital strategy for

securing the digital wallet ecosystem and beyond.
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