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Abstract: There has been an increase in the use of digital image tampering due to the availability of advanced image editing software,
which has become a significant challenge for the authentication of images and digital forensics. Preprocessing and effective
segmentation procedures are required to detect the tampered regions as well as store useful forensic information. This research
proposes a robust image forgery detection architecture integrating of the Dynamic Residual Forgery-aware Noise Suppression
(DRFNS) for denoising and Gradient-Aware Patch Saliency (GAPS) for segmentation. The DRFNS algorithm performs adaptive
patch-based denoising by calculating residual signals and other indicators of forgery like edge density and structural inconsistencies.
The method allows high noise suppression in normal areas and preserves traces of manipulation, which are subtle in suspicious
areas. Gradient variations, texture anomalies, and color anomalies are then examined and used to compute the patch-level saliency
scores on the denoised image by the GAPS segmentation technique. Additionally, K-Means clustering is also included to improve
the accuracy of segmentation by having the ability of dividing suspicious regions and normal areas effectively. As shown by
experiments, the proposed framework has obtained the highest denoising results by achieving a PSNR of 40.48, SSIM of 0.96, and
RMSE of 0.0093. In the case of segmentation, the approach achieved an accuracy of 97.00% and outperformed existing approaches.
These findings prove the effectiveness of the proposed framework for reliable digital image forgery detection.

Index Terms: Digital Image Forensics, Gradient-Aware Patch Saliency, Image Tampering, Patch-Level Tampering Localization,
Residual Signal Reconstruction.

1. INTRODUCTION

The authenticity of digital images is vital in the social media, journalism, surveillance, and legal investigations. Nevertheless, the
proliferation of advanced image editing software has facilitated the fact that it is now simple to experiment with digital images
without any visible evidence. Image splicing and tampering are some of the most difficult forms of manipulation as they add some
minor inconsistency to texture, noise definitions, and structural data. Such manipulations can only be detected using the advanced
image forensic methods that can detect the smallest artifact that can be used to prove that the image has been forged [1], [2].

The currently used image forgery detection algorithms typically are based on the deep learning designs and statistical feature
selection as well as frequency-domain analysis. A number of works use the idea of using demosaicing artifacts and noise
discrepancies as the means of identifying the manipulation of images [3]. Convolutional Neural Networks (CNN) and hybrid feature
extraction models based on Deep Learning (DL) have also become popular in enhancing the detection accuracy [4-6]. Also, multi-
scale edge analysis and self-supervised training mechanisms have been suggested to make the detection of structural inconsistencies
in manipulated images more effective [7].

The latest studies have also covered high-order architectures such as attention-based networks, transfer learning systems, and
temporal convolutional networks to enhance resilience in forgery detection applications [8], [9]. Noise-guided strategies of learning
and residual analysis methods have also been considered, and it was revealed that they are effective in the process of uncovering the
traces of manipulation hidden in the structure of images. Additionally, the forged region localization has been performed through
machine learning techniques and saliency-based techniques by analyzing the features and patches [10].

Even though this enhancement has been done, there are several limitations to different methods that have been implemented. The
smoothing of the process of denoising may also remove minute forensic evidence that may be of critical importance in tracing the
areas of interference. Alternatively, also deep neural network models are frequently costly in terms of computer resource, and hence
they are not an ideal option in terms of massive analysis. Also, some forms of the segmentation techniques fail to show fine gradient
variations and texture discontinuities, and so, they are not good in the localization of complex images [11-13].
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To address these issues, this research proposes a two-stage image forgery detector based on the combination of Dynamic Residual
Forgery-aware Noise Suppression (DRFNS) denoising and Gradient-Aware Patch Saliency (GAPS) segmentation. DRFNS
algorithm can remove any unwanted noise and compression artifact and leaves behind residual signals which may indicate the
presence of a manipulation. After the image has been denoised, GAPS segmentation approach to examine gradient variations, edges
and patch-based saliency is done with the aim of determining the areas of the image that are suspicious.

This research is motivated by a need to come up with a lean and mean framework that will offer the balance between noise reduction
and forensic information retention. The proposed method will use the existing residual-based denoising and gradient-conscious
saliency analysis to enhance the accuracy of localization of tampered areas at the same time as being computationally efficient.
The contributions of this work are summarized as follows: (1) introduction of a DRFNS-based denoising mechanism that does not
remove important residual forensic data, (2) the creation of a GAPS-based segmentation strategy that allows achieving the accurate
localization of manipulated areas, and (3) the incorporation of lightweight feature learning to improve the overall quality of detection.
The rest of this paper is structured in the following way. Section 2 conducts a review of the associated literature on image forgery
detection methods. Section 3 uses the presented GAPS segmentation and proposed DRFNS denoising methodology. Section 4
presents the experimental setup and the results of performance evaluation. Lastly, section 5 will conclude the paper and state potential
future research directions.

2. LITERATURE REVIEW

The background review has explored recent research on deep learning-based techniques of detecting various forms of digital forgery
in images, documents as well as biometrical content. These studies were aimed at improving the precision of detection with the help
of advanced neural network architectures, optimization techniques along with image enhancement techniques to reveal manipulation
artifacts.

Gowda and Pawar (2023) [14] introduced an artificial intelligence architecture of forged regions detection and localization in the
video sequence through the application of deep learning. It used the CNNs as the approach to identify the spatial and time
inconsistencies in the process of manipulation. The model produced frame-level characteristics and applied techniques of
classification to identify tampered frames. The results of the experiment showed that the accuracy of the detection as compared to
the traditional methods of video forensics was higher. However, the procedure was equally expensive in computing power in case
of long video flows.

Zhao et al. (2021) [15] proposed an image document forgery attack and detection model based on deep learning. In their research,
they examined weaknesses of document authentication systems through creating realistic forged ones with processes of neural
networks. The model was trained on the texture and structural patterns of documents to identify artifacts of manipulation. The
experimental data demonstrates that the given method was useful in detecting forged document areas. However, the framework
exhibited weakness in the case of document images that are highly compressed.

Poddar et al. (2020) [16] created a DL method of recognizing offline signatures and detecting forgery. The researchers used
convolutional neural networks in order to learn discriminative features of handwritten signatures. The model identified authentic
and fake signatures with respect to structural and stroke features. Experimental analyses demonstrated great recognition accuracy
on standard signature data sets. Nevertheless, the approach needed huge training datasets in order to be reliable in their performance.
Maashi et al. [17] suggested a hybrid architecture that combines the Reptile Search Algorithm with DL to detect forgery in copy-
move images. The feature selection and detection performance were optimized with the help of the optimization algorithm. An
image-pattern duplicated through forgery was detected using a deep neural network that analyzed image patterns. The results of the
experiment proved to be more accurate and robust than the ordinary machine learning techniques. The method was more complex
in computation in optimization, yet it was effective.

Bae et al. (2025) [18] proposed a log-transform histogram equalization method could be used to enhance document forgery detection
with deep learning tools. The technique increased the contrast and definition of latent artifacts of tampering prior to feature
extraction. The Deep Neural Network (DNN) was then used to categorize genuine and forged documents. Evaluations through
experiments showed that there was a greater accuracy of the detection following the application of the suggested method of
improvement. Nevertheless, the method was prone to extreme changes in lighting of document images.

Another proposal called ForensicNet was proposed by Tyagi and Yadav (2023) [19], which is a convolutional neural net architecture
specifically designed to detect image forgery. Network derived hierarchical spatial characteristics that were used to detect
inconsistencies added during tampering. The model was found to be suitable to identify different forms of forgery, such as splicing
and copy-move manipulations. It was observed that experimental outcomes had better performance than the current CNN-based
forensic approaches. Nonetheless, the model needed a large amount of training data to extrapolate to other sets of images.

In an attempt to enhance the reliability of biometric authentication, Kim (2025) [20] came up with a DL-based facial forgery
detection system. The model proposed examined the anomalies of facial texture and artifacts of face-swapping methods. Training a
DNN model was trained to differentiate between authentic and fake facial images. The experimental findings indicated that biometric
verification under experimental conditions had high detection accuracy. However, the technique had poorer results in working with
low-resolution human face images.

Elaskily et al. (2020) [21] suggested a DL architecture of copy-move image forgery detection. This paper utilized CNNs to
automatically acquire discriminative features of images without requiring engineering any features manually. The framework
identified repeated regions through spatial correlation and similarity pattern. It was found that the proposed model performed better
in detecting on standard benchmark datasets. Nevertheless, the performance of the method was poor in case of the highly compressed
images.
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Table 1: Summary Table Comparison of State of the art Methods

Aug;glr’ & MI\(/)ISZT([)ste/g d Key Concept Advantages Limitations
Asghar et al. | Noise and Edge | Utilized noise patternsand | Improved detection of subtle | Performance  decreased
(2022) [22] Weighted Local | edge-based local texture | tampering artifacts and texture | when images had heavy

Texture Features | descriptors to  detect | inconsistencies. compression or
forged regions in images. smoothing.
Shan et al. | RIFD-Net Proposed deep neural | Achieved high accuracy and | Required large datasets
(2024) [23] (Robust Image | network architecture for | robustness across different | and computational
Forgery detecting and localizing | manipulation types. resources for training.
Detection image  forgery  using
Network) robust feature extraction.
Nasir et al. | DnCNN + | Combined DnCNN | Improved detection accuracy | Increased processing
(2026) [24] Multimodal denoising with | by removing noise and | complexity due to
Feature Fusion multimodal feature fusion | combining multiple feature | multimodal fusion
to enhance image forgery | representations. mechanisms.
detection in loT sensor
systems.
Chakraborty et | Deep Learning + | Used error level analysis | Effective in identifying | Performance depended on

DCNN

deep CNN to detect and
localize copy-move
forgery.

al. (2024) [25] | Error Level | and noise residual features | compression-based image compression
Analysis with deep learning for | manipulation artifacts. characteristics.
detecting tampered image
regions.
Li et al. (2022) | Super-BPD Applied superpixel | Provided accurate localization | Computational cost
[26] Segmentation + | segmentation followed by | of duplicated regions. increased due to

segmentation processing.

Choudhary et
al. (2024) [27]

VGG16 + UNet
Model

Integrated VGG16 feature
extractor ~ with  UNet
architecture for forgery

Enabled precise pixel-level
localization of forged areas.

Model complexity
increased training time and
resource usage.

detection and
segmentation.
Al-Nabhani et | REFORGE Proposed an ensemble | Improved robustness and | Ensemble models
al. (2026) [28] | Ensemble Model | framework combining | detection performance through | increased computational
multiple deep learning | ensemble learning. overhead and system
models for  forgery complexity.
detection in social
network images.
Qazi et al. | DL-Based Developed a DNN | Achieved strong detection | Generalization
(2022) [29] Forgery framework to | accuracy  without ~manual | performance depended on
Detection automatically detect | feature engineering. training dataset diversity.
System manipulated digital
images.

The table 1 presents the current researches on image forgery detection, including the methods, concepts, benefits and shortcomings
of the different DL and feature-based techniques. These works showed that there were remarkable improvements on the detection
and localization of manipulated regions, despite the still persistent issues of computational complexity and reliance on large datasets.

3. PROPOSED METHODOLOGIES

In this research, emphasize on image fidelity restoration and the ability to correctly localize tampered areas in the images. Denoising
is performed on a DRFNS algorithm to reduce noise and retain structural content. The forgery mask is then segmented in a GAPS-
based framework with a K-means clustering to get precise forgery mask. The two-stage pipeline is effective based on metrics and
visualizations to achieve results in training and testing.
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Figure 1: Two-Stage Residual-Saliency Image Forgery Detection Architecture
The architecture of Figure 1 includes two steps: DRFNS-based denoising and GAPS-based segmentation. First, DRFNS eliminates
noise and compression artifacts, but does not destroy significant forensic residual data in the image. Denoised image is then subjected
to GAPS to study the gradient and the texture discontinuity, so that the tampered areas can be localized with greater precision by
segmentation.

3.1 Dataset Collection

CASIA2 Forgery Detection dataset https://www.kaggle.com/datasets/vortecccc/casia2-forgery-detection is a benchmark dataset of
genuine and tampered images which has been widely used in digital image forensics research. It has more than 17,000 photos that
demonstrate the manipulations splicing and copy-move forgery. The dataset is structured to be easily explored and is used to train
and evaluate machine learning models used to detect image forgery and is under the MIT license.

3.2 Denoising using Dynamic Residual Forgery-aware Noise Suppression (DRFNS)

The denoising process is aimed at removing artifacts of noise and compression to original and potentially altered images and
preserving small forensic hints that could be used to show the manipulation. To this end, an algorithm like DRFNS algorithm is used
as a preprocessing step. First, residual signals are obtained by differencing the image with a blurred version of the original image
and that in turn reveals high-frequency contents like edges, change of texture, and potential tampering artifacts. These residual
signals contain useful forensic information that could otherwise be removed during aggressive denoising. The image is then
subdivided into homogeneous, non-overlapping patches so that local analysis is performed instead of using a homogeneous filter to
analyze the entire image. The patches are checked against the forgery signs of irregular edge density, the block inconsistencies, or
the irregular texture sources. On the basis of this analysis, a forgery score is allocated to each patch to indicate that forgery content
is likely to be found in the patch. Patches that are low-scoring in forgery are safe regions and they are given a more robust Gaussian
smoothing to effectively eliminate noise and compression artifacts. On the other hand, suspicious patches are subjected to weaker
filtering to avoid the elimination of valuable evidence of tampering. Moreover, the left-over signals of these suspicious patches are
also partially introduced back with the help of a weighted combination technique. This action will be taken to make sure that any
crucial structural evidence and traces of manipulations are not hidden to prevent additional forensic examination. DRFNS balances
between the important tasks of reducing noise effectively and maintaining evidence of manipulation by adaptively controlling the
strength of the denoising process, depending on the likelihood of patch-level forgery. The resulting denoised image preserves the
necessary forensic information and is used as input by the following stage of segmentation, in which possible areas of tampering are
identified.
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Figure 2: Denoising Architecture using DRFNS
In figure 2 illustrates the DRFNS denoising architecture, the first approach extracts residual signals of input image, which shows
the noise patterns and possible traces of manipulation. This is further followed by division of the image into patches an adaptive
filtering on forgery probability is used to remove noise but retain suspicious structural information. The reconstructed patches are
then the processed patches that are finally reconstructed to produce an image that has been denoised but has not lost any essential
forensic data to allow further segmentation. For the input image I:
R=1-B,() 1)

Where, R is a residual image capturing high-frequency components such as edges and tampering artifacts, I is original input image
(RGB or grayscale), B, (I) is gaussian-blurred version of Iwith standard deviation o, ¢ is standard deviation of Gaussian kernel;
controls smoothing strength. Equation (1) is used to subtracting the blurred image isolates high-frequency components such as edges,
noise, and block artifacts.

Py =1I[yi:y; + P, xj:x; + P] 2

Where, P, ; is patch at row iand column j, P is patch size (number of pixels per side), y;, x; are coordinates of the top-left pixel of

patch P; ;. Equation (2) allows localized analysis for denoising and forgery detection.

YEij
Sij =5 3)

Where, S; ; is Forgery score of patch P, ;, E; ; is binary edge map (0 or 1) of the patch, computed using Canny edge detection, p?
is total number of pixels in the patch (normalizes edge count). In equation (3) high edge density in uniform areas may indicate
tampering.

Safe $i; <T 4

Suspicious  S;; =T

Where, Regioni_j is label assigned to the patch: Safe or Suspicious, T is forgery score threshold; separates normal from tampered
patches. In equation (4) safe patches are denoised aggressively; suspicious patches are lightly filtered.
5 - { Go, (P j) if Safe )

i G, (P;;) + aR;; if Suspicious

Where, ﬁi,j is denoised patch, G,_is gaussian filter with strong smoothing (o,) for safe patches. G, is gaussian filter with weak
smoothing (o,) for suspicious patches. a is weighting factor to combine residual R; jinto suspicious patches, R ; is residual
corresponding to patch P; ;. Equation (5) is used to protect tampering evidence in suspicious patches.

I= Ui’jpi,j (6)

Where, [ is reconstructed denoised image, Ui’j p; ; is combination of all denoised patches into the full image. Equation (6) ensures
the full image is restored from processed patches.

Regionij = {
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Algorithm 1: Dynamic Residual Forgery-aware Noise Suppression (DRFNS)

Input: I is Input image (possibly tampered or compressed), PATCH_SIZE is size of image patches (e.g., 32x32), SAFE_SIGMA is
Gaussian sigma for safe regions, SUSP_SIGMA is gaussian sigma for suspicious regions, ALPHA is weight for residual preservation
Step 1: Convert | to a suitable format (grayscale or YCbCr)
Step 2: Compute residual image:
|_blur = GaussianBlur(l, sigma=1.0)
R=|I-1_blur|
Step 3: Divide | into non-overlapping patches of size PATCH_SIZE
Step 4: For each patch P in I:
a. Convert P to grayscale
b. Compute edge map (e.g., using Canny or Sobel)
c. Compute forgery score F = mean(edge_density or block inconsistencies)
d. If F < threshold:
P_filtered = GaussianBlur(P, SAFE_SIGMA)
Else:
P_filtered = GaussianBlur(P, SUSP_SIGMA)
P_filtered = ALPHA * P_filtered + (1-ALPHA) * R_patch
e. Replace P in | with P_filtered
Step 5: Return |I_denoise = reconstructed image from all patches
Output: |_denoise is denoised image preserving tampering evidence

Algorithm 1 DFRNS algorithm is the image denoising algorithm that analyses the residues and edge patterns of local patches. It
applies intensive filtering on the safe areas and minimizes filtering and residual reinforcement in the suspicious areas so that the
possible hints of tampering can be left unfiltered.

3.3 Segmentation using Gradient-Aware Patch Saliency Segmentation (GAPS)
Gradient-Aware Patch Saliency (GAPS) is a segmentation method that detects the areas that could have been manipulated by
examining the structural and texture differences in the denoised image. The denoised image of the last step is first partitioned into
non-overlapping patches, which later allow analyzing specifics of the image locally. Gradient information in the horizontal and
vertical directions is calculated in every patch to sum up the differences in edges and structural patterns. The gradients are used to
point out areas where there is a sudden shift in intensity and this could be a sign of manipulation limits. The density of edges and
irregularities of texture in each patch are then assessed in order to determine the probability of tampering.
Besides gradient-based features, the color difference between adjacent patches is examined, to identify unnatural transitions in case
of splicing processes and editing methods on images. Depending on these structural, texture and color characteristics, a combined
saliency score is computed on each patch and this value indicates a likelihood that the area has been altered. The calculated saliency
scores are scaled to ensure the same scale is used throughout the whole image. In an effort to enhance the process of segmentation,
K-Means clustering is performed on the values of saliency and the patches are grouped together in clusters of normal and suspicious
areas. This clustering is an improvement of segmentation since the high- and low-saliency patches are automatically separated
without necessarily using a fixed threshold. Having done the clustering, the suspicious cluster is translated into a binary mask which
points out the possible tampered areas. Simple post-processing eliminates small isolated regions and noise artifacts resulting in less
false positives.
Lastly, patch-level masks are all combined to generate a complete segmentation mask that distinctively identifies areas that have
been manipulated in the image. This improved segmentation output can give a stable depiction of the suspected tampering areas and
serves as the input in the analysis and assessment in the proposed structure.
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Figure 3: Segmentation Architecture using GAPS
Figure 3 GAPS segmentation architecture examines the denoised image by decomposing an image into patches and calculates
gradient-based saliency features to identify structural discrepancies. These attributes are applied to approximate tampering
probability of each patch and the K-means clustering is used to optimize the segmentation of normal and suspicious regions. Lastly,
the patches are grouped together to yield the segmentation mask which indicates the identified forged regions.

ai al
zea,Gyzg,Mz G;%‘}'G; (7)
Where, G,, G, are Gradients along x and y directions, M is gradient magnitude map, highlights edges and irregular textures.
Equation (7) highlights edges and potential tampered boundaries.

Pi‘j=M[yi:yi+P,xj:xj+P] (8)

Where, P, ; is gradient magnitude patch at coordinates (i, j), P is patch size. Equation (8) is used for patch extraction.
O Ny
Kij = p_zz ) 2o P () C))
y:
Where, y; ; is mean gradient in patch P; ;. Equation (9) quantifies the overall edge strength.
1 S ! -
5= |50, Saco(Piiey) — tif) (10)
y:
Where, o; ; is measures texture variability in the patch. In equation (10) high o often indicates tampered edges.
1 P-1 _ =
Cij =12 ZFO %20 1 (%, ¥) = Lyeign I (11)

Where, C; ; is color divergence between patch and surrounding patches. ineigh is mean RGB color of neighboring patches. Equation
(11) detects unnatural color changes from splicing.

S;; = wq -mean(M; ;) + wy - std(M; ;) + ws - color_divl.j (12)

Where, S, ; is saliency score for patch P; ;, M; ; is gradient magnitude patch, mean(M; ;) is average gradient magnitude of patch,
std(M; ;) is standard deviation of gradient magnitude; measures texture irregularity, color div, ; is color divergence from
surrounding patches (detects splicing). w;, w,, ws are weight coefficients controlling importance of each term. Equation (12)
combines texture and color irregularities to detect tampered areas.
& _  Sij—min(s)

Si'j - max(S)—min(S) (13)

Where, §; ; is normalized saliency (0-1 range), min(S), max(S) are minimum and maximum saliency values across all patches.
Equation (13) makes saliency comparable across patches for mask generation.
1 S~i,j >T
0 S~i,j <7

Where, Mask; ; is binary mask for patch P; ;(1 = tampered, O = normal), 7 is threshold for converting normalized saliency to binary
mask. Equation (14) produces a binary mask highlighting likely tampered regions.

Mask = Ui,j Mas ki,j (15)
Where, Mask complete segmentation mask for the input image. Equation (15) combines all patch masks into full resolution.

Mask;; = { 14
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Algorithm 2: Gradient-Aware Patch Saliency Segmentation (GAPS)

Input: | is preprocessed (denoised) image, PATCH_SIZE is size of image patches (e.g., 16x16 or 32x32), SAL_THRESHOLD is
saliency threshold for segmentation
Steps:
Step 1: Convert | to grayscale
Step 2: Compute gradient magnitude image G:
G = sgrt(Sobel_x()"2 + Sobel_y(1)"2)
Step 3: Initialize saliency map S_map = zeros_like(l)
Step 4: Divide | into non-overlapping patches of size PATCH_SIZE
Step 5: For each patch P in I:
a. Compute patch gradient mean: g_mean = mean(G_patch)
b. Compute texture/edge divergence metrics if needed
c. Assign saliency score S_patch = g_mean + alpha * texture_metric
d. Fill corresponding region in S_map with S_patch
Step 6: Normalize S_map to range [0,1]
Step 7: Generate binary mask:
Mask = (S_map > SAL_THRESHOLD)?1:0
Step 8: Return Mask and S_map
Output: Mask is binary segmentation mask highlighting suspicious regions, S_map is saliency map of the image

The GAPS algorithm 2 divides an image by calculating the saliency scores of gradients and texture-based saliency of each patch.
The saliency patches are labeled as high-saliency indicating that they may have been tampered with and the remaining parts are
termed as low-saliency and are ignored, virtually isolating the suspicious parts.

4. RESULTS AND DISCUSSIONS

The Results and Discussion section compares the efficiency of the proposed structure as related to denoising and segmentation
accuracy. The results of the proposed DRFNS denoising algorithm and GAPS segmentation method are compared with other existing
methods to obtain experimental results. Quantitative evaluation is performed using performance metrics of Peak Signal-to-Noise
Ratio (PSNR), Structural Similarity Index Measure (SSIM) and Root Mean Square Error (RMSE), accuracy, precision, recall and
F1-score. The findings reveal the performance of the proposed procedures in the elimination of noise with the maintenance of the
forensic information and the ability to recognize the areas of tampering correctly. The results obtained are compared and analyzed
in details as discussed in the subsequent subsections.

4.1 Performance Evaluation

The effectiveness of the proposed denoising and segmentation framework is evaluated with the help of the conventional quantitative
indicators in the performance evaluation. The proposed algorithms are contrasted with some of the existing techniques to show that
they are effective. The denoising DRFNS is under comparison with Fast Fourier Transformation - Discriminative Robust Local
Binary Patterns (FFTDRLBP) [22], Robust Image Forgery Detection Network (RIFD-Net) [23], Deep Convolutional Neural
Network (DnCNN) [24], and Dual branch CNN (DbCNN) [25], the proposed segmentation GAPS algorithm is compared with
DCNN [26], Visual Geometry Graph 16-U shaped CNN (VGG16-UNet) [27], Robust Ensample Forgery Detection Algorithm
(REFORGE) [28], You Only Look Once-CNN (YOLO-CNN) [29]. The findings underscore the fact that the suggested method can
be used to obtain better image reconstruction and precise localization of tampering.

Original Image 1 Residual Noise Map DRFNS Output

3 A ekl
Figure 4: Denoised Image 1
Figure 4 shows the process of denoising the input image 1 at DRFNS, the original image is initially used to create a residual noise
map that emphasizes the high-frequency features and possible manipulation indicators. Based on this information, DRFNS algorithm
removes noise and also conserves key structural information which results in a cleaner image that can be processed further.

Original Image 2 Residual Noise Map DRFNS Output

%

Figure 5: Denoised Image 2
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Figure 5 shows the process of denoising the input image at DRFNS, the original image is initially used to create a residual noise
map that emphasizes the high-frequency features and possible manipulation indicators. Based on this information, DRFNS algorithm
removes noise and also conserves key structural information which results in a cleaner image that can be processed further.

Table 2: Denoised Algorithms Performance Comparison

Algorithm PSNR SSIM RMSE
FFTDRLBP 34.62 0.89 0.0215
RIFD-Net 36.78 0.91 0.0172
DnCNN 38.12 0.93 0.0136
DbCNN 39.05 0.94 0.0111
DRFNS 40.480 0.96 0.0093

According to Table 2, the proposed DRFNS denoising algorithm has the highest PSNR and SSIM values and the lowest RMSE
values as compared to the current algorithms like FFTDRLBP, RIFD-Net, DnCNN, and DbCNN. This implies that DRFNS does a
good job in eliminating noise without affecting the significant structural and forensic information in the image.

Denoising Algorithms Performance Comparison Denoising Algorithms Performance Comparison

1.0
40 PSNR
35 0.8
30
EPY 206
8 =
220 -2
£ =
<. 204
10
0.2
5
- a 0.0
FFTDRLBP ~ RIFD-Net DnCNN DbCNN DRFNS FFTDRLBP  RIFD-Net DnCNN DbCNN DRFNS
Algorithms Algorithms

Figure 6: Denoised Performance Comparison Chart
Figure 6 shows the denoised algorithms performance comparison using PSNR, SSIM, and RMSE metrics. In this chart the x-axis
shows the denoised algorithms and the y-axis show the performance metric values.
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Figure 7: Segmentation Output Image 1

Figure 7 illustrates the segmentation process of using GAPS in which the denoised image 1 is processed to produce a saliency map
which identifies the regions with high structural and gradient differences. The features are then further refined with edge detection
and clustering to give the final segmentation mask with high accuracy on the prominent objects and suspicious regions in the image.
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Figure 8: Segmentation Output Image 2
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Figure 8 illustrates the segmentation process of using GAPS in which the denoised image 2 is processed to produce a saliency map

which identifies the regions with high structural and gradient differences. The features are then further refined with edge detection

and clustering to give the final segmentation mask with high accuracy on the prominent objects and suspicious regions in the image.
Table 3: Segmentation Algorithms Performance Comparison

Method Accuracy % | Precision % | Recall % | F1-Score %
DCNN 88.72 86.15 84.93 85.53
VGG16-UNet 91.48 89.67 88.12 88.88
REFORGE 93.26 92.04 90.33 91.18
YOLO-CNN 94.85 93.92 92.76 93.33
GAPS 97.00 96.34 94.44 95.91

Table 3 shows that the proposed GAPS segmentation methodology, it has the greatest level of accuracy and precision compared to
other existing methods including DCNN, VGG16-UNet, REFORGE, and YOLO-CNN. This result indicates that gradient-aware
patch saliency is effective to detect fake regions with high accuracy and minimize false saliencies.
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Figure 9: Segmentation Performance Comparison Chart
Figure 9 illustrates the performance comparison of segmentation algorithms using segmentation performance metrics such as
accuracy, precision, recall, and F1-score. In this chart the x-axis shows the segmentation algorithms and the y-axis shows the
performance values.

4.2 Discussions

As the experimental analysis demonstrates, the proposed structure of DRFNS-GAPS is not only efficient in regard to image
denoising, but also image tampered region segmentation. A mixture of forgery-sensitive denoising and gradient based segmentation
process allows the framework to remove noise and compression artifacts and preserves the subtle traces of forensic manipulation.
DRFNS does not apply a smooth over the whole image like the traditional denoising techniques which apply it at the local level, a
patch. The benefit of this is that it enables potent noise denial in the location with no worthwhile signal, and maintains important
residual signal in potentially worthwhile location, which is essential to enable dependable forensic evaluation.

The success of Gradient-Aware Patch Saliency (GAPS) method also is shown by the results of the experiment. The method can
identify the boundaries of the altered regions by taking differences in gradient, structural differences and anomalies of the texture at
the patch level. The K-Means clustering is brought into the process of segmentation to enhance the accuracy of the segregation
between normal and suspicious patches to minimize false detections and localization of tampered areas.

The second advantage of the proposed structure is that the suggested framework is modular wherein the denoising and the
segmentation stages complement one another. The quality of images is reflected in the denoising step and the indicators of
manipulation are maintained and eventually results in the higher performances of the segmentation process. It is an integration of
the two phases that contributes to the general power of the suggested system.

Even though effective, the framework may be problematic in situations when the tampered areas are extremely small or highly
compressed and the number of clues left behind is minimal. Additional studies and development in the future can be done to include
more complex deep learning models or attention-based models to increase the precision of the segmentation and implement the
process to more complex multimedia forgery processes.

5. CONCLUSION

This research has presented an effective framework of forgery of digital images through a combination of DRFNS denoising and
GAPS partitioning. The solution proposed would be to strip off noise and compression artifacts whilst still preserving critical forensic
evidence that would indicate that it has been manipulated. DRFNS is an adaptive patch algorithm, a patch-based filtering algorithm
based on the idea that the residual signal and forgery indicators allow control of the intensive denoising of safe areas and low-profile
tampering indicators of potential suspicious areas. The experimental results show that DRFNS has PSNR of 40.48, SSIM of 0.96,
and RMSE of 0.0093, and this is more impressive compared to the current methods, such as FFTDRLBP, RIFD-Net and DnCNN
and DbCNN. At localization of tampered regions, GAPS segmentation algorithm is used to analyze gradient change, texture
irregularity and color irregularity changes between patches of the image. The K-Means clustering is also enhanced through the
integration that enhances the accuracy in segmentation since the suspicious and the normal areas can be separated sufficiently. The
results of the segmentation obtained prove that the proposed approach has the accuracy of 97.00%, the precision of 96.34%, the
recall of 94.44%, and the F1-score of 93.91%, which are higher than DCNN, VGG16-UNet, REFORGE, and YOLO-CNN models.
These results prove the fact that the mentioned framework is effective to balance between noise removing and the preservation of
forensic evidence. Overall, DRFNS-GAPS framework is an effective and potent mechanism in the identification of manipulated
regions in digital photographs and has a great likelihood of being adopted in digital image forensics and multimedia security.
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