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Abstract 

Federated learning (FL) has emerged as a transformative paradigm in distributed artificial 
intelligence (AI) that emphasizes decentralized model training while preserving data 
privacy. This paper investigates the impact of different FL techniques on both privacy 
protection and model performance across varied network conditions. We critically review 
early foundational research, propose a structured analysis framework, and present findings 
that compare model accuracy, communication efficiency, and vulnerability to attacks. Our 
study highlights the inherent trade-offs between privacy, computational cost, and 
convergence speed in federated networks. 
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1. Introduction  

Federated Learning (FL) represents a departure from traditional centralized machine 

learning by enabling model training across multiple decentralized devices without 

transferring local data to a central server. Originating to address the growing concern around 

data privacy and security, FL ensures that sensitive information remains on user devices. The 

technique is particularly critical in sectors such as healthcare, finance, and mobile 

applications, where data confidentiality is paramount. The challenge lies in achieving a 
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balance: ensuring high model performance while reducing risks of privacy leakage or 

adversarial attacks. 

As distributed networks grow more complex, maintaining synchronized model updates 

and minimizing communication costs become increasingly difficult. Variations in device 

computation power, network bandwidth, and data heterogeneity introduce further 

complications. This paper addresses these challenges by analyzing different FL techniques 

and measuring their impact on two critical axes: data privacy robustness and model 

performance efficacy. We integrate comparative analyses and suggest future optimization 

pathways, drawing from foundational and recent research trends. 

 

2. Literature Review 

The conceptual foundation of Federated Learning was formally introduced by 

McMahan et al. (2017), who proposed the Federated Averaging (FedAvg) algorithm [1]. 

FedAvg optimizes model updates locally on devices and periodically aggregates these 

updates on a server, greatly minimizing data exposure risks. Konec ny  et al. (2016) 

emphasized communication efficiency improvements, introducing structured updates and 

compression techniques to reduce overhead [2]. Smith et al. (2017) explored challenges 

related to statistical heterogeneity in FL, highlighting performance degradation in non-IID 

data settings [3]. 

Hard et al. (2018) investigated differential privacy applications in FL to enhance 

theoretical privacy guarantees [4]. They incorporated noise mechanisms during model 

updates to shield sensitive information without significant utility loss. Bonawitz et al. (2019) 

later proposed secure aggregation protocols to further strengthen privacy against server-

side inference threats [5]. These early contributions collectively laid the groundwork for 

contemporary FL systems, underscoring privacy-performance trade-offs that remain 

relevant today. Despite substantial advances, many early FL techniques prioritized 

communication cost or basic privacy but inadequately addressed sophisticated attacks like 

membership inference or model inversion.  
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Table 1: Summary of Early Federated Learning Contributions 

Study Year Contribution Limitation 

McMahan et al. [1] 2017 Introduced FedAvg Assumes IID data 

Konečný et al. [2] 2016 Communication optimization No adversarial testing 

Smith et al. [3] 2017 Heterogeneous data adaptation Limited real-world validation 

Hard et al. [4] 2018 Differential privacy integration Performance degradation 

Bonawitz et al. [5] 2019 Secure aggregation High computation overhead 

 

3. Methodology and Metrics 

This study systematically evaluates three federated learning techniques—FedAvg, 

FedProx, and Differentially Private FedAvg (DP-FedAvg)—under various network conditions 

and data heterogeneity settings. Model performance is assessed based on accuracy and 

convergence rate, while privacy impact is measured using differential privacy guarantees and 

vulnerability to model inversion attacks. 

A simulated network of 100 devices with non-IID CIFAR-10 image data was used for 

experimentation. Each device trains locally for several epochs before communicating 

encrypted updates. Metrics such as training loss, test accuracy, number of communication 

rounds, and differential privacy ε-values were recorded for comparison. Privacy leakage 

simulations were conducted using attack models targeting model updates. 

 

4. Techniques and Tools 

Experiments utilized TensorFlow Federated (TFF) for FL model implementations and 

IBM's diffprivlib for privacy metrics evaluation. Standard CNN architectures were deployed 

as baseline models across the techniques. The primary analytic methods included accuracy-

tracking during federated updates, differential privacy analysis, and communication cost 

estimation. 
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FedAvg served as the baseline, FedProx introduced regularization to combat 

heterogeneity, and DP-FedAvg added Laplacian noise to model updates to ensure differential 

privacy. Table 2 presents the experimental configuration and parameters. 

Table 2: Experimental Configuration Parameters 

Parameter Value 

Number of Clients 100 

Dataset CIFAR-10 (Non-IID) 

Communication Rounds 500 

Learning Rate 0.01 

Privacy Budget (ε) 1.0 (for DP-FedAvg) 

 

5. Results and Discussions 

The results reveal a clear trade-off between privacy enhancements and model 

performance. FedAvg achieved the highest model accuracy (~85%) but showed vulnerability 

to model inversion attacks. FedProx slightly reduced accuracy (~83%) but improved stability 

across heterogeneous clients. DP-FedAvg demonstrated robust privacy protection but at a 

significant performance cost (~78% accuracy) and increased communication rounds. 

Communication efficiency was highest in FedAvg but at the expense of less rigorous 

privacy guarantees. DP-FedAvg introduced significant noise, requiring additional epochs for 

convergence, thus highlighting the communication-privacy-performance tension. Figure 1 

illustrates the convergence behavior across techniques, while Figure 2 depicts the trade-off 

between privacy leakage and accuracy. 
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Figure 1: Model Accuracy vs. Communication Rounds 

 

Figure 1 Shows, how model accuracy evolves over communication rounds for three 

different federated learning techniques: FedAvg, FedProx, and DP-FedAvg. Initially, all 

models show rapid accuracy improvement within the first 50–100 rounds. However, 

differences become apparent as training progresses. 

• FedAvg achieves the highest final accuracy (~85%) after 500 rounds but with 

occasional fluctuations due to non-IID data. 

• FedProx slightly lags behind FedAvg (~83% accuracy) but demonstrates more stable 

convergence, particularly in environments with statistical heterogeneity. 

• DP-FedAvg converges significantly slower and at a lower accuracy (~78%) due to 

the injected noise required for differential privacy, which affects gradient quality. 
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This visualization emphasizes the trade-off between privacy protection and 

learning performance, especially in communication-constrained federated settings. 

 

 

 

Figure 2: Privacy Leakage vs. Model Accuracy 

 

Figure 2 presents a scatter plot where each point represents a federated learning 

method’s trade-off between privacy leakage risk and model accuracy. 

• On the X-axis, we have the model's achieved test accuracy (%). 

• On the Y-axis, we show the estimated privacy leakage (higher means worse privacy, 

lower means better privacy). 
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• FedAvg achieves the highest accuracy but also the highest privacy leakage, making 

it more vulnerable to attacks such as model inversion. 

• FedProx shows moderate leakage with slightly reduced accuracy, suggesting slight 

robustness gains. 

• DP-FedAvg has the lowest leakage risk but at the cost of lower model accuracy, 

demonstrating that differential privacy techniques effectively reduce data exposure 

but degrade predictive performance. 

This diagram effectively showcases the fundamental privacy-utility trade-off in 

federated learning. 

 

6. Conclusion 

Federated Learning has profoundly reshaped distributed AI by enabling privacy-

preserving model training. Our comparative study demonstrates that while techniques like 

FedAvg maximize performance, they fall short on privacy robustness. In contrast, privacy-

preserving adaptations like DP-FedAvg introduce trade-offs that, although critical for high-

stakes environments, reduce model accuracy and increase training complexity. 

The balance between privacy and model efficacy remains a key area for innovation, 

with potential solutions lying in hybrid methods that adaptively manage noise addition or 

selective aggregation. Future research should emphasize adversarial resilience, adaptive 

personalization techniques, and communication-efficient secure aggregation frameworks to 

fully realize the potential of federated learning networks. 
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