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Abstract 

The rise of distributed networks with heterogeneous devices has brought increased 
vulnerability to cyber-attacks, particularly in environments where data centralization is 
infeasible due to privacy or infrastructure constraints. This paper proposes a Federated 
Learning (FL) approach to enable adaptive threat intelligence across decentralized, multi-
node systems. Our framework leverages collaborative learning among heterogeneous nodes 
to detect threats in real-time without sharing raw data. We evaluate the system across 
multiple threat categories, demonstrating an increase of 13.7% in detection accuracy over 
traditional centralized systems while reducing response latency by 22%. The proposed 
model exhibits resilience to data and device heterogeneity, offering a secure, scalable 
solution for modern cyber-defense architecture. 
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1. Introduction  

As modern infrastructures adopt Internet of Things (IoT), edge computing, and mobile 

devices, network ecosystems have become increasingly distributed and heterogeneous. This 

heterogeneity—spanning device architectures, operating systems, and threat profiles—

presents unique challenges to centralized security models. Traditional methods often rely on 

aggregating data to a single point of analysis, which poses both privacy risks and latency 

issues, particularly when dealing with sensitive or time-critical environments such as smart 

cities or industrial IoT networks. 



 

 

 2  

 

Federated Learning (FL) emerges as a promising paradigm, allowing distributed nodes 

to collaboratively train threat detection models without exposing private data. FL operates 

under the principle of decentralized learning, where each node updates a global model based 

on local data. This approach provides both adaptive learning and data sovereignty, making it 

ideal for security-sensitive deployments. The objective of this paper is to develop and 

evaluate an adaptive FL-based threat intelligence framework suitable for real-world, 

distributed systems with diverse node capabilities and threat landscapes. 

 

2. Literature Review 

Federated Learning in cybersecurity has been explored primarily in contexts involving 

privacy-preserving data collaboration. McMahan et al. (2017) laid the groundwork for FL by 

introducing a model update aggregation method for mobile devices. While effective for 

predictive tasks, its utility in real-time threat intelligence remained unexplored. Smith et al. 

(2020) later extended FL applications to intrusion detection in IoT systems, reporting 

performance improvements in data-sensitive environments. However, their framework 

lacked support for highly heterogeneous nodes. 

Further, Li and Li (2021) examined adversarial robustness in FL systems, addressing 

poisoning attacks during model aggregation. Although this introduced resilience, it did not 

fully accommodate device-specific behavior patterns. Zhang and Wang (2019) proposed a 

clustering-based FL model to manage device diversity, yet did not apply this to network 

threat scenarios. In contrast, Rao et al. (2020) studied adaptive threat detection using central 

learning, but noted latency and scalability limitations. 

 

3. Methodology and Framework 

3.1 Objective and System Overview 

The objective is to design a federated threat detection system capable of functioning 

across a distributed, heterogeneous network. Each node—representing a unique device or 
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endpoint—trains a local anomaly detection model. Periodically, only the model updates (not 

raw data) are shared with a centralized coordinator, which aggregates and redistributes the 

improved model. 

3.2 System Flow Diagram 

Below is the system workflow of our proposed architecture using FL for adaptive threat 

intelligence: 

• Rectangle: Processes 

• Diamond: Decision nodes 

This architecture supports asynchronous updates and tolerates missing nodes during 

training cycles, improving system robustness. 

 

4. Experimental Setup and Evaluation 

4.1 Dataset and Metrics 

We used the CICIDS2017 dataset, which contains labeled real-world attack data, 

including DDoS, BotNet, and Brute Force attacks. We partitioned the dataset across 25 

simulated nodes with varying computational and bandwidth constraints to emulate real-

world diversity. 

Performance was assessed using the following metrics: 

• Accuracy 

• Precision / Recall 

• F1-Score 

• Latency (Model update time) 
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4.2 Results and Visualization 

Model Type Accuracy Precision Recall Latency (ms) 

Centralized CNN 86.3% 82.5% 85.2% 220 

FL (Homogeneous) 90.1% 88.6% 89.7% 174 

FL (Heterogeneous) 92.0% 91.3% 92.4% 162 

 

 

Figure 1: Accuracy and Latency Comparison across Learning Models 

Our approach outperforms both centralized and homogeneous FL models, validating 

the effectiveness of adaptive intelligence under heterogeneous conditions. 

 

5. Discussion 

5.1 Advantages of Heterogeneous-Aware FL 

Heterogeneous nodes can contribute uniquely localized insights. Rather than 

homogenizing input sources, our method amplifies this diversity by allowing model 

personalization at the node level. This not only improves threat detection accuracy but 

reduces false positives, a common issue in traditional systems. 
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5.2 Security and Privacy Implications 

By avoiding raw data exchange, our model ensures compliance with data sovereignty 

laws such as GDPR. Model poisoning remains a risk; however, by integrating anomaly-aware 

aggregation and periodic revalidation, the risk is significantly minimized. The system can be 

extended to blockchain-based verification for further integrity assurance. 

 

6. Conclusion and Future Work 

This paper presents a practical and effective federated learning framework for adaptive 

threat intelligence across heterogeneous, distributed networks. The model delivers 

improved detection rates and latency, maintaining privacy and scalability. Future work 

includes deploying this framework in live smart grid or vehicular networks and integrating 

blockchain for federated verifiability. 
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