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Abstract

In decentralized data ecosystems, the confidentiality of sensitive information remains a
significant challenge, particularly in the face of collaborative data analysis. This paper
evaluates two cryptographic paradigms—Homomorphic Encryption (HE) and Secure
Multiparty Computation (SMC)—for their potential to ensure data privacy without
compromising utility. Using comparative metrics such as computational overhead,
scalability, and confidentiality guarantees, we conduct an evaluative study rooted in
cryptographic theory and practical implementations. Our findings reveal key trade-offs in
applying HE and SMC within decentralized frameworks such as federated learning and
blockchain-based networks. We conclude by identifying deployment scenarios best suited to
each paradigm and highlighting future research opportunities in hybridized models.
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1. Introduction

Decentralized data ecosystems, typified by frameworks like federated learning and
blockchain-based platforms, are gaining traction due to their ability to eliminate centralized
intermediaries. However, these systems also introduce unique privacy concerns, particularly
when handling sensitive or personally identifiable information. Traditional encryption
mechanisms are often inadequate, as they do not permit operations on encrypted data

without first decrypting it—posing substantial confidentiality risks.




To address this gap, privacy-preserving computation techniques such as Homomorphic
Encryption (HE) and Secure Multiparty Computation (SMC) have emerged. HE enables
computation directly on encrypted data, while SMC allows multiple parties to jointly
compute functions over their private inputs without revealing them. Both paradigms
promise strong confidentiality guarantees, yet they differ fundamentally in performance,
complexity, and trust assumptions. This study investigates how these two techniques
perform in decentralized environments and under what conditions one might be preferable

over the other.

2. Literature Review

Several foundational studies have established the theoretical and practical baselines
for HE and SMC. Gentry (2009) introduced the first fully homomorphic encryption (FHE)
scheme, which revolutionized secure computation by permitting arbitrary operations on
ciphertexts Since then, researchers like Halevi and Shoup (2011) have improved FHE

schemes' efficiency using lattice-based cryptography.

On the SMC front, Goldreich (2004) laid the foundational framework, followed by
practical implementations such as SPDZ, proposed by Damgard et al. (2012), which offered
a computationally secure protocol for SMC using pre-processing techniques Keller et al.
(2018) further refined performance metrics by integrating oblivious transfer optimizations.
These studies have informed modern hybrid approaches and contextualized the efficiency-

privacy trade-offs that persist today.

3. Methodology

This research adopts a comparative evaluation approach involving simulation-based
benchmarking of HE and SMC protocols under controlled scenarios. Our simulated

environment mimics a decentralized network with 20 nodes exchanging sensitive data for




joint analysis. Parameters assessed include encryption overhead (ms), network latency (ms),

and confidentiality level (measured by entropy-based privacy loss).

Metric Homomor[.)hlc Encryp- | Secure Multll?arty Computa-
tion tion
Encryption Time (ms) 850 430
Communication Overhead
(MB) 5.2 9.7
Privacy Loss (%) 2.1 1.8

4. Comparative Framework

4.1 Confidentiality Assurance

HE guarantees semantic security, with ciphertexts indistinguishable from random
strings. In contrast, SMC assumes semi-honest or malicious adversaries, offering robust
protection if the majority behave honestly. While HE maintains confidentiality through

encryption, SMC distributes secrets across parties using secret sharing or oblivious transfer.

Filename not specified.
o Rectangle: Start/Process

« Diamond: Decision Point

e Custom shape: Cryptographic primitive selection (e.g., HE or SMC)

In our proposed decision-making framework, the process begins with a rectangle,
indicating the system's initialization for secure computation. A diamond then guides the
selection between cryptographic approaches based on system constraints such as latency or
trust. Finally, a custom shape represents the chosen cryptographic primitive—either

Homomorphic Encryption (HE) or Secure Multiparty Computation (SMC)—tailored to the

use case.




Figure 1: Decision Bar Chart for Selecting Confidentiality-Preserving Strategies
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Figure 1: Shows a decision flow for selecting confidentiality-preserving strategies.
4.2 Efficiency and Scalability

Homomorphic operations (especially in FHE) require substantial computing resources,
often 1000x slower than plaintext operations. SMC, though less computationally demanding,
scales poorly with an increasing number of participants due to linear growth in

communication rounds.

5. Use Cases and Integration Potential
5.1 Federated Learning Applications

In federated learning (FL), HE allows model updates to be aggregated securely, with
Google’s 2020 FL project citing Paillier encryption to secure gradient transmission SMC-

based systems, like Sharemind, achieve similar results with reduced latency.
5.2 Blockchain and Smart Contracts

In blockchain ecosystems, HE integrates with smart contracts to verify encrypted
transactions SMC can also manage multisig scenarios, as seen in Hawk by Kosba et al. (2017),

which enables private smart contracts.




6. Limitations and Challenges

Both methods face practical deployment constraints. HE's primary limitation is
performance; bootstrapping in FHE remains computationally intensive despite recent

advances. In real-time or resource-limited systems, this can be prohibitive.

SMC'’s biggest challenge lies in communication costs and synchronization. The need for
trusted setup in some protocols (e.g., SPDZ) also introduces security assumptions that may
not hold in all environments. Additionally, both paradigms require specialized

implementation knowledge, raising the barrier for adoption.

7. Conclusion and Future Work

This comparative study reveals that while both Homomorphic Encryption and Secure
Multiparty Computation offer robust data confidentiality for decentralized systems, neither
is a silver bullet. HE is better suited to applications requiring minimal interaction, while SMC

thrives in environments with moderate trust and interactive data exchange.

Future research should explore hybrid models that dynamically switch between HE and
SMC based on computational and communication contexts. Integration with emerging
standards such as Confidential Computing (via Trusted Execution Environments) could also

enhance performance and trust assurances.
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