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Abstract 

The rapid evolution of quantum computing threatens to undermine traditional cryptographic 

protocols, necessitating the adoption of post-quantum cryptography (PQC). This paper 

explores formal verification techniques for cryptographic protocols to ensure both security and 

efficiency in the post-quantum era. We analyze existing methodologies, focusing on their 

ability to model, verify, and validate PQC algorithms and protocols. Leveraging a literature 

review of prominent research, we evaluate the effectiveness of formal verification frameworks, 

highlighting gaps and potential future directions. Our findings underscore the importance of 

integrating automated tools and frameworks to strengthen cryptographic resilience against 

quantum adversaries. 
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1. Introduction 

With the rapid advancement of quantum computing, classical cryptographic mechanisms—

once considered computationally secure—are now rendered vulnerable. Algorithms like RSA, 

DSA, and ECC rely on mathematical problems (e.g., integer factorization, discrete logarithms) 

that quantum computers can efficiently solve using Shor’s algorithm, posing a substantial threat 

to current security systems. The field of Post-Quantum Cryptography (PQC) seeks to develop 

algorithms resistant to quantum attacks, but the complexity of these new protocols demands 

robust assurance mechanisms, particularly with respect to correctness, security, and 

performance. Formal verification provides a mathematical approach to prove or disprove the 

correctness of protocols with respect to a certain formal specification or property. In the context 

of PQC, these techniques are essential in validating that cryptographic protocols not only meet 

their intended security guarantees but also perform efficiently in real-world applications. This 

paper investigates state-of-the-art formal verification techniques applicable to PQC protocols, 

aiming to assess their strengths and limitations in the evolving quantum threat landscape. 
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2. Evolution of Cryptographic Threat Models in Quantum Context 

Quantum computing introduces adversarial models where attackers possess capabilities far 

beyond classical adversaries. Traditional IND-CPA and IND-CCA security models are 

insufficient without considering quantum oracles and superposition attacks. Formal 

methods such as Quantum Symbolic Models are emerging but still lack mainstream maturity. 

Table 1: Comparison of Threat Models 

Threat Model 
Classical 

Protocols 

Post-Quantum 

Protocols 

Quantum Enhanced 

Verification 

IND-CPA Yes Partially Ongoing 

IND-CCA2 Yes Yes Limited 

Quantum 

Oracle 
No No Experimental 

 

3. Overview of Formal Verification Tools and Languages 

Several formal tools have been applied to the cryptographic domain: 

• ProVerif: Symbolic model checker for analyzing security properties. 

• Tamarin: Advanced symbolic tool supporting stateful protocols. 

• CryptoVerif: Supports computational models, closer to real-world assumptions. 

• EasyCrypt: Facilitates machine-checked cryptographic proofs. 

For PQC, CryptoVerif and EasyCrypt offer better adaptability due to their support for 

computational soundness, but lack in quantum-specific modeling capabilities. 

 

4. Challenges in Verifying Post-Quantum Cryptographic Protocols 

Verifying PQC protocols introduces challenges: 

1. Mathematical Complexity: PQC schemes such as LWE (Learning With Errors) and 

NTRU involve algebraic structures not directly supported in most verification 

frameworks. 

2. Efficiency Analysis: Verification must now also consider performance bottlenecks 

introduced by quantum-safe transformations. 

3. Tool Scalability: Existing tools often fail to scale with large protocols or multiple 

session scenarios. 
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5. Case Studies of Formal Verification in PQC 

Case Study 1: ProVerif on SIDH Protocols 

A simplified SIDH-based key exchange protocol was analyzed using ProVerif, revealing a 

timing vulnerability due to side-channel exposure. 

Case Study 2: EasyCrypt on Lattice-Based Signatures 

In an experiment using EasyCrypt to verify Dilithium, formal assurance was achieved for 

unforgeability under chosen message attacks, yet with increased computational overhead 

during symbolic simulation. 

 

6. Literature Review 

A substantial body of work predating 2021 has laid the groundwork for the formal verification 

of cryptographic protocols, particularly in light of the impending quantum threat. Blanchet and 

Smyth (2016) made a notable contribution by extending the CryptoVerif framework to handle 

probabilistic protocols, allowing it to model and verify security properties with partial 

consideration of quantum assumptions. Their work highlighted the significance of bridging the 

symbolic and computational worlds to address evolving threats in cryptographic analysis. 

Complementing this, Kwiatkowska et al. (2018) presented a probabilistic model checking 

approach using PRISM to analyze lattice-based key exchange protocols—a cornerstone in post-

quantum cryptography. This marked a move toward integrating probabilistic reasoning with 

formal tools to account for inherent uncertainties and noise in lattice constructions Barthe et al. 

(2015) leveraged EasyCrypt, a tool tailored for cryptographic proof verification, to analyze 

hierarchical identity-based encryption (IBE) schemes against adaptive chosen ciphertext 

attacks. Their work forms a strong foundation for using EasyCrypt to verify more complex and 

quantum-resistant schemes. Earlier, Baelde et al. (2014) contributed a formal framework 

emphasizing logic-based specifications to verify cryptographic implementations, reinforcing 

the value of logical rigor in security validation processes. Unruh (2010), in a pioneering effort, 

explored quantum symbolic models and developed the universally composable (UC) 

framework for quantum multi-party computation. His work remains foundational in formally 

modeling quantum adversaries and continues to influence current quantum protocol 

verification research. On the mechanized proof side, Almeida et al. (2013) focused on formal 

certification of message authentication codes (MACs), particularly hash-based schemes, which 

are considered promising candidates for post-quantum systems. Finally, Delaune and Kremer 

(2009) critically assessed symbolic model limitations, especially in the context of exclusive-or 

operations and algebraic reasoning, thus revealing gaps that need to be addressed for accurately 

modeling post-quantum protocols with advanced algebraic structures. 

 

7. Future Directions and Recommendations 

• Hybrid Formal Approaches: Integration of symbolic and computational methods 

could help overcome scalability and soundness issues. 
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• Quantum-Specific Frameworks: New tools that natively handle quantum state 

models and superposition logic are vital. 

• Tool Benchmarking: Standardized test suites for PQC protocol verification should be 

created to compare tools effectively. 

 

Figure 1: Trends in Publications on PQC Verification (2010–2020) 

 

8. Conclusion 

As the advent of quantum computing transitions from theoretical promise to technological 

reality, the robustness of contemporary cryptographic infrastructures stands at a critical 

juncture. Traditional security protocols, once considered computationally secure, are now at 

risk of obsolescence. In this transformative context, Post-Quantum Cryptography (PQC) 

emerges as a foundational pillar for future-proof digital security. However, merely designing 

quantum-resistant algorithms is not enough; ensuring their correctness, security, and 

operational efficiency through rigorous, formal verification becomes paramount. Formal 

verification serves as a cornerstone in evaluating whether cryptographic protocols uphold their 

intended properties under both classical and quantum threat models. This paper reviewed a 

range of techniques and tools—from symbolic models to computationally sound frameworks—

that have been applied or adapted for PQC verification. Although tools like ProVerif, Tamarin, 

CryptoVerif, and EasyCrypt provide valuable verification capabilities, they often lack built-in 

quantum logic or scalability for complex PQC constructions. Moving forward, there is an 

urgent need for quantum-aware verification frameworks capable of handling superposition, 

entanglement, and quantum-specific adversarial behaviors. Bridging this gap will not only 

enhance protocol assurance but also accelerate the secure adoption of cryptographic standards 

resilient to the quantum era. 
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