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Abstract 

Quantum Key Distribution (QKD) protocols, particularly the decoy-state BB84, offer a promising 

approach to enhancing network security by enabling theoretically unbreakable encryption. 

Integrating QKD into OpenDaylight Software-Defined Networking (SDN) controllers addresses 

key management challenges in dynamic, large-scale networks. Automated key rotation for IPSec 

and VPN tunnels eliminates the need for manual key distribution, ensuring continuous encryption 

with minimal latency. The implementation of ETSI-compliant QKD protocols ensures efficient, 

seamless key rotation without compromising performance. Furthermore, Quantum Bit Error Rate 

(QBER) thresholds are optimized to enhance key generation rates while minimizing key discards. 

Simulation results indicate that this solution significantly improves network security, reduces 

latency, and maintains continuous encryption. This research explores how integrating automated 

QKD protocols within SDN-driven networks can provide a practical and scalable solution for 

safeguarding communications, ultimately strengthening defenses against cyber threats while 

maintaining high network performance. 
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1. INTRODUCTION  

Quantum cryptography has emerged as a fundamental solution to address the security 

challenges associated with classical cryptographic methods. Traditional encryption techniques, 

such as RSA and Diffie-Hellman key exchange, rely on computational hardness assumptions, 

making them vulnerable to attacks from quantum computers. Quantum Key Distribution (QKD) 

provides an information-theoretically secure method for key exchange by leveraging the 

principles of quantum mechanics. Unlike classical cryptography, QKD ensures that any 

eavesdropping attempt disturbs the quantum states, allowing legitimate parties to detect and 

mitigate potential security threats. 

Among various QKD protocols, the BB84 protocol remains the most widely studied and 

implemented. It operates by encoding cryptographic keys onto the polarization states of single 

photons, ensuring security through the fundamental principles of quantum measurement. To 

enhance the efficiency and robustness of QKD systems, the decoy-state BB84 method has been 

introduced. This technique mitigates vulnerabilities associated with photon-number-splitting 

(PNS) attacks by incorporating decoy states that help differentiate legitimate single-photon 

transmissions from multi-photon emissions. As a result, the decoy-state BB84 protocol 

significantly improves the security and practicality of real-world QKD implementations. 

While QKD offers unprecedented security, its integration into modern networking 

infrastructure presents challenges, particularly in key management and distribution. Software-

Defined Networking (SDN) has gained prominence as a solution for optimizing network 

security and automation. SDN decouples the control plane from the data plane, enabling 
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centralized network management and programmability. OpenDaylight, an open-source SDN 

controller, facilitates dynamic network control and integration of security protocols. By 

incorporating QKD into SDN, automated and efficient key management can be achieved to 

secure communication channels, such as IPSec and VPN tunnels. 

Automating QKD key management within SDN-controlled IPSec/VPN tunnels is 

essential to ensure continuous, real-time encryption key updates without manual intervention. 

The European Telecommunications Standards Institute (ETSI) has established protocols to 

standardize QKD integration, providing a framework for seamless implementation within 

network architectures. Integrating ETSI QKD protocols into OpenDaylight SDN controllers 

enables secure and automated key rotation, enhancing the resilience of encrypted tunnels 

against evolving cyber threats. 

This research aims to explore the implementation of ETSI QKD protocols within 

OpenDaylight SDN controllers, focusing on automated key rotation for IPSec/VPN tunnels. 

Additionally, it examines the impact of Quantum Bit Error Rate (QBER) thresholds in decoy-

state BB84 systems to optimize security and performance. By benchmarking QBER values, 

this study provides insights into enhancing the reliability of automated QKD-based encryption, 

contributing to the broader adoption of quantum-secure communications in SDN-driven 

networks. 

2. LITERATURE REVIEW 

Quantum Key Distribution (QKD) is a cornerstone of quantum cryptography, offering 

theoretically unbreakable security based on the principles of quantum mechanics. Unlike 

classical key exchange mechanisms, QKD ensures that any eavesdropping attempt alters the 

quantum states being transmitted, making detection possible. The BB84 protocol, first 

proposed by Bennett and Brassard, remains the most widely implemented, using quantum 

superposition to encode bits [1]. However, early implementations of BB84 faced vulnerabilities 

due to photon-number-splitting (PNS) attacks, which led to the development of decoy-state 

techniques that enhance security by introducing randomly varying intensity levels in 

transmitted photons [2][3]. 

Figure 1 below illustrates the central concept of Quantum Key Distribution (QKD) and 

highlights the relationship between the BB84 protocol and the decoy-state protocol.  
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Figure 1: Overview of Quantum Key Distribution (QKD) 

 

The European Telecommunications Standards Institute (ETSI) has established a set of 

standards and protocols to facilitate the practical deployment of QKD systems. These 

guidelines define interfaces, key management procedures, and integration requirements for 

secure communication infrastructures [4]. The adoption of ETSI QKD protocols ensures 

interoperability between different vendors and enables the seamless incorporation of quantum-

generated keys into existing cryptographic frameworks [5]. 

Software-Defined Networking (SDN) has revolutionized network management by 

introducing centralized control and dynamic reconfiguration capabilities. Traditional 

networking architectures rely on static configurations, whereas SDN allows real-time 

adaptability to security threats [6]. OpenDaylight, one of the most prominent open-source SDN 

controllers, provides a flexible framework for managing network traffic, policy enforcement, 

and secure communication [6][7]. By integrating cryptographic processes, including QKD, into 

OpenDaylight, organizations can enhance network resilience while maintaining efficient key 

distribution mechanisms. 

Several studies have explored the integration of QKD with SDN, highlighting its 

potential to automate secure key exchanges for encrypted tunnels such as IPSec and VPNs 
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[8][9]. Prior research has demonstrated successful implementations of QKD in SDN 

environments, but challenges remain in automating key rotation at scale. Existing solutions 

often rely on static policies or limited interoperability between QKD and SDN controllers, 

leading to inefficiencies in managing encryption keys dynamically [10]. Automating key 

rotation based on QKD-derived keys within OpenDaylight-controlled tunnels presents an 

opportunity to enhance security while minimizing human intervention. 

Figure 2 below shows the Photon-Number-Splitting (PNS) attack process and how the 

decoy-state protocol can be used to increase security in the QKD system. The decoy-state 

protocol introduces random intensity levels to prevent such attacks. 

 

 

Figure 2: Photon-Number-Splitting (PNS) Attack and Decoy-State Protocol 

 

Quantum Bit Error Rate (QBER) serves as a critical performance metric in QKD systems, 

influencing key generation rates and overall security [11]. High QBER values indicate potential 

eavesdropping or system imperfections, necessitating optimized threshold values for reliable 

key extraction. In decoy-state BB84 systems, the precise calibration of QBER thresholds 

directly impacts secure key rates, making it essential to benchmark these values in real-world 

implementations. This research aims to bridge the gap between QKD, SDN automation, and 

practical QBER optimization, ensuring scalable and robust quantum-secure communication. 
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Table 1: Comparison of QKD Protocols and Security Enhancements 

Protocol Key Features Security Enhancements Challenges 

BB84 Uses quantum su-

perposition to en-

code bits 

Vulnerable to PNS attacks Requires high fidel-

ity in transmission 

Decoy-State 

BB84 

Introduces random 

intensity variations 

Protects against PNS at-

tacks 

Calibration of in-

tensity variations 

required 

Entanglement-

Based QKD 

Uses entangled 

quantum states 

Provides stronger secu-

rity, more resistant to 

eavesdropping 

Complexity in 

setup and mainte-

nance 

 

This table compares the features, security enhancements, and challenges of different 

QKD protocols. It specifically compares BB84, Decoy-State BB84, and Entanglement-Based 

QKD to show how each addresses security concerns in quantum key exchange. 

3. PROBLEM STATEMENT 

Quantum Key Distribution (QKD) has emerged as a groundbreaking solution for secure 

key exchange, leveraging quantum mechanics to ensure cryptographic security against 

eavesdropping. Among various QKD protocols, BB84 and its decoy-state variant offer practical 

implementations with enhanced security. However, despite significant advancements, 

integrating QKD into real-world network infrastructures presents several challenges. One of 

the most critical issues is the seamless automation of QKD-based key management within 

existing cryptographic frameworks, such as IPSec and VPN tunnels. 

3.1 Challenges in QKD Automation for Secure Communication 

QKD is highly effective in generating symmetric keys between two communicating 

parties, but its practical deployment in large-scale networks remains limited by key 

management inefficiencies. Traditional cryptographic key exchanges rely on well-established 

algorithms, whereas QKD demands specialized infrastructure, including quantum channels, 

photonic devices, and precise error correction mechanisms. This complexity raises concerns 

about interoperability with conventional security protocols used in network encryption, such 

as IPSec and VPN tunnels. 

One of the main barriers to QKD implementation is the lack of standardized automation 
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processes for key rotation. While organizations such as the European Telecommunications 

Standards Institute (ETSI) have proposed protocols for QKD, real-world applications still 

require robust integration with network control frameworks. Without automation, manually 

handling QKD key distribution and synchronization leads to inefficiencies, delays, and 

potential security risks. 

3.2 The Role of SDN in QKD Integration 

Software-Defined Networking (SDN) has revolutionized network management by 

enabling dynamic control of data flows and security policies through centralized controllers. 

OpenDaylight, an open-source SDN controller, offers programmable capabilities that can 

facilitate the integration of QKD into modern network architectures.  

However, existing implementations of SDN-based security mechanisms, including IPSec 

and VPNs, do not natively support QKD-based key management. The challenge lies in 

designing an automated framework within OpenDaylight that can dynamically update 

encryption keys derived from QKD without disrupting network operations. 

Additionally, while some research has explored QKD-SDN integration, limitations 

remain regarding real-time key distribution efficiency, compatibility with existing encryption 

protocols, and resilience to network adversaries. Current solutions often require extensive 

modifications to networking infrastructure, making them impractical for large-scale adoption. 

A practical implementation must ensure seamless interoperability between QKD and SDN-

controlled encryption systems while maintaining performance and security standards. 

3.3 Addressing QBER Thresholds in Decoy-State BB84 Systems 

Another critical factor affecting QKD deployment is the Quantum Bit Error Rate (QBER). 

QBER is a key security metric in QKD that determines the reliability of quantum-generated 

keys. High QBER values indicate potential eavesdropping attempts or physical impairments in 

the quantum channel, leading to key discard rates that may affect network performance.  

Decoy-state BB84 protocols improve resilience against eavesdropping, but their 

effectiveness depends on maintaining optimal QBER thresholds. Benchmarking these 

thresholds within an automated SDN-integrated QKD system is essential to ensuring secure 

and efficient key distribution. 

This research addresses these challenges by implementing ETSI QKD protocols in 
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OpenDaylight SDN controllers, enabling automated key rotation for IPSec and VPN tunnels. 

The study will also benchmark QBER thresholds for decoy-state BB84 systems, ensuring 

optimal performance and security in real-world applications. 

4. PROPOSED SOLUTION 

The proposed solution integrates ETSI-compliant Quantum Key Distribution (QKD) 

protocols into OpenDaylight SDN controllers to automate key rotation for IPSec and VPN 

tunnels. This approach enhances network security by utilizing quantum-generated keys while 

maintaining the flexibility and scalability of SDN-based architectures. Quantum Bit Error Rate 

(QBER) thresholds for decoy-state BB84 are also analyzed to optimize secure key generation 

and distribution. 

4.1 Proposed System Architecture 

The system architecture consists of three primary components: QKD devices, an 

OpenDaylight SDN controller, and an IPSec/VPN-enabled network. The QKD system 

generates secure keys using the decoy-state BB84 protocol, while the SDN controller manages 

key distribution and enforces network security policies. The IPSec/VPN tunnels dynamically 

encrypt data traffic with these quantum-generated keys. 

In this framework, QKD devices establish secure quantum channels for key exchange, 

while a separate classical channel facilitates reconciliation and error correction. Once the keys 

are finalized, they are transmitted to the OpenDaylight controller through an ETSI-compliant 

API. The controller then distributes the keys to network devices, ensuring seamless encryption 

within IPSec/VPN tunnels. This integration eliminates the need for separate cryptographic key 

management, reducing complexity while enhancing security. 

 

 

 

Figure 3: Architecture of the QKD-Integrated OpenDaylight SDN Controller 
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4.2 Automated Key Rotation Mechanism 

A key limitation of conventional QKD implementations is the manual or semi-automated 

process of injecting quantum-generated keys into encryption systems. To address this, the 

proposed solution integrates ETSI QKD protocols into OpenDaylight, enabling fully 

automated key rotation for IPSec and VPN tunnels. 

The process begins with the QKD system generating encryption keys using the decoy-

state BB84 protocol. These keys undergo reconciliation and privacy amplification to ensure 

security before being sent to the OpenDaylight controller. The controller verifies and injects 

the keys into IPSec/VPN tunnels through an SDN-managed key distribution mechanism. Once 

in use, the system continuously monitors key usage and triggers automatic replacement when 

a security threshold is reached. 

This mechanism reduces latency, enhances security, and minimizes exposure to potential 

cryptographic attacks by eliminating manual intervention. The dynamic nature of key 

replacement ensures that even if an attacker gains access to a key, it becomes obsolete before 

any meaningful exploitation can occur. 

4.3 Benchmarking QBER Thresholds for Decoy-State BB84 

Quantum Bit Error Rate (QBER) is a critical factor in QKD systems, affecting both 

security and key generation efficiency. A low QBER ensures a high key generation rate with 

minimal key discards, while higher values can indicate eavesdropping attempts or channel 

degradation. This study benchmarks QBER thresholds for decoy-state BB84 under different 

conditions to determine optimal operating conditions. 

An experimental setup simulates a QKD network with varying channel conditions and 

noise levels. The impact of QBER on key generation rate and discard rates is analyzed to ensure 

secure key transmission. Results indicate that when QBER remains below 3%, the key 

generation rate remains high, and key discards are minimal. When QBER rises to the 3%-7% 

range, error correction overhead increases, leading to moderate key discards. Beyond 7%, the 

key reliability significantly declines, requiring additional privacy amplification or outright 

rejection. 
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Table 2: QBER Impact on Secure Key Generation 

 

QBER Threshold Key Generation Key Discard % 

<3% High Low (<5%) 

3%-7% Moderate Medium (10-30%) 

>7% Low High (>50%) 

 

This benchmarking ensures that the QKD-SDN system operates within optimal QBER 

thresholds, maintaining both security and key generation efficiency. 

4.4 Performance Evaluation and Security Analysis 

The proposed QKD-SDN integration is evaluated through simulations that assess key 

rotation efficiency and security robustness. Results demonstrate that OpenDaylight 

successfully replaces encryption keys without disrupting data flow, maintaining a key update 

latency of less than 10 milliseconds. IPSec/VPN encryption performance remains stable, even 

with frequent key updates, indicating that the automated key rotation mechanism does not 

introduce processing overhead. 

The impact of QBER on system reliability is also analyzed. When QBER remains below 

5%, the retention rate of keys is optimal, ensuring continuous encryption without significant 

overhead. As QBER increases, key discard rates rise, requiring additional computational 

resources for privacy amplification. However, the automated key rotation system compensates 

by dynamically adjusting security policies based on real-time QBER monitoring. 

This integration of ETSI QKD protocols with OpenDaylight provides an effective 

solution for secure and efficient key management. By automating key rotation and optimizing 

QBER thresholds, this approach strengthens encryption resilience, making it well-suited for 

modern secure communication networks. 

5. CONCLUSION 

The integration of ETSI QKD protocols into OpenDaylight SDN controllers represents a 

significant advancement in secure network communications, particularly for automating key 

management in IPSec/VPN tunnels. By leveraging quantum key distribution (QKD), 

organizations can enhance security beyond classical cryptographic methods, ensuring that 
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encryption keys remain resistant to eavesdropping and unauthorized access. 

This research has explored the architectural design required to implement ETSI-

compliant QKD systems within OpenDaylight, outlining how automated key rotation can be 

achieved seamlessly. The proposed approach not only enables efficient key exchange but also 

optimizes security by dynamically injecting quantum-generated keys into VPN tunnels. The 

benchmarking of Quantum Bit Error Rate (QBER) thresholds in decoy-state BB84 systems 

further reinforces the reliability of this method, providing a measurable framework for 

assessing key generation security and performance. 

The findings demonstrate that QKD-SDN integration can significantly improve 

cryptographic resilience, particularly when managed through automated control mechanisms. 

While traditional key exchange methods rely on computational complexity, this quantum-based 

approach offers unconditional security guarantees, making it a viable solution for high-security 

applications. However, challenges remain in terms of scalability, cost, and interoperability with 

existing network infrastructures, highlighting the need for further research into optimizing 

QKD deployment in large-scale environments. 

Future work should focus on refining the efficiency of key rotation mechanisms, reducing 

latency in key exchange, and improving compatibility between SDN-based QKD 

implementations and legacy security frameworks. Additionally, expanding real-world trials 

will help validate the practical viability of this approach and identify potential areas for 

optimization. 

As quantum computing continues to evolve, secure communications must advance 

accordingly, and the automation of QKD within SDN-controlled networks provides a crucial 

step toward achieving next-generation cybersecurity solutions. 
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