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ABSTRACT

With the development of cloud computing, data transmission security continues to
grow daily. The widespread use of cloud computing has made the necessity of strong
data transmission security more apparent. Although these benefits, the risks related to
cloud services have also increased as their usage has accelerated. Consequently, one
of the most important defenses for identifying attacks in the cloud computing platform
is an intrusion detection system (IDS). The huge volume of traffic present in the cloud
environment presents certain difficulties for current IDSs to handle and analyze at the

same time, which reduces the accuracy of detecting attacks. Therefore, a smart
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Intrusion Detection System for Cloud Computing Environments Using Symmetry-
Preserving Dual-Stream Graph Neural Networks (IDS-CC-SPDGNN) is developed in
this study. Firstly, the input data are sourced from two well-established datasets such
as UNSW-NB15 and CIC-IDS2017. To ensure data quality, a Non-uniform Weighted
Guided Filtering (NUWGF) technique is employed for cleaning and normalization.
Following pre-processing, the Hiking Optimization Algorithm (HOA) selects the most
relevant features. The proposed Symmetry-Preserving Dual-Stream Graph Neural
Networks (SPDGNN) model is then utilized to distinguish network traffic as benign or
malicious behavior by exploiting graph-based structural representations. To further
enhance detection accuracy, the Starfish Optimization Algorithm (SOA) is applied to
optimize the weight parameters of the SPDGNN. The proposed IDS-CC-SPDGNN
technique attains 7.12%, 3.84% and 5.69% higher accuracy, 4.89%, 6.45% and 3.92%
higher precision when compared with existing techniques. Analyses have shown that
the proposed approach has proven successful in securing cloud servers from a range

of possible threats.

Keywords: cloud computing, Hiking Optimization Algorithm, Non-uniform Weighted
Guided Filtering, Symmetry-Preserving Dual-Stream Graph Neural Networks, Starfish
Optimization Algorithm
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1. Introduction

One of the most recent developments in the domain of information technology (IT) is

cloud computing. The primary advantage of cloud computing is that it enables access possible
without regard to time or place restrictions [ 1]. Customers can access online storage and a range
of computational capabilities through cloud computing. Cloud-based services are now essential
for both people and enterprises [2]. It provides lower costs and flexible management of storage
functions and support for mobile and collaborative apps and services [3]. Additionally, because

cloud services are multisource, end customers can choose from a variety of service providers
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according to their needs [4]. Utilizing cloud computing also lowers the need for service and
physical facilities for on-site storage, as well as startup cost and power usage. As cloud-based
computing solutions proliferate, many businesses, banks and governments have embraced this
technology [5]. Strong security protocols are crucial as this change has made these systems
susceptible to different forms of cyberattacks. A variety of security services are offered as apps
by numerous cloud providers [6]. Consider the Amazon Web Services (AWS) marketplace,
where services are available with different validity periods and expiration dates based on
licensing duration [7]. The necessity for constant backup and updating is clear given the
growing amounts of data, especially crucial medical information [8]. Because it is private,
hackers find it easy to modify or utilize healthcare data for illegal reasons like political or
financial gain. Individual patient histories, medication details, medical device data and other
sensitive health information can all be found in health data and medical records [9]. The most
important thing is that this information be kept private. Therefore, since they result in
unauthorized access to the banking sector, social interactions, financial information and online
attacks such as identity theft should be avoided [10]. Because customer and operating data are
confidential, cybersecurity must be a top issue for healthcare providers when implementing
cloud computing technology [11]. Current IDS use abnormality or signature identification as
its technique. Operational and patient data may be taken if the detection method is not
appropriate [12]. In addition to strengthening an organization's protection against hackers, a
cybersecurity measures assist in discovering and prevention of malicious activities [13, 14].
Studies that have already been conducted in international hospitals have only focused on user
knowledge of the significance of cybersecurity, such as implementing strong passwords,
deleting or filtering spam emails, encrypting information, securely managing login details,
accessing data carefully and quickly reporting security breaches. [15]. Health industry also has
IDS in place; however there may be hazards in their local network. In addition, hospitals and
other organizations can manage their activities with the help of the cloud, which offers a very
helpful and secure service [16]. Eventually, all government IT operations will be performed on
the cloud. At the moment, Bahrain's Department of Health is moving its systems to the cloud
environment. The types of security offered by cloud providers vary based on their services [17,
18]. While it is possible to store some operational data in the cloud, certain highly confidential
information must remain off-cloud due to security concerns [19]. Data kept on internal servers

requires protection that matches the standards of cloud security. Ensuring robust security for
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cloud resources demands considerable effort, which is essential for establishing trust when
handling sensitive and private medical data in cloud environments [20].

Traditional IDS models fail to capture the intricate relationships and dependencies
between different traffic flows. Many existing systems employ manual feature selection
techniques that either rely heavily on domain expertise or use conventional statistical methods.
This can result in the exclusion of subtle but important features. Unlike traditional GNNs, the
proposed SPDGNN architecture introduces a dual-stream structure that separately processes
both topological and feature-based information of the network traffic graph. The introduction
of two nature-inspired optimization algorithms such as HOA for feature selection and the SOA
for hyper parameter tuning improve both data and model optimization.

Major contribution of this manuscript is brief as below,

» A novel IDS tailored for cloud computing environments, using a SPDGNN to
effectively classify network traffic based on graph-structured representations.

» NUWGF method is employed during the preprocessing stage to ensure high-quality
input data. NUWGF dynamically adjusts filtering weights based on the local relevance
of features.

» Deployment of the HOA to automatically select the most relevant features, enhancing
model efficiency and reducing dimensionality. HOA effectively selects the most
informative features by balancing exploration and exploitation.

» Development of a SPDGNN architecture that preserves input data symmetry and
captures both local and global structural relationships within network traffic graphs.

> Integration of the SOA to fine-tune the SPDGNN’s hyper parameters. This automated
tuning improves detection accuracy and stabilizes training of proposed model.

The following sections outline the structure of the paper: Section 2 specifies a literature
survey; Section 3 depicts a proposed approach; Section 4 presents results with discussion; and

Section 5 explains the conclusion.

2. Literature review

A number of research papers given in the literatures were based on intrusion detection
in cloud computing; some of these were discussed here.
In 2024, Jansi Sophia Mary, C. and Mahalakshmi, K., [21] presented modeling of

malware detection utilizing sea horse optimization in a cloud platform. The seahorse
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optimization with deep echo state network based attack detection approach was presented in
the suggested paper for use in cloud environments. The purpose of the suggested technique was
to use an intrusion detection procedure to achieve cloud security. This was accomplished by
pre-processing the presented technology using a min—max normalization strategy. Furthermore,
the deep echo state network model was used by the suggested technique to identify and
categorize incursions into several types. It attains high precision and high computation time.

In 2024, Nagamani, S., et.al [22] presented horse herds optimization (HHO) in a cloud
computing setting using detection of attacks based on deep learning (DL) methods. By utilizing
these, the presented technique aims to secure the cloud service. The input data is mostly scaled
using min-max scalar in the presented approach. The invasive weed optimization (IWO)
method is used in the presented technique to choose the characteristics. The attention based
bidirectional LSTM (A-BiLSTM) approach is then used to detect invasions. Finally, the HHO
strategy has been implemented to enhance the hyperparameter tuning of the A-BiLSTM
technique. It attains great accuracy and less recall.

In 2024, Long, Z., et.al [23] presented a transformer based threat detection method for
safe cloud computing. The suggested research provided a novel IDS technique based on the
Transformer model and carefully tuned for cloud settings. The method combined the
fundamentals about network breach detection via the transformer model's advanced attention
system, allowing for a more in-depth examination of the connections between the feature inputs
and various intrusion categories, increasing the detection rate. It attains high recall and high
false positive rate.

In 2024, Sharma, H.S. and Singh, K.J., [24] presented a deep feedforward neural
network method enhanced with advanced features selection techniques for detecting intrusions
in cloud environments. A filtering based selecting features approach was used in the research
to present a feedforward deep neural network (FFDNN) approach based on DL technique.
From the feature importance score, the method of attribute selection sought to identify and
choose the most highly important subset of characteristics for the innovation of DL models.
This method provides great specificity and attains less accuracy.

In 2024, Sarkar, N., et.al [25] presented cloud intrusion detection enhanced by an
improved squirrel search algorithm (ISSA) and modification of deep belief network (MDBN)
model. The presented study used the UNSW-NBI15 dataset using ISSA and MDBN to present
faster and better IDS for detecting anomalies in the cloud setting. To manage highly

dimensional communication data, ISSA was utilized to extract the pertinent characteristics
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from a set of features. It chose the best and most pertinent feature subset to be used in the
testing and training procedures. In the meanwhile, an MDBN was presented, which discovered
irregularities in classification tasks involving two or multiple classes using the features that
were extracted. It attains low computation time and low recall.

In 2023, Samunnisa, K., et.al [26] presented hybrid clustering and detection approaches
for IDS in distributed cloud environment. In order to classify malicious attack categories such
as normal, DoS, Probe, U2R, and R2L using thresholds-based functions, the suggested article
developed effective hybrid K means with random forest algorithms for constructing an
anomaly-based IDS. The outcomes have been evaluated with two distinct threshold levels. It
attains high accuracy and low specificity.

In 2023, Jain, D.K., et.al [27] established fuzzy deep neural network (FDNN) for cloud
settings that combines the Honey Badger Algorithm (HBA) with FDNN to identify intrusions
while protecting privacy. A blockchain-enabled secure privacy technique and an intrusion
detection approach served as the foundation for the suggested system. To detect and classify
intrusions, a successful training approach using the FDNN model was used. It attains low false

positive rate and high computation time.

Table 1: Summary of recent intrusion detection techniques in cloud computing

(2024)

intrusion detection.

IEcho State Network

'Author(s) Objective Methods used \Advantages [Disadvantages
Jansi Sophia Mary,
To secure cloud Seahorse
C. & . ) o High High
. environments using Optimization, Deep . L
Mahalakshmi, K. precision computation time

Nagamani, S., et

Secure cloud services

HHO, TWO, A-

DNN model.

Feature Selection

using deep learning-  [BiLSTM, Min—-Max [High accuracy|Low recall
al. (2024)
based attack detection. |Scaling
Develop an IDS using [Transformer model
Long, Z., et al. High false
Transformer model for [with attention High recall )
(2024) ) ) positive rate
cloud computing. mechanism
_ . Feedforward Deep
Detect intrusions in
Sharma, H.S. & Neural Network,  |High
cloud using optimized Low accuracy
Singh, K.J. (2024) Filtering-based specificity
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Improve IDS in cloud

Low
Sarkar, N., etal. |with optimized feature
. ISSA, MDBN computation |Low recall
(2024) selection and )
time
classification.

Classify attacks using |Hybrid K-means

Samunnisa, K., et |hybrid clustering and |with Random Forest,| o
High accuracylLow specificity

al. (2023) classification in Threshold-based

distributed clouds. classification

Identify intrusions FDNN, HBA,
Jain, D.K., et al. ) ) ) o Low false High

while ensuring privacy [Blockchain privacy - o
(2023) positive rate computation time

in cloud environments. [model

Table 1 presents summary of recent intrusion detection techniques in cloud computing.
Several studies, including those by Jansi Sophia Mary, C. & Mahalakshmi, K., and Jain, D.K.,
et al., show that the presented methods achieve high precision or low false positive rates but
are burdened by high computation time, indicating a need for more efficient algorithms.
Techniques like those presented by Nagamani, S., et al., and Sarkar, N., et al., demonstrated
high accuracy but struggled with low recall. Samunnisa, K., et al.'s hybrid K-means and
Random Forest method achieved high accuracy but had low specificity. To overcome these

limitations, IDS-CC-SPDGNN is proposed using SPDGNN and SOA.

3. Proposed methodology

This section primarily presents the fundamentals, a thorough implementation of the
proposed algorithm. The block diagram of proposed IDS-CC-SPDGNN model is presented in
Figure 1.
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Figure 1: Block diagram of proposed IDS-CC-SPDGNN method

3.1 Dataset description

In this section, two datasets such as UNSW-NB15 and CIC-IDS2017 are discussed to
used for train the proposed model.
3.1.1 UNSW-NBI15

The UNSW-NB15 dataset [28] was developed by researchers at the Australian Center
for Cyber Security (ACCS). It comprises 100 GB of raw network traffic data captured with the
TCP-Dump tool, resulting in a total of 2,540,044 realistic traffic records. This dataset
encompasses a diverse range of network protocols, including TCP, UDP, ICMP and HTTP.
Additionally, it contains detailed metadata such as duration, destination addresses and
timestamps. For training and testing purposes, the dataset provides 56,000 and 37,000 normal
traffic samples, respectively. Table 2 presents UNSW-NB15 dataset features.
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Table 2: Features of UNSW-NB15 dataset

Seq.No [Feature Label Seq.No |Feature Label Seq.No |Feature Label
1 Service 18 Djit 34 is_sm_ips_ports
2 Dstip 19 Dur 35 dsport

3 Sloss 20 ct_flw_http_mthd 36 ct_dst src_Itm
4 Proto 21 Sttl 37 Stime

5 |Ackdat 22 Srcip 38 attack cat

6 Dbytes 23 Swin 39 Dwin

7 Spkts 24 Dmeansz 40 ct dst Itm

8 Sport 25 Dload 41 Sbytes

9 ct ftp cmd 26 ct dst sport Itm 42 is_ftp login
10 res bdy len 27 State 43 ct state ttl

11 Dintpkt 28 Synack 44 Dloss

12 Dttl 29 Sjit 45 Sintpkt

13 ct src_Itm 30 Dpkts 46 Smeansz

14 Dtcpb 31 ct src_dport Itm 47 trans_depth

15 ct srv_src 32 Label 48 ct srv_dst

16 Sload 33 Stcpb 49 Tcprtt

17 Ltime

3.1.2 CIC-IDS2017
The CIC-IDS2017 dataset [29] has 2830745 cases and 80 features, divided into two
classes: normal and anomalous. The normal class has 2273098 instances, while the abnormal

class has 557647 instances. Table 3 shows the features of the CIC-IDS2017 dataset.

Table 3: CIC-IDS2017 feature Set

Seq.No [Feature Label Seq.No |[Feature Label Seq.No [Feature Label

1 Active Std 28 Init Win bytes fwd 55 Bwd Packets/s

2 AvgFwd_SegmentSize 29 act data pkt fwd 56 IAverage Packet Size
3 FwdIATTotal 30 SYNFlag Count 57 FINFlag Count

4 BwdIAT Std 31 FwdPacket Length Min 58 BwdIATMean
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5 Subflow Bwd Byte 32 PSH_FlagCount 59 MinPacket Length

6 TotalFwdPackets 33 BwdAvg_Packets/Bulk 60 Flow IATMax

7 Source Port 34 TotalLength FwdPackets |61 |Active Mean

8 FlowIAT Mean 35 Total BackwardPackets 62 Fwd URGFlags

9 Fwd IATMean 36 Subflow Bwd Packets 63 Bwd IAT Total

10 IActive Max 37 Max Packet Length 64 |Active Min

11 BwdPacket Length Min38 65 BwdPacket
FwdPacket Length Mean Length Mean

12 Idle Mean 39 Total Length BwdPackets 66 FwdIATMin

13 FwdAvg Bytes/Bulk 40 Subflow Fwd Bytes 67 Flow Duration

14 min_segsize fwd 41 Packet Length Mean 68 Idle Max

15 BwdIATMax 42 FwdPacket Length Std 69 Flow Packets/s

16 Flow Bytes/s 43 Bwd Header Length 70 Packet Len. Std

17 CWE Flag Count 44 BwdURG Flags 71 Flow IAT Min

18 BwdAvg Bytes/Bulk @45 Idle Std 72 Fwd IAT Max

19 Fwd CWR Flags 46 Down/Up Ratio 73 Fwd ECE Flags

20 IACK Flag Count 47 Fwd Avg Packets/Bulk 74 Protocol

21 Init Win_bytes bwd 48 Fwd PSH Flags 75 Destination Port

22 RST Flag Count 49 BwdPacket Length Std 76 IURG Flag Count

23 Bwd IAT Min 50 BwdPacket Length Max (77 Idle Min

24 FwdHeader Length 51 Packet Length Variance |78 Fwd IAT Std

25 BwdAvg BulkRate 52 IAvgBwd_SegmentSize 79 FlowlATStd

26 ECE Flag Count 53 FwdPacket Length Max 80 Fwd Avg Bulk Rate

27 Label 54 Subflow Fwd Packets

3.2 Pre-processing using Non-uniform Weighted Guided Filtering

In this section, pre-processing using NUWGF [30] for data cleaning and normalization
is discussed. Data cleaning involves identifying and fixing errors or inconsistencies in a dataset
to enhance its overall quality. Data normalization refers to rescaling numerical values to
standardized range. NUWGEF adjusts its behavior based on local characteristics of the data. It
uses local linear models that adapt to variation in each neighborhood, making it suitable for

heterogeneous datasets. NUWGF ensures that more relevant or trustworthy data points have
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stronger influence by using non-uniform weights. Filtered output for data point is calculated

using equation (1)

P=xU,+y, Vued, W

Where, Fy indicates the filtered output for data point ¥, Y and Yu is alocally averaged

coefficients for feature transformation, U, represents input data value and d is a

neighborhood or similarity-based set of data points around point I These coefficients reflect
the local behavior of the data and allow for data cleaning. The neighborhood is not spatial but

determined by data similarity. The learning step in the filtering process is given in equation (2).

F(xl’yl)z Z|:(xlUu +Y _Qu)2 +Kix,2}

ued, u

2
Where, F(xl,y ’) represents the objective function for finding best coefficients for a
local model around pointl , Q. is a target output value for point¥, 4 represents regularization

constant and K, indicates normalization factor. It ensures the proposed model respects local
structure and is regularized to avoid fitting to noise. The normalization factor is given in

equation (3).

o alu) 3)

Where, a(u) indicates the weight of data point¥ , 7 represents the small stability

constant, V' is the maximum number of neighboring data and u" indicates the mean data point.
The value of K, influences how much regularization is applied during model fitting. The

consensus model coefficients *»>Yv for each data point are calculated by equation (4).
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u’yu ZD u’yu
F ued, (4)

Dy 1s the normalization

Where, *v>Yv are the coefficients for neighbor data point ¥ and
weight for each data point. Equation (4) ensures consistency and reduces sensitivity to outlier

neighbors in the final filtering output. The normalized influence weight for each pair of data

point ¥ and | within a neighborhood is calculated by equation (5).

2 es Drla,.a,)i(a,.a,)

DF — DF(a ,Cl )L(au’av)
D.la, a
(%)

Where, 4>% are the features vectors of data points ¥ andV, L represents the kernel
function. The normalization ensures that all weights across the neighborhood sum to 1. It
ensures that more similar data points have higher influence in equation (4). Finally using
NUWGF, the data is cleaned and the structured data is normalized. Then the output of the pre-
processing stage is fed to next stage.

3.3 Feature selection using Hiking Optimization Algorithm

Here, feature selection process using HOA is discussed [31] to select the most important
features from input dataset for intrusion detection. HOA makes sure that only the most essential
features are kept for the classification phase. The popular recreational pastime of hiking served
as the inspiration for HOA, which compares the feature selection landscape to the rugged terrain
hikers traverse. Finding the most pertinent elements in this situation is similar to navigating
tough terrain where choices must be made based on different degrees of difficulty. The
mathematical basis of HOA rests on Tobler's Hiking Function (THF), which in this adaption
calculates the feature agents' selection velocity by taking into account the feature's relevance
gradient and the distance (variation) between feature subsets. The initializing of feature agents
is an essential step in metaheuristic-based feature selection, particularly when employing HOA,

since it influences convergence speed and the quality of the solution. Prior information or
2 1
randomization can be used to initialize the position. The upper limit ' and the lower limit "7

determine the initialization process of features positions **, using equation (6).
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8, =+ A, -n) (6)

Where, A, is a random variable uniformly distributed over [0,1]. It is the key to
balancing exploration and exploitation in the feature selection process. Next, each solution's

fitness score and probabilities are calculated by equation (7).

Fitness Function=|[Select optimal features| 7

In HOA, THF is a mathematical framework designed to inform the choosing of the most
relevant and non-redundant subset of features from a high-dimensional dataset. Then, THF is

given in equation (8).

1 = 6672'5“"" +0.05

®)

A . . . . T . .
Where, ~** represents the selection velocity at iteration, and ~** is the relevance slope

of the feature at iterationS. THF governs the selection velocity of each feature based on its

. e T .
relevance and relative position in the feature space. Then, the slope "** calculated using

equation (9)

da 9)

Where, dg and da represents the change in relevance score and feature index covered
by the selector, respectively. The advantages of the social behavior of feature selectors and the
individual selection power of particular traits are capitalized upon by the heuristic optimization
algorithm (HOA). A feature's beginning relevance, the position of the most relevant feature,
and its own current position is adjusted by a sweep factor. As a result, the feature's selection

velocity is determined by equation (10).

ﬂ’u,s = ﬂ’u,s—l + Uu,s (§lead - ¢u,s§u,s) (10)
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Where, Yus is a random value distributed within the range [0,1], Oteas represent the lead

PDus

feature velocities, and is the sweep factor (SF) for the feature, adjusting how aggressively
it follows the lead feature. A high SF allows more deviation, enabling exploration; a lower SF
ensures close following of the best features. By combining the above with Equation (8), the

updated position of the feature is measured by equation (11)

§u,.s+l = 514,.5‘ + ﬂ’u,s (1 1)

When the optimum number of repetitions has been reached and the desired better result
is achieved, the HOA method is completed. The features selected by HOA from UNSW-NBI15

and CIC-IDS2017 datasets are tabulated in table 4 and 5.

Table 4: Selected features from UNSW-NB15

Seq.No |Feature Label Seq.No |Feature Label Seq.No |Feature Label
1 Service 7 ct dst Itm 13 ackdat

2 ct srv_src 8 ct state ttl 14 ct ftp cmd

3 Sintpkt 9 attack cat 15 Label

4 Dintpkt 10 Sjit 16 dwin

5 Tcprtt 11 Stcpb 17 Djit

6 Stime 12 ct src_ Itm 18 Sload

Table 5: Selected features from CIC-IDS2017

Seq.No |Feature Label Seq.NoFeature Label Seq.No [Feature Label

1 BwdIATMean 11 Subflow Bwd Packets 21 CWE Flag Count
2 FlowIAT Mean 12 Fwd CWR Flags 22 FwdIATTotal

3 RST Flag Count 13 Label 23 SYNFlag Count
4 IActive Mean 14 TotalFwdPackets 24 Fwd ECE Flags
5 Down/Up Ratio 15 Init Win_bytes_bwd 25 Active Max

6 Fwd PSH Flags 16 TotalLength FwdPackets[26 Packet Len. Std
7 IProtocol 17 Flow Duration 27 Idle Std

8 IPSH_FlagCount 18 Fwd Avg Bulk Rate 28 Flow IATMax
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9 Idle Mean 19 BwdAvg Bytes/Bulk 29 BwdIAT Std
10 Flow IAT Min 20 Source Port 30 Fwd IATMean

3.4 Classification using Symmetry-Preserving Dual-Stream Graph Neural Network

In this section, SPDGNN [32] is used to differentiate normal from malicious behaviors.
The SPDGNN offers significant advantages for cloud intrusion detection by effectively
modeling the elaborate and adaptable nature of cloud environments. By preserving the
symmetry inherent in network communication patterns, SPDGNN improves the proposed
method's capacity to detect subtle deviations demonstrative of malicious behavior. The dual-
stream architecture processes both structural and semantic graph information independently,
allowing the model to capture topological relationships between nodes as well as contextual

information like service types or access logs. Figure 2 shows architecture diagram of SPDGNN.

Node feature matrix A

Selected features
Normal

\ 4
|:> > Prediction Loss |« [S‘li:l

Adjacent matrix

Node feature matrix B

Figure 2: Architecture diagram of SPDGNN

The node embedding propagation is given in equation (12).

(12)
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(k) (k)
Where, 7« represents embedding of node¥ at layerk, Pa’ g an embedding of node

d at layerk M (”) indicates neighborhood of node “ ,|M(MX defines size of neighborhood

5

M(u) e (k1) i g%

are the neighboring nodes of ¥ and d, respectively 4 represents

embeddings of neighbors from the previous layer. This is the core propagation step of a Graph

Neural Network (GNN). At each layerk , the representation of a node is updated by averaging
the features of its neighbors. Both local and global structural patterns are combined using

equation (13).

K K
q, = Z/ukql(,k)a P = Z,ukpgk)
k=0 k=0 (13)

Where, 9> Pa gre the final embeddings of node U andd , respectively, H represents
weight coefficient for layerk and K denotes the number of layers in the GNN. It aggregates

embeddings from multiple GNN layers using weights H, forming the final embedding for each

node. The pairwise similarity prediction is calculated by equation (14).

A

Xy d :<qu’pd> (14)

A

Where, Yud indicates similarity score between node ¥ and d . This is the actual

intrusion classification output step. It computes a similarity score between node ¥ and 4 |
which interpreted as the predicted label. The regularization for initial embeddings is measured

by equation (15).

a, —bu”2 —0

= -

(15)

(0) (0)
Where, 9« *Pd " are the initial embeddings of nodes u,d and a,;b, are the feature

representations. It helps guide learning by enforcing symmetry and acts as a stabilizer in
training. A loss function evaluates performance and enforces regularization, which is given in

equation (16).
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d= Z(xu,d _)’eu,d)z + %”A _B||2
X, 4 €O (16)

Where, ¢ indicates overall loss function, Yud indicates ground truth label for pair

(”’d), wd js a predicted score for(u’d),a) indicates known weights, O is a regularization

coefficient and 4> B represents possibly matrices of initial node embeddings. The first term is
the prediction loss between ground truth and predicted score. The second term is a
regularization term ensuring smoothness. Finally, the input data is classified as attacks and
normal using SPDGNN. To improve the threat classification accuracy, the bias factor © from
SPDGNN is optimized using SCA.
3.5 Optimization using Starfish Optimization Algorithm

Here, SOA [33] is utilized to optimize the bias factor© from SPDGNN classifier. Once
SOA determines the best SPDGNN configuration, the malicious behaviors are identified with
high accuracy. SOA simulates starfish behaviors such as discovery, feeding, and renewal. It
has two phases: exploration and exploitation. During the exploration phase, a hybrid scheme
merges five dimensional (5D) and one dimensional (1D) search patterns, boosting
computational efficiency and search power. In the exploitation phase, the algorithm mimics the
starfish’s feeding and regeneration behaviors.
Step 1: Initialization

The bias parameter values are randomly initialized within the predetermined constraints
during the SOA initialization stage, creating a matrix that shows the starting locations of

potential solutions. It is calculated by equation (17).

All A12 AlC
A= 421 Al.22 A.zc
AMl AMZ AMC MxC (17)

Where 4 is the matrix representing the initialized bias parameter values for each

candidate solution, with dimensions M XC | where M indicates the size of population and C

represents the number of bias parameters. During the initialization phase, each candidate bias

configuration (i.e., each "starfish") in 4 is evaluated using Equation (18),
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A, =k, + rand(]ll - kv), u=12,.M, v=12,.C (18)

A th . . th . .
Where “*" represents the value of the V' bias parameter in the ¥  candidate solution

(starfish), 7 and indicates a random value in the range (0, 1), and Ju and k, denote the

maximum and minimum limits of the " bias parameter, respectively.
Step 2: Fitness Function Calculation
In order to optimize weight parameter © of SPDGNN, the optimization parameter
value is employed to compute the fitness function. Fitness function is calculated using equation
(19),
Fitness Function= Optimize(o) (19)

Step 3: Exploration phase
A unique search strategy that combines the 5D searching pattern for C>5 and the one-

dimensional search pattern for C<5 in various optimization challenges is put forth during the
SOA investigation phase. The five eyes of starfish are used to determine the threshold of
dimensions. The search space for an optimization problem is large if its dimension is more than

5 (C>5 ) , necessitating that starfish move all five limbs in order to investigate their

surroundings. Furthermore, in order to direct their movement, starfish arms need to know

where the search agents are most effective. The exploration phase is given in equation (20).

BS = A5 +x(45, — 45 JeosB, z<0.5

u,q best ,q u,q

S 48 s s \.:
B, =4, -x (Abm,q -4, )sm 0, z>0.5

(20)

B’ y :
Where ¢ and ~“? represent the updated and current values of the selected bias

: th . : . A
parameters in the ¥ candidate solution, respectively and = *"¢ indicates the values of the most

performing solution in the ¢ selected dimensions. In order to guarantee search capacity and
increase the effectiveness of searches, Equation (20) use 5D search pattern regarding C>5 iy
an optimization challenges for updating only 5D of the locations. The eyes then prefer to
remain in the original position instead of relocating when the revised position is outside the

bounds of the parameters, which is expressed in equation (21).
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N S .
< <
S+ _ Bu,q kv,q - Bﬂ,q - lV,q

“ Af, . otherwise 21)

Where, 9 refers to five randomly chosen parameter dimensions. Each update respects
.k ] . ..
the predefined parameter bounds, with "¢ and g representing the lower and upper limits for

the q" parameter.
Step 4: Exploitation phase

Two update techniques are created in the exploitation phase of SOA, which takes into
account the preying and regeneration behaviors in order to find global solutions. A distance can

be computed as equation (22).

S =A%) n=1..5

best n

c, =4 (22)

Here, “* indicates the distances among the global the most effective and five selected

S
at random starfish 4, . The predatory behavior is guided by these distances, and each starfish

modifies its posture accordingly, which is given in equation (23).

B’ = A® + rand,c,, + rand,c,, 23)

4 and " and, are random

Where, " and n2 are randomly chosen inside Cn , and 79"
numbers between (0,1). If the value computed from Equation (23) falls outside the allowable
bounds of the design variables, the position is adjusted to remain within those bounds. The new

position is calculated by equation (24).

B’ k,<B’<j,
A" =k, B’ <k,

. BS > .

.]V u ]u (24)
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Step 5: Termination
The weight parameter value O from SPDGNN has been optimized using SOA, and step
2 will be reiterated continuously up to the stopping criteria 4 =A4+1 are fulfilled. Pseudo code

of SOA is given in Algorithm 1.

Algorithm 1: Pseudo code of SOA

Input: M (number of starfish), Smax,

Output: Best solution found

—

. Initialize parameters and problem boundaries
2. Generate initial positions for all starfish
3. Evaluate fitness of each starfish

4. Set iteration counter S =0

5. While S < Smax do

6. For each starfish:

7 If random() > C

8 Compute angle and energy

9

If dimension > 5:

10. - Select 5 random dimensions

11. - Update each selected dimension

12. Else:

13. - Select 1 random dimension

14. - Update it using random values

15. Check and fix boundaries

16. Else:

17. - Update position based on best starfish
18. - If last starfish, regenerate its position
19. - Check and fix boundaries

20. End For

21. Evaluate fitness of all starfish
22. Update global best solution
23. A=A+1

24. End While

25. Return global best solution
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4. Results and discussion

Here, a thorough analysis of the proposed approach’s final result with
existing techniques was carried out utilizing a number of performance indicators. Primarily the
experimental setup is presented, along with the simulation parameters and experimental
environment configuration; next, a comparative analysis of various outcomes of the experiment
confirms the effectiveness of the proposed method.

4.1. Experimental settings

Python was the programming language employed for the experiment and every
component of the model's design had been finished using the Pytorch deep learning
development platform. Using the Python 3.10 tool on a PC with an AMD Ryzen 9 7900X
processor, | TB NVMe SSD, GeForce RTX 4080 16 GB, 64 GB RAM, and 4 TB HDD, the

proposed method is simulated. Table 6 displays the experiment's parameter setting.

Table 6: Simulation parameters

Parameters Values Parameters 'Values
Number of Layers 2 Epochs 200
Dropout value 0.5 Batch Size 64
Population size 100 Learning rate 0.001
Hidden units 64 Maximum Iterations 2000
/Activation Function ReLU Optimizer SOA

4.2. Performance measures

Performance metrics include precision, recall, accuracy, specificity, F1-score, False
Positive Rate (FPR) and computation time are used to evaluate the effectiveness of proposed
model.
4.2.1 Accuracy

Accuracy indicates the proportion of correctly identified intrusions and normal

behaviors in a cloud environment. It is quantified by the equation (25)

(TP +TN)
TP+ FP+TN +FN) (25)
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Where, TP indicates true positive, FPrepresents false positive, 7V is a true negative,
and 'V is a false negative.
4.2.2 Precision

Precision measures how many of the cloud intrusions flagged by the system are actually

true threats. It is measured by using equation (26)

. TP
Precision=——
(rP+ FP) (26)

4.2.3 Recall
Recall reflects the method's capacity to detect actual intrusion attempts occurring in the

cloud environment. Recall is measured using equation (27)

P
(TP+FN) @7)

Recall =
4.2.4 Specificity
Specificity assesses how effectively the system identifies legitimate, non-malicious

cloud activities. It is measured by using equation (28).

Specificiy = _IN
TN+ FP (28)

4.2.5 F1 Score
The F1 Score provides a balanced assessment of the cloud IDS’s precision and recall.

It is determined using equation (29).

Flscore=2x ( Precisionx Recallj

Precision+ Recall (29)

4.2.6 False Positive Rate

FPR represents the proportion of normal cloud activities that are incorrectly classified

as intrusions. It is measured by equation (30)

https://iaeme.com/Home/journal/IJARET @ editor@iaeme.com



An Intelligent Intrusion Detection System for Cloud Computing Environments Using Symmetry-Preserving
Dual-Stream Graph Neural Networks

FP
FP+TN (30)

FPR=
4.3 Performance Comparision using UNSW-NB15 dataset

Figure 3 to 9 shows the simulation outcomes of proposed IDS-CC-SPDGNN technique
using UNSW-NB15 dataset. The proposed IDS-CC-SPDGNN techniques are compared with
existing IDS-SHO-ML-CE [21], HHO-DL-IDS-CCE [22] and TRAN-NIDS-CS [23]

techniques.

IDS-SHO-ML-CE HHO-DL-IDS-CCE  mmm TRAN-NIDS-CS  mmm IDS-CC-SPDGNN (Proposed)
100
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96_
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Fuzzers Analysis Backdoors Exploits Generic Reconnaissance Shellcode Worms
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Figure 3: Accuracy analysis on the dataset of UNSW-NBI15

Figure 3 presents accuracy analysis on the dataset of UNSW-NBI15. The IDS-CC-
SPDGNN technique attains 7.12%, 3.84% and 5.69% higher accuracy for fuzzers; 4.51%,
6.37% and 3.29% higher accuracy for analysis; 7.94%, 4.08% and 6.51% higher accuracy for
Backdoors; 5.17%, 7.86% and 4.43% higher accuracy for DoS; 3.72%, 6.94% and 5.13%
higher accuracy for exploits; 6.18%, 4.96% and 7.41% higher accuracy for generic; 5.74%,
3.67% and 6.28% higher accuracy for reconnaissance; 4.65%, 7.33% and 3.96% higher
accuracy for shellcode; 6.73%, 5.38% and 4.26% higher accuracy for worms when compared
with existing techniques like IDS-SHO-ML-CE, HHO-DL-IDS-CCE and TRAN-NIDS-CS

respectively.
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Figure 4: Precision analysis on the dataset of UNSW-NBI15

Figure 4 presents precision analysis on the dataset of UNSW-NBI15. The proposed IDS-
CC-SPDGNN technique attains 4.89%, 6.45% and 3.92% higher precision for fuzzers; 7.28%,
4.36% and 6.13% higher precision for analysis; 3.57%, 7.91% and 5.64% higher precision for
Backdoors; 6.02%, 3.75% and 7.49% higher precision for DoS; 5.86%, 4.08% and 6.97%
higher precision for exploits; 3.41%, 7.63% and 4.78% higher precision for generic; 6.84%,
5.19% and 3.68% higher precision for reconnaissance; 4.22%, 6.79% and 5.91% higher
precision for shellcode; 7.34%, 3.85% and 6.51% higher precision for worms when compared
with existing techniques like IDS-SHO-ML-CE, HHO-DL-IDS-CCE and TRAN-NIDS-CS
respectively.

Figure 5 presents recall analysis on the dataset of UNSW-NBI15. The IDS-CC-
SPDGNN technique attains 6.81%, 3.77% and 5.94% higher recall for fuzzers; 4.28%, 7.36%,
and 6.02% higher recall for analysis; 3.91%, 6.58% and 7.13% higher recall for Backdoors;
5.22%, 7.85%, and 4.39% higher recall for DoS; 6.74%, 4.87% and 3.66% higher recall for
exploits; 7.21%, 5.46% and 3.58% higher recall for generic; 4.93%, 6.67% and 7.48% higher
recall for reconnaissance; 3.45%, 5.71% and 6.34% higher recall for shellcode; 7.69%, 4.13%
and 5.36% higher recall for worms when compared with existing techniques like IDS-SHO-
ML-CE, HHO-DL-IDS-CCE, and TRAN-NIDS-CS respectively.
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Figure 5: Recall analysis on the dataset of UNSW-NB15
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Figure 6: Specificity analysis on the dataset of UNSW-NB15
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Figure 6 show specificity comparison on the dataset of UNSW-NB15. The IDS-CC-
SPDGNN technique attains 5.73%, 7.42% and 3.86% higher specificity for fuzzers; 6.25%,
4.91% and 7.58% higher specificity for analysis; 3.77%, 6.83% and 5.12% higher specificity
for Backdoors; 4.68%, 7.95% and 6.04% higher specificity for DoS; 5.39%, 3.62% and 7.71%
higher specificity for exploits; 6.98%, 4.37% and 5.84% higher specificity for generic; 3.54%,
6.46% and 7.36% higher specificity for reconnaissance; 5.91%, 7.19% and 4.28% higher
specificity for shellcode; 6.13%, 3.41% and 7.87% higher specificity for worms when
compared with existing techniques like IDS-SHO-ML-CE, HHO-DL-IDS-CCE and TRAN-
NIDS-CS respectively.
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Figure 7: F1-score analysis on the dataset of UNSW-NB15

Figure 7 presents Fl-score analysis on the dataset of UNSW-NBI15. The IDS-CC-
SPDGNN technique attains 6.17%, 3.49% and 7.23% higher Fl-score for fuzzers; 5.78%,
6.91%, and 4.15% higher F1-score for analysis; 7.63%, 5.24% and 3.68% higher F1-score for
Backdoors; 6.45%, 4.92% and 7.86% higher Fl-score for DoS; 3.84%, 6.32% and 5.97%
higher Fl-score for exploits; 7.38%, 4.56% and 6.09% higher Fl-score for generic; 5.11%,
3.73% and 6.87% higher Fl-score for reconnaissance; 4.79%, 7.52% and 5.36% higher F1-

score for shellcode; 6.73%, 3.94% and 7.12% higher F1-score for worms when compared with
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existing techniques like IDS-SHO-ML-CE, HHO-DL-IDS-CCE and TRAN-NIDS-CS

respectively.
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Figure 8: FPR analysis on the dataset of UNSW-NBI15

Figure 8 presents FPR analysis on the dataset of UNSW-NB15. The IDS-CC-SPDGNN
technique attains 3.87%, 6.45% and 4.29% lower FPR for fuzzers; 7.34%, 5.63% and 3.78%
lower FPR for analysis; 6.02%, 4.91% and 7.12% lower FPR for Backdoors; 5.36%, 3.94%
and 6.89% lower FPR for DoS; 7.81%, 4.58% and 3.62% lower FPR for exploits; 6.14%, 5.49%
and 7.53% lower FPR for generic; 4.75%, 6.73% and 3.55% lower FPR for reconnaissance;
7.28%, 5.22% and 4.17% lower FPR for shellcode; 3.91%, 6.87% and 5.84% lower FPR for
worms when compared with existing techniques like IDS-SHO-ML-CE, HHO-DL-IDS-CCE
and TRAN-NIDS-CS respectively.

Figure 9 presents computation time analysis on UNSW-NB15 dataset. The proposed
IDS-CC-SPDGNN technique attains 20.59%, 18.76% and 15.04% lower computational time
when compared with existing techniques likes IDS-SHO-ML-CE, HHO-DL-IDS-CCE and
TRAN-NIDS-CS respectively.
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Figure 9: Computation time analysis on the dataset of UNSW-NB15

4.4 Performance Comparison using CIC-IDS2017 dataset

Table 7 to 12 shows the simulation outcomes of proposed IDS-CC-SPDGNN technique
using UNSW-NB15 dataset. The proposed IDS-CC-SPDGNN techniques are compared with
existing IDS-SHO-ML-CE [21], HHO-DL-IDS-CCE [22] and TRAN-NIDS-CS [23]

techniques.
Table 7: Accuracy analysis on CIC-IDS2017 dataset

Accuracy (%)
Methods

Normal Anomaly
IDS-SHO-ML-CE 93.54 94.65
HHO-DL-IDS-CCE 90.23 89.43
TRAN-NIDS-CS 95.07 94.32
IDS-CC-SPDGNN (Proposed) [99.28 99.34

Table 7 presents accuracy analysis on CIC-IDS2017 dataset. The proposed IDS-CC-
SPDGNN technique attains 20.59%, 18.76% and 15.04% higher accuracy for normal; 20.59%,
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18.76% and 15.04% higher accuracy for anomaly when compared with existing techniques

likes IDS-SHO-ML-CE, HHO-DL-IDS-CCE and TRAN-NIDS-CS respectively.

Table 8: Precision analysis on CIC-IDS2017 dataset

Precision (%)
Methods

Normal Anomaly
IDS-SHO-ML-CE 05.21 93.86
HHO-DL-IDS-CCE 00.54 89.94
TRAN-NIDS-CS 93.91 94.58
IDS-CC-SPDGNN (Proposed) [98.64 99.05

Table 8 presents precision analysis on CIC-IDS2017 dataset. The proposed IDS-CC-
SPDGNN technique attains 5.85%, 10.78% and 7.29% higher precision for normal; 7.32%,
11.58% and 5.98% higher precision for anomaly when compared with existing techniques likes

IDS-SHO-ML-CE, HHO-DL-IDS-CCE and TRAN-NIDS-CS respectively.

Table 9: Recall analysis on CIC-IDS2017 dataset

Recall (%)
Methods

Normal \Anomaly
IDS-SHO-ML-CE 88.76 89.05
HHO-DL-IDS-CCE 01.12 02.63
TRAN-NIDS-CS 90.07 01.83
IDS-CC-SPDGNN (Proposed) [98.23 08.51

Table 9 presents recall analysis on CIC-IDS2017 dataset. The proposed IDS-CC-
SPDGNN technique attains 12.24%, 9.07% and 10.04% higher recall for normal; 11.12%,
8.21% and 9.16% higher recall for anomaly when compared with existing techniques likes IDS-

SHO-ML-CE, HHO-DL-IDS-CCE and TRAN-NIDS-CS respectively.
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Table 10: Specificity analysis on CIC-IDS2017 dataset

Specificity (%)
Methods

Normal \Anomaly
IDS-SHO-ML-CE 89.64 90.25
HHO-DL-IDS-CCE 01.34 92.56
TRAN-NIDS-CS 03.29 04.08
IDS-CC-SPDGNN (Proposed) (98.4 97.85

Table 10 presents specificity analysis on CIC-IDS2017 dataset. The proposed IDS-CC-
SPDGNN technique attains 11.59%, 9.94% and 6.82% higher specificity for normal; 10.21%,

8.02% and 5.79% higher specificity for anomaly when compared with existing techniques likes

IDS-SHO-ML-CE, HHO-DL-IDS-CCE and TRAN-NIDS-CS respectively.

Table 11: F1-score analysis on CIC-IDS2017 dataset

F1-score (%)

Methods

Normal lAnomaly
IDS-SHO-ML-CE 93.39 04.46
HHO-DL-IDS-CCE 02.03 05.78
TRAN-NIDS-CS 90.86 89.23
IDS-CC-SPDGNN (Proposed)  [98.05 08.32

Table 11 presents fl-score analysis on CIC-IDS2017 dataset. The proposed IDS-CC-
SPDGNN technique attains 7.34%, 8.43% and 11.18% greater F1-score for normal; 5.78%,

3.63% and 12.92% greater F1-score for anomaly when evaluated with existing techniques likes

IDS-SHO-ML-CE, HHO-DL-IDS-CCE and TRAN-NIDS-CS respectively.

Table 12: FPR analysis on CIC-IDS2017 dataset

FPR (%)
Methods

Normal \Anomaly
IDS-SHO-ML-CE 7.54 6.83
HHO-DL-IDS-CCE 4.27 4.32
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TRAN-NIDS-CS 5.52 6.21
IDS-CC-SPDGNN (Proposed) [0.34 0.53

Table 12 presents FPR analysis on CIC-IDS2017 dataset. The proposed IDS-CC-
SPDGNN technique attains 12.65%, 7.32% and 8.9% lower FPR for normal; 7.25%, 3.42%
and 7.15% lower FPR for anomaly when compared with existing techniques likes IDS-SHO-
ML-CE, HHO-DL-IDS-CCE and TRAN-NIDS-CS respectively.

4.5 Comparisons with existing strategies

Table 13: Comparison analysis using state-of-the-art strategies

lAccuracy |Precision F1-score Specificity Computation
Authors Recall (%)
(“o) (“o) (7o) (7o) time (s)

Jansi Sophia Mary,
C. & Mahalakshmi,93.16 89.59 01.54 02.85 04.84 212
K. (2024) [21]

INagamani, S., et al,

(2024) [22]

94.81 91.56 92.04 03.11 92.21 274

Long, Z., et al
(2024) [23]
Sharma, H.S. &

92.67 92.86 93.29 02.83 00.32 180

Singh, K.J. (2024)95.73 94.62 96.36 04.75 95.77 164
[24]
Sarkar, N., et al.

90.98 91.48 92.38 90.96 89.79 231
(2024) [25]
Samunnisa, K., et al.

94.51 95.95 92.56 06.23 95.05 185
(2023) [26]
Jain, D.K., et al.

92.65 93.18 94.32 - 91.07 -
(2023) [27]
IDS-CC-SPDGNN

99.28 08.84 98.19 09.04 08.64 89

(proposed)

Table 13 presents comparison analysis using state-of-the-art strategies. The proposed
IDS-CC-SPDGNN model outperforms previous cutting-edge techniques, with the maximum
accuracy of 99.28%, precision of 98.84%, recall of 98.19%, F1-score of 99.04%, specificity of
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98.64%, and minimal computational time of 89 seconds. These findings show that the proposed
approach is very effective, accurate, and has quick computational power, making it an excellent
solution for advanced cloud intrusion detection and prevention.
4.6 Discussion

In this paper, experiments were conducted on two widely recognized datasets to assess
the effectiveness of the proposed IDS-CC-SPDGNN method. Experimental results demonstrate
that the proposed IDS-CC-SPDGNN system achieves high detection accuracy and reliability.
On the UNSW-NBI15 dataset, IDS-CC-SPDGNN achieved 99.28% accuracy, 98.19% recall
and 99.04% f1-score. On the CIC-IDS2017 dataset, it obtained a best accuracy of 99.05%, high
precision of 98.54%, and 98.85% f1-score. The high performance of IDS-CC-SPDGNN results
from its capability to identify both local and global structural patterns in network traffic data
through graph-based representations. The dual-stream architecture ensures balanced learning

across different aspects of the data.

5. Conclusion

This paper presented IDS-CC-SPDGNN using SPDGNN and SOA for develop
advanced cloud IDS. By employing the NUWGF technique, we ensured high-quality,
normalized input data. The HOA was used to select the most important features, enhancing the
proposed method's focus on significant traffic patterns. The novel SPDGNN efficiently
captured complex relationships in network data, and the SOA was used to optimize its weight
parameter for enhanced classification performance. The proposed IDS-CC-SPDGNN
technique attains 11.59%, 9.94% and 6.82% higher specificity, 12.65%, 7.32% and 8.9% lower
FPR when compared with existing techniques likes IDS-SHO-ML-CE, HHO-DL-IDS-CCE
and TRAN-NIDS-CS respectively. Future research can focus on extending the proposed IDS-

CC-SPDGNN approach to handle real time detection in cloud environments.
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