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Abstract 

 The trend and technology is a very similar auto democratic terminology in the field of 

computer science. If we consider the fact of image in the perspective of Aerial, many algorithm 

and technology has already explained to counterpart with advanced human race. In this paper of 

abstract we like to give emphasis based on Aerial Surveillance where mapping a picture in the 

various angle or we can tell as parameter like angle of projection, method, and distance and 

resolution etc. to counterpart our assumption as of to maintain the best to the accuracy. If we 

consider the Military technology is in the field of air force where people give emphasis of 

projection to the angel of contact. Hence in this paper we tries to give emphasis on the fact of 

accuracy using the best algorithmic approach and computational effect of efficiency by using high 

bandwidth network and image quality in order to ensure the very best solution to the human race. 

   

Keywords: Aerial Surveillance, Edge, Angel of projection, High Bandwidth Network, Dynamic 

Merging technology. 

1. Introduction  

Technology and it’s introductory is 

the most base foundation which lead us to 

next level of research. In this context of 

paper, the word surveillance is 

the French word for "watching over"; "sur" 

means "from above" and "veiller" means "to 

watch". The inverse (reciprocal) of 

surveillance is surveillance ("to watch from 

below").The word surveillance may be 

applied to observation from a distance by 

means of electronic equipment (such 

as CCTV cameras), or interception of 

electronically transmitted information (such 

as Internet traffic or phone calls). It may also 

refer to simple, relatively no- or low-

technology methods such as human 

intelligence agents and postal interception.  

There are various Aerial Products has 

combined years of experience in aerostat 

manufacturing with extensive knowledge of 

secure data networking and image sensor 

expertise to manifesto the research in the very 

perfect way. The result is the LTAS Series - 

Aerostat Surveillance Systems and Mast 

Systems. The LTAS 100 is a completely new 

concept in aerial imaging, designed for urban 

environments, while the LTAS 200 and 300 
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series are more traditional technologies and 

are designed for borders, ports and areas 

where lighting conditions require thermal 

imagers. The technology is rumored to be 

able to scan objects down to four inches wide, 

and the military-grade equipment may be 

able to capture not just aerial views of cities, 

but also to probe further into the domestic 

arrangements of the general public. 

The technology giant expects to soon 

announce new mapping technology to rival 

Google Maps, following Apple's acquisition 

of Swedish C3 Technologies an advanced 3D 

mapping business last year. 

2. Related work 

In the context of this paper, several 

different processes are needed for the 

computer analysis of aerial videos and much 

methodology as adopted to give the best of 

the technology. In this, we considered first, 

the static objects in the video frames must be 

recognized to determine the context of the 

events. Static objects might include forests, , 

roads, runways, and buildings, among others. 

Next the moving objects in the video must be 

detected, tracked, and identified. Moving 

objects include vehicles (cars, trucks, tanks, 

and buses) and people. Given the static 

objects and moving objects in a set of frames, 

events are by the actions of the moving 

objects and their interactions with the static 

objects. For example, two cars might pull on 

a road and stop together in a field. People 

might get out of the cars and approach each 

other for a meeting. A caravan of trucks 

might travel in one direction on a dirt road for 

a period of time and then make a U-turn and 

proceed in the opposite direction. A vehicle 

might pull up to a building and disappear into 

an underground garage or tunnel, then 

reappear some time later. In all of these cases, 

both the moving objects and the static objects 

must be recognized and their interactions 

noted. 
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Fig: 2.1 View Of the Surveillance of Dynamic projection  

In the fig.2.1 it shows the method of 

angle and the 3D centric approach towards 

the destination. As the turn of the century 

approached yet another national debate on 

illegal immigration placed the spotlight on 

America’s borders. The resulting attention 

increased agency budgets and abetted the 

propagation of technology. As a result, 

numerous Border Patrol stations along the 

southwest border installed Remote Video 

Surveillance Systems that, in some locations, 

covered several miles of the border. These 

surveillance systems included both infrared 

night cameras and closed circuit day cameras. 

The additional funding also provided a 

plethora of new technology which included 

handheld Gamma-Densitometers known as 

K910B Busters to detect hidden contraband, 

and fiber optic 

Taking the concept to the extended version of 

telecom technology, Beyond GPRS, EDGE 

takes the cellular community one step closer 

to UMTS. It provides higher data rates than 

GPRS and introduces a new modulation 

scheme called 8-PSK. EDGE is also being 

adopted by the TDMA community for their 

migration to UMTS. Nuntius has solutions 

for the EDGE handset functions to help reach 

handset deployment quicker. For more 

information, contact Nuntius Systems, 

Inc.Many wireless data applications today 

can be implemented with 9.6kbit/s data. 

However, bandwidth-hungry fixed line data 

applications - web browsing, access to 

corporate data bases, and so on - would 

benefit from higher transmission speeds 

when used over the mobile network. HSCSD 

will significantly improve performance, 

especially for time-critical applications. 
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GPRS will enable cost-effective wireless 

access to applications that rely upon data 

bursts, adding packet switching to GSM with 

a packet-based air interface on top of the 

current circuit switched mode of operation. 

GPRS will provide the connectivity needed 

in packet-switched data networks such as the 

Internet. 

 

In the context of surveillance, Image 

stitching has been widely used in many 

applications in preserve view to implement 

the best strategy in making a decision for the 

projection based on the angle and other 

parameters which is described in this paper of 

our methodology. In the context we take the 

basics of computer vision including how an 

image is formed from a camera, motion 

models and common image processing 

methods. This gives an outline of the image 

stitching techniques in the preview of 

distance technology toward the image. It 

presented a simplified flowchart of producing 

panoramic image from image acquisition to 

image remapping and finally to image 

blending. The concept introduces the 

automatic panoramic image stitching method 

using invariant features which enables the 

recent technology migration to panoramic 

suit. It provides detailed algorithm 

descriptions about how images can be 

automatically stitched using SIFT features 

and RANSAC homographic estimation 

makes though illustration of feature based 

image stitching. Theories about feature 

extraction, feature matching, homograph 

estimation, image wrapping and image 

blending are all introduced in this makes 

comprehensive illustration of two-view 

geometry. The concept of homographic and 

infinite homographic . It presents what 

functions are provided by the library and how 

these functions can be used to implement 

camera calibration and image stitching 

algorithms.  

 

3. Methods 

 

The methodology we follow in this 

context of surveillance is the trend of the 

most EDGE technology to minimize the 

network and overcome the best to the recent 

trend that has already provided. EDGE, 

expected to be deployed in 2000-2001, is a 

major improvement in GSM phase 2+. As a 

modification to existing GSM networks, 

EDGE does not require new network 

elements. EDGE is especially attractive to 

GSM 900, GSM 1800 and GSM 1900 

operators that do not have a license for 

UMTS, but still wish to offer competitive 

personal multimedia applications utilizing 

the existing band allocation. Also, EDGE can 

co-exist with UMTS, for instance to provide 

high-speed services for wide-area coverage 

while UMTS is deployed in urban hot spots. 

Persistent aerial surveillance is an emerging 

domain with needs to assess ongoing activity 

in large areas for tasks such as force 

protection, traffic management, and urban 

planning. Automated analysis tools are 

important as the size of the area monitored 

and the number of objects to track is difficult 

to manage manually. Both tracking and 

activity analysis research in wide-area aerial 

surveillance (WAAS) video are recent and 

limited. Here, we introduce a scalable 

approach to handle the challenges inherent to 

tracking objects and analysis of traffic 

activity in such video. 
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Fig.3.1 Feature Based Mosaic Approach to Projection Based on angel Method. 

 

After features are extracted from each 

image set to be combined in the mosaic, 

putative feature matches are computed. The 

feature matching stage produces these 

putative matches which should have as high 

of a correct matching rate as possible, yet 

undoubtedly will produce some false 

matches. These false matches are then 

presumably identified in stage three by an 

estimation process. During this process the 

false matches are considered outliers to some 

sort of likelihood model and the correct 

matches or inliers are passed on to stage four. 

The fourth stage takes these estimated true 

matches and computes the geometric 

transformation which best maps the 

corresponding scene points from one image 

to the same scene points in the other. Many 

types of transformations are possible 

including simple Euclidean, similarity and 

perspective. 

 

DSA protocol Based Approach: 

 

In the Direction Specific Algorithm, 

We try to give emphasis on the path and id 

associated with approach, follows the 

following steps. 

 

The Route Cache should support storing 

more than one source route for each 

destination. 

 If a node S is using a source route to some 

destination D that includes intermediate node 

N, S should shorten the route to destination D 

when it learns of a shorter route to node N 

than the one that is listed as the prefix of its 

current route to D. However, the cache 

should still retain the ability to revert to the 
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older, longer route to N if the shorter one does 

not work. 

 

 

 

 
 

Fig.3.2 Showing the DSA approach to the ID 

based route. 

In a typical streaming application, the 

execution of a particular task begins after 

data is received. The execution of a particular 

task is called id based execution.. At the end 

of execution of a task, data is produced. The 

data produced and consumed by the actors 

are called tokens. The rate at which each 

actor produces and consumes tokens is called 

token rate. In the description, each edge 

forms a channel for each actor to produce and 

consume tokens. 

The technology makes the movement of 

various methods and also related work, in this 

paper we propose a new Aerial Surveillance 

vehicle detection approach which makes the 

advantages of existing systems avoid their 

counterpart. In the base of the proposed 

framework the fig. 3.2 explains the 

methodology of workflow in the framework. 

The framework consists of two axis approach 

trailing phase and implementation phase. In 

the trailing phase, we take consideration of 

several features which include projection 

angle corner features and vehicles colors, 

size, speed etc... In the implementation phase 

same feature extraction is also performed as 

in trailing phase. Afterwards the extracted 

features are used to classify pixels as vehicle 

pixel or non vehicle pixel using SVM. In this 

paper, we do not perform region based 

classification, which would highly depend on 

results of color segmentation algorithms such 

as mean shift. There is no need to generate 

multi-scale sliding windows either. The 

distinguishing feature of the proposed 

framework is that the detection task is based 

on pixel wise classification. However, the 

features are extracted in a neighborhood 

region of each pixel. 
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Fig.3.3 Showing the Framework (Proposed 

Two Vertical Method) 

The input image is resized to enlarged image 

which is de-composed into 2 levels. Some of 

them are they form a compact representation, 

they encode edge information which is an 

important feature for vehicle detection, they 

capture information from multiple resolution 

levels and also there exist fast algorithms for 

computing these features. 
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Fig.3.4  Surveillance HD image from High Angle of Projection 

 

In the above fig.3.3. Showing the high crystal 

HD view in the context to field of Military in 

the best of the image to give a clear look, how 

the projection and it’s related surrounding 

can be affected. In this paper, we try to the 

best to service of the mankind. 

 

 

4. Conclusion And Recommendations 

In the context of the analysis of 

requirements of feasibility, acceptability, and 

suitability, we tried to give emphasis on the 

concept of EDGE and the biased based 

networking algorithm, which lead to the next 

level of enhancement of the present solution. 

It was in this step wherein analysis screened 

out technology that could potentially enhance 

the capabilities of captured image under the 

moving condition, but either exceeded the 

agency’s fiscal abilities, or proved too 

dangerous to operate. Adopting the light 

sport aircraft proved unacceptable due to a 

low survival rate in the event of an accident. 

Detected patterns include traffic flow 

direction, unit vs. bidirectional roads, 

acceleration or deceleration zones, and 

bidirectional stops. 
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ABSTRACT 

Online auction and shopping are gaining popularity with the growth of web-based ecommerce. Criminals 

are also taking advantage of these opportunities to conduct fraudulent activities against honest parties with 

the purpose of deception and illegal profit. In practice, proactive moderation systems are deployed to detect 

suspicious events for further inspection by human experts. Motivated by real-world applications in 

commercial auction sites in Asia, we develop various advanced machine learning techniques in the 

proactive moderation system. Our proposed system is formulated as optimizing bounded generalized linear 

models in multi-instance learning problems, with intrinsic bias in selective labeling and massive unlabeled 

samples an online pro bit model framework which takes online feature selection, coefficient Bounds from 

human knowledge and multiple instance learning into account simultaneously. By empirical experiments 

on a real-world online auction fraud detection data we show that this model can potentially detect more 

frauds and significantly reduce customer complaints compared to several baseline models and the human-

tuned rule-based system. 

 

1. INTRODUCTION  

Since the emergence of the World Wide 

Web (WWW), electronic commerce, commonly 

known as e-commerce, has become more and 

more popular. Websites such as eBay and 

Amazon allow Internet users to buy and sell 

products and services online, which benefits 

everyone in terms of convenience and 

profitability. The traditional online shopping 

business model allows sellers to sell a product or 

service at a preset price, where buyers can choose 

to purchase if they find it to be a good deal. 

Online auction however is a different business 

model by which items are sold through price 

bidding. There is often a starting price and 

expiration time specified by the sellers. Once the 

auction starts, potential buyers bid against each 

other, and the winner gets the item with their 

highest winning bid. Similar to any platform 

supporting financial transactions, online auction 

attracts criminals to commit fraud. The varying 

types of auction fraud are as follows. Products 

purchased by the buyer are not delivered by the 

seller. The delivered products do not match the 

descriptions that were posted by sellers. 

Malicious sellers may even post non-existing 

items with false description to deceive buyers, 

and request payments to be wired directly to them 

via bank-to-bank wire transfer. Furthermore, 

some criminals apply phishing techniques to steal 

high-rated seller’s accounts so that potential 

buyers can be easily deceived due to their good 

rating. Victims of fraud transactions usually lose 

their money and in most cases are not 
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recoverable. As a result, the reputation of the 

online auction services is hurt significantly due to 

fraud crimes. To provide some assurance against 

fraud, E-commerce sites often provide insurance 

to fraud victims to cover their loss up to a certain 

amount. To reduce the amount of such 

compensations and improve their online 

reputation, e-commerce providers often adopt the 

following approaches to control and prevent 

fraud. The identifies of registered users are 

validated through email, SMS, or phone 

verifications. A rating system where buyers 

provide feedbacks is commonly used in e-

commerce sites so that fraudulent sellers can be 

caught immediately after the first wave of buyer 

com-plaints. In addition, proactive moderation 

systems are built to allow human experts to 

manually investigate suspicious 

sellers or buyers. Even though e-commerce sites 

spend a large budget to fight frauds with a 

moderation system, there are still many 

outstanding and challenging cases. Criminals and 

fraudulent sellers frequently change their 

accounts and IP addresses to avoid being caught. 

Also, it is usually infeasible for human experts to 

investigate every buyer and seller to determine if 

they are committing fraud, especially when the e-

commerce site attracts a lot of traffic. The 

patterns of fraudulent sellers often change 

constantly to take advantage of temporal trends. 

For instance, fraudulent sellers tend to sell the 

“hottest” products at the time to attract more 

potential victims. Also, whenever they find a 

loophole in the fraud detection system, they will 

immediately leverage the weakness. In this paper, 

we consider the application of a proactive 

moderation system for fraud detection in a major 

Asian on-line auction site, where hundreds of 

thousands of new auction cases are created every 

day. Due to the limited expert resources, only 

20%-40% of the cases can be reviewed and 

labeled. Therefore, it is necessary to develop an 

automatic pre-screening moderation system that 

only directs suspicious cases for expert 

inspection, and passes the rest as clean cases. The 

moderation system for this site extracts rule-

based features to make decisions. The rules are 

created by experts to represent the suspiciousness 

of sellers on fraudulence, and the resulting 

features are often binary. For instance, we can 

create a binary feature (rule) from the ratings of 

sellers, i.e. the feature value is 1 if the rating of a 

seller is lower than a threshold (i.e. a new account 

without many previous buyers); otherwise it is 0. 

The final moderation decision is based on the 

fraud score of each case, which is the linear 

weighted sum of those features, where the 

weights can be set by either human experts or 

machine-learned models. By deploying such a 

moderation system, we are capable of selecting a 

subset of highly suspicious cases for further 

expert investigation while keeping their workload 

at a reasonable level. The moderation system 

using machine-learned models is proven to 

improve fraud detection significantly over the 

human-tuned weights [38]. In [38] the authors 

considered the scenario of building offline 

models by using the previous 30 days data to 

serve the next day. Since the response is bi-nary 

(fraud or non-fraud) and the scoring function has 

to be linear, logistic regression is used. The 

authors have shown that applying expert 

knowledge, such as bounding the rule-based 

feature weights to be positive and multiple-

instance learning, can significantly improve the 

performance in terms of detecting more frauds 

and reducing customer complaints given the same 

workload from human experts. However, offline 

models often meet the following challenges: (a) 

Since the auction fraud rate is generally very low 

(< 1%), the data becomes quite imbalanced and it 

is well-known that in such scenario even fitting 

simple logistic regression becomes a difficult 

problem [27]. Therefore, unless we use a large 

amount of historical training data, offline models 

tend to be fairly unstable. For example, in [38], 

30 days of training data with around 5 million 
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samples are used for the daily update of the 

model. Hence it practically adds a lot of 

computation and memory load for each batch 

update, compared to online models. (b) Since the 

fraudulent sellers change their pattern very fast, it 

requires the model to also evolve dynamically. 

However, for offline models it is often non-trivial 

to address such needs. Once a case is determined 

as fraudulent, all the cases from this seller will be 

suspended immediately. Therefore smart 

fraudulent sellers tend to change their patterns 

quickly to avoid being caught; hence some 

features that are effective today might turn out to 

be not important tomorrow, or vice versa. Also, 

since the training data is from human labeling, the 

high cost makes it almost impossible to obtain a 

very large sample. Therefore for such systems 

(i.e. relatively small sample size with many 

features with temporal pattern), online feature 

selection is often required to pro-vide good 

performance. Human experts are also willing to 

see the results of online feature selection to 

monitor the effectiveness of the current set of 

features, so that they can understand the pattern 

of frauds and further add or remove some 

features. Our contribution In this paper we study 

the problem of building online models for the 

auction fraud detection moderation system, 

which essentially evolves dynamically over time. 

We propose a Bayesian pro bit online model 

frame-work for the binary response. We apply the 

stochastic search variable selection (SSVS), a 

well-known technique in statistical literature, to 

handle the dynamic evolution of the feature 

importance in a principled way. Note that we are 

not aware of any previous work that tries to 

embed SSVS into online modeling. We consider 

the expert knowledge to bind the rule-based 

coefficients to be positive. Finally, we consider 

combining this online model with multiple 

instances learning that gives even better empirical 

performance. We report the performance of all 

the above models through extensive experiments 

using fraud detection datasets from a major 

online auction website in Asia. The paper is 

organized as follows. In Section 2 we first 

summarize several specific features of the 

application and describe our online modeling 

framework with fitting details. We review 

working of our framework in Section 3. In 

Section 4 we show the experimental results that 

compare all the models proposed in this paper and 

several simple baselines.  

2. OUR METHODOLOGY 

Our application is to detect online auction frauds 

for a major Asian site where hundreds of 

thousands of new auction cases are posted every 

day. Every new case is sent to the proactive 

antifraud moderation system for pre-screening to 

assess the risk of being fraud. The current system 

is featured by:  

• Rule-based features: Human experts with years 

of experience created many rules to detect 

whether a user is fraud or not. An example of such 

rules is “blacklist”, i.e. whether the user has been 

detected or complained as fraud before. Each rule 

can be regarded as a binary feature that indicates 

the fraud likeliness. 

• Linear scoring function: The existing system 

only supports linear models. Given a set of 

coefficients (weights) on features, the fraud score 

is computed as the weighted sum of the feature 

values. 

• Selective labeling: If the fraud score is above a 

certain threshold, the case will enter a queue for 

further investigation by human experts. Once it is 

reviewed, the final result will be labeled as 

boolean, i.e. fraud or clean. Cases with higher 

scores have higher priorities in the queue to be 

reviewed. The cases whose fraud score are below 

the threshold are determined as clean by the 

system without any human judgment. 

• Fraud churn: Once one case is labeled as fraud 

by human experts, it is very likely that the seller 
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is not trustable and may be also selling other 

frauds; hence all the items submitted by the same 

seller are labeled as fraud too. The fraudulent 

seller along with his/her cases will be removed 

from the website immediately once detected. 

3. OUR WORKING PROCEDURE  

  • Rule-based features:  Human experts with 

years of experience created many rules to detect 

whether a user is fraud or not. An example of such 

rules is “blacklist”, i.e. whether the user has been 

detected or complained as fraud before. Each  ule 

can be regarded as a binary feature that indicates 

the fraud likeliness.  

 • Selective labeling: If the fraud score is above a 

certain threshold, the case will enter a queue for 

further investigation by human experts. Once it is 

reviewed, the final result will be labeled as 

Boolean, i.e. fraud or clean. Cases with higher 

scores have higher priorities in the queue to be 

reviewed. The cases whose fraud score are below 

the threshold are determined as clean by the 

system without any human judgment. 

  • Fraud churn: Once one case is labeled as fraud 

by human experts, it is very likely that the seller 

is not trustable and may be also selling other 

frauds; hence all the items submitted by the same 

seller are labeled as fraud too. The   fraudulent 

seller along with his/her cases will be removed 

from the website immediately once detected. 

 • User Complaint: Buyers can file complaints to 

claim loss if they are recently deceived by 

fraudulent sellers. The Administrator’s view the 

various types of complaints and the percentage of 

various type complaints. The complaints values 

of a products increase some threshold value the 

administrator set the trust ability of the product as 

un-trusted or banded. If the products set as 

banded, the user cannot view the products in the 

website. 

4. EXPERIMENTAL RESULTS 
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Abstract 

In The use of cloud computing has increased rapidly in many organizations. General firms have 

already adopted the cloud computing and successfully applied to ‘smart working’ for security & 

remote-services. In addition, government organizations have recently introduced this system, 

which is gaining more users.There could be a problem regarding service efficiency such as private 

cloud lacking the capacity or resource for security. In order to solve these temporary difficulties, 

ways to support H/W resources (cpu, memory, network, etc) are necessary. For this reason, so-

called ‘multi-clouds’ is needed to cooperate between simple ‘single cloud’s, providing accessible 

resources. Unlike the former studies which have regarded ‘single cloud’ as ‘the solution’ for every 

service and data capacity problem, this paper specifically focused on how to deal with the big data 

services that cannot be dealt with the that system. Thus this paper displays research on application 

of ‘rain computing’ which is ‘cloud-of-cloud’, the concept of multi-clouds. 

 

Keywords: Cloud computing, single cloud, multi-clouds, cloud storage, data integrity, data 

intrusion, service availability. 

  

1. Introduction 

 

The use of cloud computing has increased 

rapidly in many organizations. Subashini and 

Kavitha argue that small and medium 

companies use cloud computing services for 

various reasons, including because these 

services provide fast access to their 

applications and reduce their infrastructure 

costs. Cloud providers should address privacy 

and security issues as a matter of high and 

urgent priority. 

Dealing with “single cloud” providers is 

becoming less popular with customers due to 

potential problems such as service availability 

failure and the possibility that there are 

malicious insiders in the single cloud. In recent 

years, there has been a move towards “multi-

clouds”, “intercloud” or “cloud-of-clouds”. 

This paper focuses on the issues related to 

the data security aspect of cloud computing. As 

data and information will be shared with a third 

party, cloud computing users want to avoid an 

untrusted cloud provider. Protecting private and 

important information, such as credit card details 

or a patient’s medical records from attackers or 

malicious insiders is of critical importance. In 

addition, the potential for migration from a single 

cloud to a multi-cloud environment is examined 

and research related to security issues in single and 

multi-clouds in cloud computing are surveyed. 

The remainder of this paper is organized as 

follows. Section 2 describes the beginning of cloud 

computing and its components. In addition, it 

presents examples of cloud providers and the 

benefits of using their services. Section 3 discusses 

security risks in cloud computing. Section 4 

analyses the new generation of cloud computing, 

that is, multi -clouds and recent solutions to 

address the security of cloud computing, as well as 

examining their limitations. Section 5 presents 
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suggestions for future work. Section 6 will 

conclude the paper. 

 

2. Background 

 

NIST describes cloud computing as “a 

model for enabling convenient, on-demand 

network access to a shared pool of 

configurable computing resources (e.g., 

networks, servers, storage, applications, and 

services) that can be rapidly provisioned and 

released with minimal management effort or 

service provider interaction”.  

 

2.1 Cloud Computing Components 

The cloud computing model consists of 

five characteristics, three delivery models, and 

four deployment models. The five key 

characteristics of cloud computing are: 

location-independent resource pooling, on-

demand self-service, rapid elasticity, broad 

network access, and measured service. These 

five characteristics represent the first layer in 

the cloud environment architecture (see 

Figure1).  

The three key cloud delivery models are 

infrastructure as a service (IaaS), platform as a 

service (PaaS), and software as a service 

(SaaS). In IaaS, the user can benefit from 

networking infrastructure facilities, data 

storage and computing services. In other 

words, it is the delivery of computer 

infrastructure as a service. An example of IaaS 

is the Amazon web service. In PaaS, the user 

runs custom applications using the service 

provider’s resources. It is the delivery of a 

computing platform and solution as a service. 

An example of PaaS is GoogleApps. Running 

software on the provider’s infrastructure and 

providing licensed applications to users to use 

services is known as SaaS. An example of 

SaaS is the Salesforce.com CRM application. 

This model represents the second layer in the 

cloud environment architecture. 

Cloud deployment models include public, 

private, community, and hybrid clouds. A 

cloud environment that is accessible for multi-

tenants and is available to the public is called a 

public cloud. A private cloud is available for a 

particular group, while a community cloud is 

modified for a specific group of customers. Hybrid 

cloud infrastructure is a composition of two or 

more clouds (private, community, or public cloud). 

This model represents the third layer in the cloud 

environment architecture. 

 

 
Figure 1: Cloud Environment Architecture. 

 

Kamara and Lauter present two types of cloud 

infrastructure only, namely private and public 

clouds. The infrastructure that is owned and 

managed by users is in the private cloud. Data that 

is accessed and controlled by trusted users is in a 

safe and secure private cloud, whereas the 

infrastructure that is managed and controlled by 

the cloud service provider is in a public cloud. In 

particular, this data is out of the user’s control, and 

is managed and shared with unsafe and untrusted 

servers. 

 

2.2 Cloud Service Providers Examples 

 

In the commercial world, various computing 

needs are provided as a service. The service 

providers take care of the customer's needs by, for 

example, maintaining software or purchasing 
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expensive hardware. For instance, the service 

EC2, created by Amazon, provides customers 

with scalable servers. As another example, 

under the CLuE program, NSF joined with 

Google and IBM to offer academic institutions 

access to a large-scale distributed 

infrastructure. 

There are many features of cloud 

computing. First, cloud storages, such as 

Amazon S3, Microsoft SkyDrive, or 

NirvanixCLoudNAS, permit consumers to 

access online data. Second, it provides 

computation resources for users such as 

Amazon EC2. Third, Google Apps or 

versioning repositories for source code are 

examples of online collaboration tools . 

Cloud service providers should ensure the 

security of their customers’ data and should be 

responsible if any security risk affects their 

customers’ service infrastructure. A cloud 

provider offers many services that can benefit 

its customers, such as fast access to their data 

from any location, scalability, pay-for-use, 

data storage, data recovery, protection against 

hackers, on-demand security controls, and use 

of the network and infrastructure facilities. 

Reliability and availability are other 

benefits of the public cloud, in addition to low 

cost. However, there are also concerning issues 

for public cloud computing, most notably, 

issues surrounding data integrity and data 

confidentiality. Any customer will be worried 

about the security of sensitive information 

such as medical records or financial 

information. 

 

3. Security Risks in Cloud Computing 

 

Although cloud service providers can offer 

benefits to users, security risks play a major 

role in the cloud computing environment. 

Users of online data sharing or network 

facilities are aware of the potential loss of 

privacy. According to a recent IDC survey, the 

top challenge for 74% of CIOs in relation to 

cloud computing is security. Protecting private 

and important information such as credit card 

details or patients’ medical records from attackers 

or malicious insiders is of critical importance. 

Moving databases to a large data centre involves 

many security challenges such as virtualization 

vulnerability, accessibility vulnerability, privacy 

and control issues related to data accessed from a 

third party, integrity, confidentiality, and data loss 

or theft. Subashini and Kavitha present some 

fundamental security challenges, which are data 

storage security, application security, data 

transmission security, and security related to third-

party resources. 

In different cloud service models, the security 

responsibility between users and providers is 

different. According to Amazon, their EC2 

addresses security control in relation to physical, 

environmental, and virtualization security, 

whereas, the users remain responsible for 

addressing security control of the IT system 

including the operating systems, applications and 

data. 

According to Tabakiet, the way the 

responsibility for privacy and security in a cloud 

computing environment is shared between 

consumers and cloud service providers differs 

between delivery models. In SaaS, cloud providers 

are more responsible for the security and privacy 

of application services than the users. This 

responsibility is more relevant to the public than 

the private cloud environment because the clients 

need more strict security requirements in the 

public cloud. In PaaS, users are responsible for 

taking care of the applications that they build and 

run on the platform, while cloud providers are 

responsible for protecting one user’s applications 

from others. In IaaS, users are responsible for 

protecting operating systems and applications, 

whereas cloud providers must provide protection 

for the users’ data. 

Ristenpartet claim that the levels of security 

issues in IaaS are different. The impact of security 

issues in the public cloud is greater than the impact 

in the private cloud. For instance, any damage 

which occurs to the security of the physical 

infrastructure or any failure in relation to the 
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management of the security of the 

infrastructure will cause many problems. In the 

cloud environment, the physical infrastructure 

that is responsible for data processing and data 

storage can be affected by a security risk. In 

addition, the path for the transmitted data can 

be also affected, especially when the data is 

transmitted to many third-party infrastructure 

devices. 

As the cloud services have been built over 

the Internet, any issue that is related to internet 

security will also affect cloud services. 

Resources in the cloud are accessed through 

the Internet; consequently even if the cloud 

provider focuses on security in the cloud 

infrastructure, the data is still transmitted to the 

users through networks which may be 

insecure. As a result, internet security 

problems will affect the cloud, with greater 

risks due to valuable resources stored within 

the cloud and cloud vulnerability. The 

technology used in the cloud is similar to the 

technology used in the Internet. Encryption 

techniques and secure protocols are not 

sufficient to protect data transmission in the 

cloud. Data intrusion of the cloud through the 

Internet by hackers and cybercriminals needs 

to be addressed and the cloud environment 

needs to be secure and private for clients. 

We will address three security factors that 

particularly affect single clouds, namely data 

integrity, data intrusion, and service 

availability. 

 

3.1 Data Integrity 

 

One of the most important issues related to 

cloud security risks is data integrity. The data 

stored in the cloud may suffer from damage 

during transition operations from or to the 

cloud storage provider. Cachinet give 

examples of the risk of attacks from both inside 

and outside the cloud provider, such as the 

recently attacked Red Hat Linux’s distribution 

servers. Another example of breached data 

occurred in 2009 in Google Docs, which 

triggered the Electronic Privacy Information 

Centre for the Federal Trade Commission to open 

an investigation into Google’s Cloud Computing 

Services. Another example of a risk to data 

integrity recently occurred in Amazon S3 where 

users suffered from data corruption. 

Cachinet argue that when multiple clients use 

cloud storage or when multiple devices are 

synchronized by one user, it is difficult to address 

the data corruption issue. One of the solutions that 

they propose is to use a Byzantine fault-tolerant 

replication protocol within the cloud. Hendricks 

state that this solution can avoid data corruption 

caused by some components in the cloud. 

However, Cachinet claim that using the Byzantine 

fault-tolerant replication protocol within the cloud 

is unsuitable due to the fact that the servers 

belonging to cloud providers use the same system 

installations and are physically located in the same 

place.  

Although this protocol solves the problem 

from a cloud storage perspective, Cachinet argue 

that they remain concerned about the users’ view, 

due to the fact that users trust the cloud as a single 

reliable domain or as a private cloud without being 

aware of the protection protocols used in the cloud 

provider’s servers. As a solution, Cachinet suggest 

that using Byzantine fault -tolerant protocols 

across multiple clouds from different providers is 

a beneficial solution. 

 

3.2 Data Intrusion 

 

According to Garfinkel, another security risk 

that may occur with a cloud provider, such as the 

Amazon cloud service, is a hacked password or 

data intrusion. If someone gains access to an 

Amazon account password, they will be able to 

access all of the account’s instances and resources. 

Thus the stolen password allows the hacker to 

erase all the information inside any virtual 

machine instance for the stolen user account, 

modify it, or even disable its services. 

Furthermore, there is a possibility for the user’s 

email(Amazon user name) to be hacked, and since 

Amazon allows a lost password to be reset by 
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email, the hacker may still be able to log in to 

the account after receiving the new reset 

password. 

 

3.3 Service Availability 

 

Another major concern in cloud services is 

service availability. Amazon mentions in its 

licensing agreement that it is possible that the 

service might be unavailable from time to time. 

The user’s web service may terminate for any 

reason at any time if any user’s files break the 

cloud storage policy. In addition, if any 

damage occurs to any Amazon web service and 

the service fails, in this case there will be no 

charge to the Amazon Company for this 

failure. Companies seeking to protect services 

from such failure need measures such as 

backups or use of multiple providers. Both 

Google Mail and Hotmail experienced service 

down-time recently. If a delay affects 

payments from users for cloud storage, the 

users may not be able to access their data. Due 

to a system administrator error, 45% of stored 

client data was lost in LinkUp (MediaMax) as 

a cloud storage provider. 

Garfinkel argues that information privacy 

is not guaranteed in Amazon S3. Data 

authentication which assures that the returned 

data is the same as the stored data is extremely 

important. Garfinkel claims that instead of 

following Amazon’s advice that organizations 

encrypt data before storing them in Amazon 

S3, organizations should use HMAC 

technology or a digital signature to ensure data 

is not modified by Amazon S3. These 

technologies protect users from Amazon data 

modification and from hackers who may have 

obtained access to their email or stolen their 

password. 

 

4. Multi-Clouds Computing Security 

 

This section will discuss the migration of 

cloud computing from single to multi-clouds to 

ensure the security of the user’s data. 

 

4.1 Multi-Clouds: Preliminary 

 

The term “multi-clouds” is similar to the terms 

“interclouds” or “cloud-of-clouds” that were 

introduced by Vukolic. These terms suggest that 

cloud computing should not end with a single 

cloud. Using their illustration, a cloudy sky 

incorporates different colors and shapes of clouds 

which leads to different implementations and 

administrative domains. 

Recent research has focused on the multi-cloud 

environment which control several clouds and 

avoids dependency on any one individual cloud. 

Cachin identify two layers in the multi-cloud 

environment: the bottom layer is the inner-cloud, 

while the second layer is the inter-cloud. In the 

inter-cloud, the Byzantine fault tolerance finds its 

place. We will first summarize the previous 

Byzantine protocols over the last three decades. 

 

4.2 Introduction of Byzantine Protocols 

 

In cloud computing, any faults in software or 

hardware are known as Byzantine faults that 

usually relate to inappropriate behavior and 

intrusion tolerance. In addition, it also includes 

arbitrary and crash faults. Much research has been 

dedicated to Byzantine fault tolerance (BFT) since 

its first introduction. Although BFT research has 

received a great deal of attention, it still suffers 

from the limitations of practical adoption and 

remains peripheral in distributed systems. 

The relationship between BFT and cloud 

computing has been investigated, and many argue 

that in the last few years, it has been considered 

one of the major roles of the distributed system 

agenda. Furthermore, many describe BFT as being 

of only “purely academic interest” for a cloud 

service. This lack of interest in BFT is quite 

different to the level of interest shown in the 

mechanisms for tolerating crash faults that are 

used in large -scale systems. Reasons that reduce 

the adoption of BFT are, for example, difficulties 

in design, implementation, or understanding of 

BFT protocols. 
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As mentioned earlier, BFT protocols are 

not suitable for single clouds. Vukolic argues 

that one of the limitations of BFT for the inner-

cloud is that BFT requires a high level of 

failure independence, as do all fault-tolerant 

protocols. If Byzantine failure occurs to a 

particular node in the cloud, it is reasonable to 

have a different operating system, different 

implementation, and different hardware to 

ensure such failure does not spread to other 

nodes in the same cloud. In addition, if an 

attack happens to a particular cloud, this may 

allow the attacker to hijack the particular inner-

cloud infrastructure. 

 

4.3 DepSky System: Multi-Clouds Model 

 

This section will explain the recent work 

that has been done in the area of multi-clouds. 

Bessani present a virtual storage cloud system 

called DepSky which consists of a 

combination of different clouds to build a 

cloud-of-clouds. The DepSky system 

addresses the availability and the 

confidentiality of data in their storage system 

by using multi-cloud providers, combining 

Byzantine quorum system protocols, 

cryptographic secret sharing and erasure 

codes. 

 

4.3.1 DepSky Architecture 

 

The DepSky architecture consists of four 

clouds and each cloud uses its own particular 

interface. The DepSky algorithm exists in the 

clients’ machines as a software library to 

communicate with each cloud (Figure 2). 

These four clouds are storage clouds, so there 

are no codes to be executed. The DepSky 

library permits reading and writing operations 

with the storage clouds. 

 
Figure 2:DepSky Architecture. 

 

 DepSky Data model. As the DepSky 

system deals with different cloud providers, the 

DepSky library deals with different cloud interface 

providers and consequently, the data format is 

accepted by each cloud. The DepSky data model 

consists of three abstraction levels: the conceptual 

data unit, a generic data unit, and the data unit 

implementation. 

DepSKy System model. The DepSky system 

model contains three parts: readers, writers, and 

four cloud storage providers, where readers and 

writers are the client’s tasks. Bessani explain the 

difference between readers and writers for cloud 

storage. Readers can fail arbitrarily (for example, 

they can fail by crashing, they can fail from time 

to time and then display any behavior) whereas, 

writers only fail by crashing. 

Cloud storage providers in the DepSky system 

model. The Byzantine protocols involve a set of 

storage clouds (n) where n = 3 f +1, and f is 

maximum number of clouds which could be faulty. 

In addition, any subset of (n – f) storage cloud 

creates byzantine quorum protocols. 

 

4.4 Analysis of Multi-Cloud Research 

 

Moving from single clouds or inner-clouds to 

multi-clouds is reasonable and important for many 

reasons. According to Cachinet Services of single 

clouds are still subject to outage”. In addition, 

Bowers showed that over 80% of company 

management “fear security threats and loss of 

control of data and systems”. Vukolic assumes that 

the main purpose of moving to interclouds is to 

improve what was offered in single clouds by 

distributing reliability, trust, and security among 

multiple cloud providers. In addition, reliable 
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distributed storage which utilizes a subset of 

BFT techniques was suggested by Vukolic to 

be used in multi-clouds. A number of recent 

studies in this area have built protocols for 

interclouds. RACS (Redundant Array of Cloud 

Storage) for instance, utilizes RAID -like 

techniques that are normally used by disks and 

file systems, but for multiple cloud storage. 

Abu-Libdeh assume that to avoid “vender lock 

-in”, distributing a user’s data among multiple 

clouds is a helpful solution. This replication 

also decreases the cost of switching providers 

and offers better fault tolerance. Therefore, the 

storage load will be spread among several 

providers as a result of the RACS proxy. 

HAIL (High Availability and Integrity 

Layer) is another example of a protocol that 

controls multiple clouds. HAIL is a distributed 

cryptographic system that permits a set of 

servers to ensure that the client’s stored data is 

retrievable and integral. HAIL provides a 

software layer to address availability and 

integrity of the stored data in an intercloud. 

Cachin present a design for intercloud 

storage (ICStore), which is a step closer than 

RACS and HAIL as a dependable service in 

multiple clouds. Cachin develop theories and 

protocols to address the CIRC attributes 

(confidentiality, integrity, reliability and 

consistency) of the data stored in clouds. 

As mentioned before, Bessani present a 

virtual storage cloud system called DepSky 

consisting of a combination of different clouds 

to build a cloud-of-clouds. Bessani discuss 

some limitations of the HAIL protocol and 

RACS system when compared with DepSky. 

HAIL does not guarantee data confidentiality, 

it needs code execution in their servers, and it 

does not deal with multiple versions of data. 

None of these limitations are found in DepSky, 

whereas the RACS system differs from the 

DepSky system in that it deals with “economic 

failures” and vendor lock-in and does not 

address the issue of cloud storage security 

problems. In addition, it also does not provide 

any mechanism to ensure data confidentiality 

or to provide updates of the stored data. Finally, 

the DepSky system presents an experimental 

evaluation with several clouds, which is different 

from other previous work on multi-clouds. 

There are a number of studies on gaining 

constancy from untrusted clouds. For instance, 

similar to DepSky, Depot improves the flexibility 

of cloud storage, as Mahajan et al. believe that 

cloud storages face many risks. However, Depot 

provides a solution that is cheaper due to using 

single clouds, but it does not tolerate losses of data 

and its service availability depends on cloud 

availability. Other work which implements 

services on top of untrusted clouds are studies such 

as SPORC and Venus. These studies are different 

from the DepSky system because they consider a 

single cloud (not a cloud -of-clouds). In addition, 

they need code execution in their servers. 

Furthermore, they offer limited support for the 

unavailability of cloud services in contrast to 

DepSky. 

 

4.5 Current Solutions of Security Risks 

 

In order to reduce the risk in cloud storage, 

customers can use cryptographic methods to 

protect the stored data in the cloud. Using a hash 

function is a good solution for data integrity by 

keeping a short hash in local memory. In this way, 

authentication of the server responses is done by 

recalculating the hash of the received data which 

is compared with the local stored data. If the 

amount of data is large, then a hash tree is the 

solution. Many storage system prototypes have 

implemented hash tree functions, such as SiRiUS 

and TDB. Mykletun and Papamanthou claim that 

this is an active area in research on cryptographic 

methods for stored data authentication. Cachinet 

argue that although the previous methods allow 

consumers to ensure the integrity of their data 

which has been returned by servers, they do not 

guarantee that the server will answer a query 

without knowing what that query is and whether 

the data is stored correctly in the server or not. 

Proofs of Retrievability (PORs) and Proofs of Data 

Possession (PDP) are protocols introduced by 



IJOAASE Volume 1 issue 3 S                                                                                        ISSN – 2320-6136(print) 

 
23 

Juels and Kaliski and Ateniese to ensure high 

probability for the retrieval of the user’s data. 

Cachinet suggest using multiple cloud 

providers to ensure data integrity in cloud 

storage and running Byzantine-fault -tolerant 

protocols on them where each cloud maintains 

a single replica. Computing resources are 

required in this approach and not only storage 

in the cloud, such a service provided in 

Amazon EC2, whereas if only storage service 

is available, Cachin suggest working with 

Byzantine Quorum Systems by using 

Byzantine Disk Paxos and using at least four 

different clouds in order to ensure users’ 

atomicity operations and to avoid the risk of 

one cloud failure. 

As mentioned earlier, the loss of 

availability of service is considered one of the 

main limitations in cloud computing and it has 

been addressed by storing the data on several 

clouds. The loss of customer data has caused 

many problems for many users such as the 

problem that occurred in October 2009 when 

the contacts, photos, etc. of many users of the 

Sidekick service in Microsoft were lost for 

several days. 

Bessani use Byzantine fault-tolerant 

replication to store data on several cloud 

servers, so if one of the cloud providers is 

damaged, they are still able to retrieve data 

correctly. Data encryption is considered the 

solution by Bessani to address the problem of 

the loss of privacy. They argue that to protect 

the stored data from a malicious insider, users 

should encrypt data before it is stored in the 

cloud. As the data will be accessed by 

distributed applications, the DepSky system 

stores the cryptographic keys in the cloud by 

using the secret sharing algorithm to hide the 

value of the keys from a malicious insider. 

In the DepSky system, data is replicated in 

four commercial storage clouds (Amazon 

S3,Windows Azure, Nirvanix and Rackspace); 

it is not relayed on a single cloud, therefore, 

this avoids the problem of the dominant cloud 

causing the so-called vendor lock-in issue. In 

addition, storing half the amount of data in each 

cloud in the DepSky system is achieved by the use 

of erasure codes. Consequently, exchanging data 

between one provider to another will result in a 

smaller cost. The DepSky system aims to reduce 

the cost of using four clouds(which is four times 

the overhead) to twice the cost of using a single 

cloud, which is a significant advantage. 

DepSky uses a set of Byzantine quorum system 

protocols in order to implement the read and write 

operations in the system, so it needs only two 

communication round trips for each operation to 

deal with several clouds. The use of several clouds 

needs a variety of locations, administration, design 

and implementation, which are the requirements of 

the Byzantine quorum systems protocols. 

Executing codes in servers is not required in the 

DepSky system (storage clouds) in contrast to 

other Byzantine protocols that need some code 

execution. After using these protocols, the DepSky 

system aims to deal with data confidentiality by 

decreasing the stored amount of data in each cloud. 

 

4.6 Limitation of Current Solutions 

 

The problem of the malicious insider in the 

cloud infrastructure which is the base of cloud 

computing is considered by Rocha and Correia. 

IaaS cloud providers provide the users with a set 

of virtual machines from which the user can 

benefit by running software on them. The 

traditional solution to ensure data confidentiality 

by data encryption is not sufficient due to the fact 

that the user’s data needs to be manipulated in the 

virtual machines of cloud providers which cannot 

happen if the data has been encrypted. 

Administrators manage the infrastructure and as 

they have remote access to servers, if the 

administrator is a malicious insider, then he can 

gain access to the user’s data. Van Dijk and Juels 

present some negative aspects of data encryption 

in cloud computing. In addition, they assume that 

if the data is processed from different clients, data 

encryption cannot ensure privacy in the cloud. 

Although cloud providers are aware of the 

malicious insider danger, they assume that they 
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have critical solutions to alleviate the problem. 

Rocha and Correia determine possible 

attackers for IaaS cloud providers. For 

example, Grosse propose one solution is to 

prevent any physical access to the servers. 

However, Rocha and Correia argue that the 

attackers outlined in their work have remote 

access and do not need any physical access to 

the servers. Grosse propose another solution is 

to monitor all access to the servers in a cloud 

where the user’s data is stored. However, 

Rocha and Correia claim that this mechanism 

is beneficial for monitoring employee’s 

behavior in terms of whether they are 

following the privacy policy of the company or 

not, but it is not effective because it detects the 

problem after it has happened. 

Rocha and Correia classified four types of 

attacks that can affect the confidentiality of the 

user’s data in the cloud. These four types of 

attacks could occur when the malignant insider 

can determine text passwords in the memory of 

a VM, cryptographic keys in the memory of 

VM files, and other confidential data. In 

addition, they argue that the recent research 

mechanisms are not good enough to consider 

the issue of data confidentiality and to protect 

data from these attacks. This does not mean 

that these mechanisms are not useful; rather 

that they do not focus on solving the problems 

that Rocha and Correia address in their 

research. Some of the solutions are 

mechanisms and are used as part of cloud 

computing solutions, while different types of 

solutions focus on solving the whole data 

confidentiality issue intrinsic to cloud 

computing. Rocha and Correia suggest trusted 

computing and distributing trust among 

several cloud providers as a novel solution to 

solving security problems and challenges in 

cloud computing. The idea of replicating data 

among different clouds has been applied in the 

single system DepSky. Rocha and Correia present 

the limitations of this work which occurs due to the 

fact that DepSky is only a storage service like 

Amazon S3, and does not offer the IaaS cloud 

model. On the other hand, this system provides a 

secure storage cloud, but does not provide security 

of data in the IaaS cloud model. This is because it 

uses data encryption and stores the encrypted key 

in the clouds by using a secret sharing technique, 

which is inappropriate for the IaaS cloud model. 

Table 1 details the security risks addressed in 

the previous research and the mechanisms that 

have been proposed as a solution for these security 

risks in the cloud computing environment. 

Security risk issues in cloud computing have 

attracted much research interest in recent years. 

It is clear from the table that in the past more 

research has been conducted into single clouds 

than into multi-clouds. Multi–clouds can address 

the security issues that relate to data integrity, data 

intrusion, and service availability in multi-clouds. 

In 

 addition, most of the research has focused on 

providing secure “cloud storage” such as in 

DepSky. Therefore, providing a cloud database 

system, instead of normal cloud storage, is a 

significant goal in order to run queries and deal 

with databases; in other words, to profit from a 

database-as-a-service facility in a cloud computing 

environment. 

Table 1 illustrates that in 2009, 67% of the 

research on security in cloud computing addressed 

the issue of a single cloud, whereas 33% of the 

research in the same year addressed the issue of 

multi-clouds. In 2010, 80% of research focused on 

single clouds while only 20% or research was 

directed in the area of multi-clouds. 
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[7
]  2007   √      PDP schemes       

[19] 2007 √          √  √   

 

Table 1. Related Work on Cloud Computing 

Security. 

5. Future Work 

 

For future work, we aim to provide a 

framework to supply a secure cloud database 

that will guarantee to prevent security risks 

facing the cloud computing community. This 

framework will apply multi -clouds and the 

secret sharing algorithm to reduce the risk of 

data intrusion and the loss of service 

availability in the cloud and ensure data 

integrity. 

In relation to data intrusion and data 

integrity, assume we want to distribute the data 

into three different cloud providers, and we 

apply the secret sharing algorithm on the stored 

data in the cloud provider. An intruder needs to 

retrieve at least three values to be able to find 

out the real value that we want to hide from the 

intruder. This depends on Shamir’s secret 

sharing algorithm with a polynomial function 

technique which claims that even with full 

knowledge of (k – 1) clouds, the service 

provider will not have any knowledge of vs (vs 

is the secret value). We have used this 

technique in previous databases-as-a-serves 

research. In other words, hackers need to 

retrieve all the information from the cloud 

providers to know the real value of the data in 

the cloud. Therefore, if the attacker hacked one 

cloud provider’s password or even two cloud 

provider’s passwords, they still need to hack 

the third cloud provider (in the case where k = 

3) to know the secret which is the worst case 

scenario. Hence, replicating data into multi-

clouds by using a multi-share technique may 

reduce the risk of data intrusion and increase 

data integrity. In other words, it will decrease 

the risk of the Hyper-Visor being hacked and 

Byzantine fault-tolerant data being stolen from 

the cloud provider. 

Regarding service availability risk or loss 

of data, if we replicate the data into different 

cloud providers, we could argue that the data 

loss risk will be reduced. If one cloud provider 

fails, we can still access our data live in other 

cloud providers. This fact has been discovered 

from this survey and we will explore dealing 

with different cloud provider interfaces and the 

network traffic between cloud providers. 

 

6. Conclusion 

 

It is clear that although the use of cloud 

computing has rapidly increased; cloud 

computing security is still considered the major 

issue in the cloud computing environment. 

Customers do not want to lose their private 

information as a result of malicious insiders in 

the cloud. In addition, the loss of service 

availability has caused many problems for a 

large number of customers recently. 

Furthermore, data intrusion leads to many 

problems for the users of cloud computing. The 

purpose of this work is to survey the recent 

research on single clouds and multi-clouds to 

address the security risks and solutions. We 

have found that much research has been done 

to ensure the security of the single cloud and 

cloud storage whereas multi-clouds have 

received less attention in the area of security. 

We support the migration to multi-clouds due 

to its ability to decrease security risks that 

affect the cloud computing user. 
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ABSTRACT 

 Anonymization networks are creates with the help of anonymization routers. 

Anonymization routers are important resources for control the attackers in internet services. 

Anonymization routers are provides the successful solution in blocking of misbehaving users. 

Existing system anonymization networks are contains single Nymble manager related credential 

system. It is not effective under blocking of misbehaving users. Some issues and risks are present 

in current nimble system. Those risks are showing the problems in performance like scalability 

and efficiency. Present systems are not possible to detect all dimensions of attacker’s detection.  

 Overcome above all systems problems we introduce new credentials systems with group 

of Nymble managers. In different nymble managers itself we place different properties for filter 

the attackers. Using different levels of properties start the detection. In detection environment we 

use the sequential patterns procedure. Patterns consist of different rules and constraints. One 

constraint is depends on another constraint. First constraint is authorized we allow in second 

constraint. We control the more number of attackers. This systems save the sensitive data in 

different e-commerce applications. This system gives the accurate and scalable solutions in 

detection of attackers. 

KEYWORDS: Distributed Nymble managers, Anonymization Networks, Cryptographic 

techniques.

 

INTRODUCTION 

 All internet applications are offer 

high quality service providers. We use the 

Service providers for identification of 

unnecessary or unauthentication users. Many 

users collect the service by internet 

environment. All Different locations of users 

are forward the requests to web server. In 

communication system some intermediate 

routers are present. In those intermediate 

routers apply the anonymization techniques 

for detection of unauthentication users here. 

Some kinds of web servers are unable to 

detect all attackers.  

 Some problems and disadvantages 

are present in wireless ad-hoc networks. 

Incorrect user’s detection is possible in some 
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cases. It is not possible to detect the attacks 

all cases here. In detection environment some 

properties are available in sender and 

receiver also. In two components start the 

communication here. In communication 

stage path is present. There is no perfect path 

identification, how the attacker detection is 

available here. It’s impossible task for 

detection of misbehavior user.   

 Now in proposed distributed nymble 

systems add the new properties for detection 

of unauthentication users. It is improved 

system under detection of attackers. In 

following chapters implementation steps are 

available here.   

II.RELATED WORK 

 Protection is main vital role in 

accessing of data under allow process. Using 

network security concepts we trade the 

applications. Many number of application 

owners are requires new advanced features 

for control the different attackers. Previous 

existing approaches are failing under 

detection of attackers or control the attackers. 

Attackers are entering in different locations, 

all locations of attackers detection is not 

possible with previous anonymization 

approaches. Previous anonymization 

approaches are not defining total features for 

detection of various attacks. 

 First in existing approach, symmetric 

encryption and message authentication code 

schemes are introduced here. These are 

verification approaches based on hash 

functions. Hash functions related verification 

possible in particular time periods only. 

Some other new time intervals it’s not 

possible to detect the attacks. Present 

approaches are controls the less amount 

attacks in less dimensions only [1][2].  

 Second approach, trusted third party 

related approaches are introduced here. 

Trusted third party users are verification 

managers. Verification managers start the 

verification based on signatures. It is one of 

the robust technique in detection of attacks, 

but performance is increases. This approach 

computational cost is high [2]. It is related 

low speed attack detection approach.  

 After some days new approaches are 

introduced in market. Those approaches are 

blacklist and independent blacklist. 

Blacklists are separate for every location. 

One attacker is entering in network, we detect 

and store into blacklist. Same attackers it may 

chance to enter into another location once 

again start the process for detection. It is 

computationally expensive in detection of 

attackers [1][2].   

 Next new approach Group signature 

related concept. All group signatures are 

present into group manager itself. Any user 

requires the signature information without 

different users permissions directly all users 

are signatures are displayed here. Any user 

can possible to capture the different user’s 

signatures also. Attackers are also entering 

with authorized user’s signatures 

information. Whenever previous case is 

occur traffic it may chance to generate in 

network [3][4].   

 Next approach, Reputation related 

approach for controlling of attackers. 

Reputation system requires different levels 

for detection of attacks. First level training 

approach starts here. Using training approach 
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decide as a attackers or normal users. This is 

status related content. Using status related 

approach every time create the new pattern of 

network. Reputation system is called 

refinement system. Using refinement system 

impossible to detects all different types of 

attacks [4][1][3]. It is one of the good 

approach for reducing the attackers.  

    Next judgment double spending 

approach related concept. Any misbehavior 

attacker identifies into different e-commerce 

systems. Same user repeatedly enters into 

same web pages we detect as an attacker.  

This type of attacker’s detection purpose it 

does not require any proof in network people 

[5][6]. 

 Some previous systems cryptography 

related approaches also control some 

attackers without modifying of content. 

Cryptography performs the data operations 

like plain text to cipher text data. Cipher text 

data is completely unreadable. Sender 

transfers the data using outsourcing 

operations. In outsourcing we get the some 

problems like data manipulation problems [7] 

[6].    

  Another anonymization approaches, 

hiding of IP addresses control some of the 

attackers. Same attackers it may chance to 

generate the problems in other networks also 

in implementation part. Using Hiding of IP 

addresses related approach is not possible to 

detect all routers traffic. It is somewhat better 

approach in detection of attackers. 

 The above existing approaches some 

percentage of attackers we detect very easily. 

Using those above approaches 100% 

attackers’ detection is not possible. Now we 

propose new techniques in below sections or 

chapters for detection of attackers.  

III.PROBLEM STATEMENT 

 The goal of present paper minimizes 

the potential leakage of data. Now in this 

paper we introduce the Distributed Nymble 

system for reducing the threats. New 

Distributed Nymble system prevents all 

different categories of attacks, distribute the 

data as a sensitive data. We create the new 

distributed nymble system design. In Design 

many number of levels are available for 

verification without missing of any attacks. 

Every level filters some number of attacks for 

detection. It is not possible to filter, and then 

shift the requests to second levels. Filter the 

attacks in second level. This procedure 

applies repetitively until detection of all 

kinds of attacks here. New system 

experimentally shows the accurate and 

scalable solution in internet application. This 

approach is called n –round approach for 

detects all misbehavior related attacks.  

IV.PROPOSED SYSTEM 

ARCHITECTURE  

 Distributed Nymble System 

architecture consists of different components. 

Those components are  

1. User or client component 

2. Pseudonym manager component 

3. Distributed Nymble managers 

component 

4. Server component     
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Every component performs some steps of 

works. All components are combined and 

control all different types of attacks.  

  User and Client Component: 

 Each and every user registers into 

pseudonym manager and different nymble 

managers also. Two categories of managers 

give the different kinds of credentials. All 

credentials use in sequential manner. Every 

user collects the sequential pattern. Nymble 

managers are not provided any random 

number of conditions. All users systems are 

connected by server. Those privacy servers 

control the attackers. 

      

  

Fig1: Proposed System Architecture 

Pseudonym manager component:  

 Every user request first we forward to 

pseudonym manager. Pseudonym manager 

verifies the IP address. IP address is not 

authorized black the IP address. Those IP 

addresses store into blacklist. This is unique 

IP address verification approach. IP address 

is unique start the linkability to maintain the 

communication process. Pseudonym 

manager performs the mapping operation 

based on verification approach.    

Distributed Nymble manager’s 

component: 

 Distributed nymble managers follow 

the sequential verification approach. Once 

authorized in first nymble manager we allow 

in another nymble manager here. Every 

nymble manager maintains the constraints. 

One constraint is depends on another 

constraint procedure. This is entirely 

dependent based approach.  Every stage 

places the constraints without loss of 

sensitive data content. In transmission of data 

without leakage also control the data here. 

Server component:     

 Different Nymble managers are gives 

the status related to different number of users. 

Every server how many number of attackers 

are detect here that kind of complete 

information update in server. Servers every 

time active for detection of all attackers are 

also possible. There is no possibility to 

missing of attackers with the help of 

sequential approach.  

V.CRYPTOGRAPHY RELATED 

APPROACHES 

 Cryptographic functions are used in 

verification approaches. Those cryptographic 

approaches are digital certificate generation. 

In digital certificate every time update the 

new features for detection and authorized 
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with new technologies.  Certificate is 

generating with the help of hash functions 

and symmetric encryption technique also. 

These things implement proposed system 

architecture then only it works as a security 

model. It gives the accurate attackers is 

possible without leakage.  

VI.EXPERIMENTAL AND 

PERFORMANCE EVOLUTION IN 

DIFFERENT ATTACKS DETECTION   

 Here we show the comparison 

performance results in between of Single 

Nymble Manager and Distributed Nymble 

Manager. We save the more amounts of 

sensitive data without leakage compare to 

existing to proposed system architecture 

here.  

Fig2: Performance Graph in between of 

Different Approaches 

VII. CONCLUSION AND 

FUTUREWORK 

 Here in this paper we have proposed 

distributed nimble system as a new credential 

system. Proposed credential system follows 

sequential pattern. This system controls all 

different locations of attacks. New system is 

efficient and scalable under detection of 

attacks and processing of attacks also in 

implementation. In present system some new 

properties are added, these properties are 

control the different attacks here. This system 

practically works efficiently. Our work 

increases the detection of more possible 

attacks in wireless sensor network 

environment.  

VIII.REFERENCES 

[1] Omid Ardakanian, Nam Pham, 

Enhancements for Nymble System,2010 

[2] Peter Lofgren and Nicholas Hopper, 

BNymble, 2011. 

[3] Yenumula Sankara Rao, Pradeep 

 ENHANCING SECURITY BY 

BROADENING NYMBLE SYSTEM IN 

ANONYMIZING NETWORKS, 2012 

[4] Elli Androulaki, Seung Geol Choi, Steven 

M. Bellovin, and Tal Malkin, Reputation 

Systems for Anonymous Networks, 2008 

[5] Extending Nymble-like Systems, Ryan 

Henry and Ian Goldberg 

[6] Peter C. Johnson1, Apu Kapadia1,2, 

Patrick P. Tsang1, and Sean W. 

Smith1,Nymble: Anonymous IP-Address 

Blocking,2011 

[7] Matteo Maffei Kim Pecina Manuel 

Reinert, Security and Privacy by Declarative 

Design, 2011 

[8] 2011, Leonardo Aguilera, An 

implementation of accountable anonymity 

[9] Ryan Henry, Nymbler: Privacy-enhanced 

Protection from Abuses of Anonymity, 2010    

  

 

  

 

 

0

20

40

60

80

100

CT SD SN DN

delay

utility

leakage



IJOAASE Volume 1 issue 3 S                                                                                        ISSN – 2320-6136(print) 

 
36 

Distributed Wireless Network Routing: An Eaves 

1.T AnandBabu  2.N.Venkatram 3.M.Nirupa 

1.M.Tech student,Dept of Computer Science,Nova’s Institute of Technology,Eluru 

      2.Associate professor,HOD of Computer science,Nova’s Institute of Technology,Eluru 

     3.Assistant professor,Dept of Computer science,Nova’s Institute of Technology,Eluru 

Abstract 

The time and technology in the current trend of change is a dollar currency. In this context of our 

research paper, we tries give emphasis on the technology which is already there, but not to the 

simplified one. In wireless network routing is the most fundamental factor and if that to a 

distributed we need mechanism to control the efficiency and its operational activities such as 

packet dropping, data loss, authentication and others which involved is the most standard 

encryption and decryption algorithm. In this paper, we address the concept of Floyd-Warshall 

Algorithm to give the thread based security mechanism to protect the data and give the very best 

distributed optimization to the networking. In the Routing we use the concept of wireless in the 

networking i.e. the FWKernel Algorithm; which provides the thread based ID in the distributed 

base and ensure the efficiency and optimality in the passage of acknowledgement. 

Keywords: Dynamic Routing, Bellman-Ford Algorithms, Floyd-Warshall Algorithm, FWKernel 

Algorithm

.  

1. Introduction 

An important concept in network 

security is trust, interpreted as a relation. 

Among entities that participate in various 

protocols to maintain the pooper way of 

communication. Trust relations are based on 

evidence related to the previous interactions 

of entities within a protocol. If we consider 

the history of trustworthy let us consider the 

below mentioned example as our 

introductory evidence to make our research 

to next extend. 

 

In May 2003, spammers hijacked an 

unused block of IP address space owned by 

Northrop Grumman, and used the address 

space to send spam email [2]. It took two 

months for Northrop Grumman to resolve the 

situation and get the rogue routing 

announcements blocked. 
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Figure 1.1: Malicious node 1 announces 

address prefixes that it does not own. 

 

For about 18 minutes on April 8, 2010, 

Chinese Telecom rerouted traffic destined to 

about 15% of the address space through 

servers in China. This incident reportedly [3] 

also affected traffic destined to US 

government and military sites, including 

those for the US Senate, four branches of the 

military, the  secretary of defense, and 

NASA. The network traffic was forwarded 

further to the destination. Such forwarding 

can be done transparently without the owner's 

knowledge, as described in [1].  

 

Several cryptographic countermeasures have 

been proposed still now after the incident. 

However, deployment of these new protocols 

is complicated by the fact that participation 

of all in the Internet is required to achieve 

significant security benefits. Since the 

Internet currently consists of approximately 

35000 independently administered, many of 

which are small regional ISPs or enterprise 

networks, speedy deployment of a new 

version of BGP cannot be expected. We 

argue that for any practical solution that will 

be eventually deployed, incentives must be 

provided to early adopters, and security 

benefits must exist even for small scale 

deployments. 

  

2. Related work 

 

 In the medium of ether the data and 

its cryptographic technology to its strong 

robustness to medium injection by third part 

is most important and crucial in today’s 

world of technology in the field of 

networking. Hence, in this related technology 

work field of this paper we tires take the 

consideration fig.1.1 of introduction part and 

other related aspect to make our methodology 

i.e. the proposed algorithm the best to suite to 

market of networking in all the aspect which 

will lead to our future work of enhancement. 

Although Autonomous Systems are free to 

choose their route preferences and route 

export policies, certain policy combinations 

can lead to permanent oscillations in the 

routing system. In these oscillations, routers 

exchange control plane messages in a 

cyclical fashion indefinitely. An example of 

such a policy choice is illustrated in in Figure 

2.1(a). The two BGP speakers represented by 

nodes 1 and 2 are configured as follows. To 

reach node 0, node 1 prefers the indirect route 

through node 2 over the direct route. 

Similarly, node 2 prefers the indirect route 

through node 1. An oscillation may occur as 

follows. Initially the nodes select the direct 

route 10 and 20, respectively, and the nodes 

simultaneously update each other about the 

route they are using. Subsequently, they both 

switch to the two indirect routes 210 and 120, 

creating a transient loop between nodes. This 

problem is significant because routers must 

already process route updates for some 350; 

000 address prefixes in the Internet, causing 
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a heavy load even without oscillations. 

Oscillations can also cause unacceptable 

delays or packet drops in the data plane. As 

illustrated above, loops in the data plane may 

arise and data packets may be dropped. Path 

changes during oscillations can also interfere 

with TCP that monitors end-to-end delays 

and expects regular timing of 

acknowledgements; oscillations may lead to 

severe performance degradation for the user. 

 
Fig.2.1 Describing Presence of a dispute wheel is necessary but not sufficient for 

oscillations. 

 

In the control plane, oscillations increase the 

number of route updates, which may 

overload the routers that are not able to 

process the messages at high enough speed.  

 

3. Methods 

 Technology is such a terminology in 

the field of Computer Science which means 

the “Change”, i.e. in this paper we tries to 

give emphasis on such algorithm that gives 

best suite solution the distributed wireless 

networking routing . By considering the 

aspect of threading to process the data faster 

and to make data safer we need various 

concepts which is reflected in the algorithm. 

We have analyzed by taking a small example 

in order to understand the system better and 

easy. Network operators need to carefully 

balance the load in the network in order to 

efficiently use the existing link capacity. In 

addition, they need to handle planned 

equipment maintenance and unplanned 

failures gracefully, without noticeable 

disruptions to the users. This challenging task 

is further complicated by the fact that traffic 

patterns change significantly during the day, 

and network operators need to satisfy strict 

service level agreements (SLAs) which 

specify, e.g., the maximum average delay 

that the network traffic can experience.  
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Fig: 3.1 showing the Pictorial flow of Nodes 

in the Network Traffic 

 

Figure 3.1 illustrates the advantages and 

disadvantages of two possible techniques that 

can be used to protect against failures local 

path protection and global path protection. In 

local path protection, the failure is repaired 

locally by sending the traffic on an alternate 

route between the two endpoints of the failed 

link. The figure illustrates the disadvantage 

of this approach congestion in the 

neighborhood of the failure where the 

rerouted traffic shares a link with another 

flow. Global path protection sends the traffic 

on an alternate end-to-end path. 

 

These spurious updates can be caused 

by several router-level mechanisms that 

delay the propagation of update messages (to 

reduce overhead and improve stability) or 

limit visibility into the alternate routes (to 

improve scalability), including as follows.  

 Route flap damping: Route flap damping 

temporarily suppresses a route if it appears 

unstable. As a result, a router may 

temporarily select a less-preferred route.  

MRAI timers: The Minimum Route 

Advertisement Interval (MRAI) timer paces 

BGP update messages. Delaying message 

delivery can cause a router to temporarily 

select a lower-ranked alternate route. 

Router queuing mechanisms: The BGP 

message queues between routers delay the 

delivery of updates. These queues, coupled 

with optimizations that stop generating new 

messages when the queue grows large, can 

lead to delays in selecting the highest-ranked 

route. 

Cluster routers: Large routers are 

distributed, with BGP sessions terminating 

on different processor blades. To improve 

scalability, these blades do not exchange full 

information with each other, which may lead 

to a temporary selection of a less-preferred 

route. 

 

Proposed router extensions: Extensions to 

the BGP route-selection process were pro-

posed to improve router reliability or to 

reduce convergence time. This changes the 

timing of routing decisions. 

All spurious updates share two common 

properties:  

(i) a router can only send spurious updates  

for a short time after receiving information 

changing its most preferred route, and  

(ii) Spurious updates are based on routes that 

have been recently available (including 

spurious withdrawals because \no route" is 

always available). DPVP allows any spurious 

update with these properties. 

We argue that such model is general enough 

to capture all spurious updates, but at the 

same time we show that the model is not 

overly broad. Just as local routing policies 

can affect global convergence, the local 
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engineering decisions that cause spurious 

updates can also trigger oscillations and slow 

convergence exponentially. Eliminating all 

sources of spurious updates would require 

major changes to router design and the BGP 

protocol. Some of these mechanisms are 

important for reducing protocol overhead and 

improving scalability, making it unappealing 

to eliminate them entirely. Protocol 

designers, router designers, and network 

operators could strive to reduce the frequency 

and duration of spurious updates. However, it 

is not clear that such a quest is warranted or 

plausible. Rather than advocating for a world 

free of spurious updates, we argue for a better 

understanding of their consequences. 

 

The algorithm uses a duplicate copy 

of the graph that is identical to the original 

graph when the algorithm starts. To avoid 

global memory communication, the use of 

this identical graph P and the original graph 

G are interchanged. The algorithm performs 

a series of iterations, where P initially holds 

the results for the first iteration, its use is 

swapped so that the algorithm thinks P is now 

G for the second iteration. This swapping 

occurs for every iteration until the complete 

result is formulated. Utilizing two data 

structures such as this ensures that read-after-

write inconsistencies are eliminated. The 

intention is that threads calculating the results 

will fit into a sub-block of the graph that is 

dynamically assigned to the thread block. 

The kernel for this algorithm is executed jV j 

times, with the use of G and P alternating 

with each execution.  

 

Threads within a block are executed in a 

group of 32, known as a warp. As each half-

warp share the row G[k; j]; j = blockIdx:x _ 

16; blockIdx:x _ 16 + 1; :::; blockIdx:x _ 16 

+ 15 and one element G[i; k] where i = 

blockIdx:y _ 16; blockIdx:y _ 16 + 1; :::; 

blockIdx:y _ 16 + 15 the row G[k; j] and the 

column G[i; k] are copied into shared 

memory for every thread block. 

Threads whose corresponding row address, 

blockIdx:y, is 0, copy the row data, and 

threads with 0 for their column address, 

blockIdx:x, copy the column data. The data 

for both row and column is copied from G. 

Once this is complete, the standard Floyd-

Warshall computation is performed on the 

data that has been copied into shared 

memory. The result is then written back to P 

as shown in line nine of Algorithm 13. 

 

Algorithm Floyd-Warshall (G; P) 

 Allocate and copy G; P to device 

 for i = 0 to j V j 

 if i%2 6= 0 then 

 FWKernel(G; P) 

 else 

 

 Allocate  FWKernel(P;G) 

 

Algorithm FWKernel (G; P) 

 threadID= obtainThreadID(From 

Network) 

 row[16] **Shared // Shared Path  

 column[16] **Shared// Allocate 

 if threadIdx.y = 0 then 

 row[threadIdx.x] = G[threadID] 

 if threadIdx:x = 0 then   // Path to the 

optimized way 

 column[threadIdx.y] = G[threadID] 

 P[threadID]=min(G[threadID], 

row[threadIdx.x] + 

column[threadIdx.y]) 
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 Close the threadID. // Connection 

 

Where jPj is the number of cores on the GPU. 

Clearly, this provides a slight asymptotic 

speed-up over the standard CPU version of 

Floyd-Warshall that runs in O(n3) time. 

 

The algorithm has been optimized to ensure 

that read and write operations from global 

memory are coalesced, so as to access as 

much data as possible in one processor cycle, 

thus reducing the latency on memory 

accesses. Ensuring that the efficiency of the 

memory is as great as possible. As with the 

algorithm described this algorithm can be 

expanded to work across multiple GPUs, or 

simply with larger graphs than the GPU can 

store at one time.  

4. Conclusion and Future Enhancements 

 In this paper we tries to give emphasis 

on the dynamic routing model where we 

First, we introduced a new model, that 

provides a convenient and accurate 

framework for understanding the dynamic 

properties of interdomain routing. Using this 

model, we resolved a decade-long open 

question that asks for the necessary and 

sufficient conditions under which routing 

policies are safe. Policy induced oscillations 

are responsible for temporary losses of 

connectivity, creation of transient loops 

leading to packet losses, and frequent route 

changes have negative impact on TCP 

performance. 

Second, we studied the security of 

interdomain routing. We started with the 

observation that current proposals of secure 

interdomain routing protocols cannot yield 

measurable security benefits in small scale 

deployments, and network operators do not 

have incentives for early adoption. We 

identified a combination of mechanisms that 

provides significant and measurable security 

benefits to participants and non-participants 

alike even if the proposed solution is only 

deployed by a small group of participants. If 

deployed in the Internet, our solution can 

significantly reduce the occurrence of route 

black holing and data interception caused 

either by malicious attacks or missed 

configurations which lead to next level of 

research. 
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Abstract – In this paper we explores a method for measuring the performance of FEC coding combining with 

interleaving in reducing the packet loss in IP networks. In order to evaluate the performance of FEC data can be 

transfer from the source to destination and creates the packet loss voluntarily, at the destination the lost packets 

can recovered using FEC decoder. The performance of the FEC coding can be measured using an analytical method 

stated in this paper. Here we use the single multiplexer network model for transmission of the data from multiple 

sources to destinations. In this a unified approach provides an integrated framework for exploring the compromises 

between the various key parameters i.e. channel coding rates, interleaving depths, block lengths. It provides the 

selection of various optimal coding strategies with various QOS requirements and system constraints. 

  Index Terms- FEC Coding, interleaving, packet loss rates, multiplexer network model, multi session and single 

session. 

 

INTRODUCTION 

The packet transport service provided by 

representative packet-switched networks, including 

IP networks, is not reliable and the quality-of-service 

(QoS) cannot be guaranteed. The  Packets may be lost 

on their route, Switching nodes requires more 

processing power as the packet switching protocols 

are more complex, Switching nodes for packet 

switching require large amount of RAM to handle 

large quantities of packets, A significant data 

transmission delay occurs - Use of store and forward 

method causes a significant data transmission. 

 

Packets may be discarded due to excessive 

bit errors and failure to pass the cyclic redundancy 

check (CRC) at the link layer, or be discarded by 

network control mechanisms as a response to 

congestion somewhere in the network.  

 

 

Fig1: Packet switched networks (datagram) 
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Forward error correction (FEC) coding has often been 

proposed for end-to-end recovery from such packet 

losses. FEC can be defined as 

A class of methods for controlling errors in a one-way 

communication system. FEC sends extra-

information along with the data, which can be used 

by the receiver to check and correct the data. Codes 

that include the unmodified input in the output are 

systematic, while those that do not are 

nonsystematic. 

A novel technique based on forward error correction 

(FEC) has been proposed that allows the destination 

to reconstruct missing data packets by using 

redundant parity packets that the source adds to each 

block of data packets. 

Example: an analog to digital converter that samples 

three bits of signal strength data for every bit of 

transmitted data. If the three samples are mostly all 

zero, the transmitted bit was probably a zero, and if 

three samples are mostly all one, the transmitted bit 

was probably a one. The simplest example of error 

correction is for the receiver to assume the correct 

output is given by the most frequently occurring value 

in each group of three. 

 

Forward Error Correction is particularly well 

suited for satellite transmissions, where bandwidth is 

reasonable but latency is significant. 

The use of FEC in applications provides a 

double-edged sword. From an end user’s perspective, 

FEC can help recover the lost packets in a timely 

fashion through the use of redundant packets, and 

generally adding more redundancy can be expected to 

improve performance provided this added redundancy 

does not adversely affect the network packet loss 

characteristics.  

On the other hand, from the network’s perspective, 

the widespread use of FEC schemes by end nodes will 

increase the raw packet-loss rate in a network 

because of the additional loads resulting from 

transmission of redundant packets. Therefore, in 

order to optimize the end-to-end performance, the 

appropriate trade-off, in terms of the amount of 

redundancy added, and its effect on network packet-

loss processes, needs to be investigated under 

specific and realistic modelling assumptions. 

Types of FEC: The two main categories of FEC are 

block coding and convolutional coding.1) 

Convolutional codes work on bit or symbol streams of 

arbitrary length. This code can be turned into a block 

code, if desired. Convolutional codes are most often 

decoded with the Viterbi algorithm, though other 

algorithms are sometimes used. 2) Block codes work 

on fixed-size blocks (packets) of bits or symbols of 

predetermined size. There are many types of block 

codes, but the most notable is Reed-Solomon coding 

because of its widespread use on the Compact disc, the 

DVD, and in computer hard drives. Block and 

convolutional codes are frequently combined in 

concatenated coding schemes in which the 

convolutional code does most of the work and the 

block code (usually Reed-Solomon) "mops up" any 

errors made by the convolutional decoder. 

Advantages: EDAC has a number of advantages for 

the design of high reliability digital systems: 

1) Forward Error Correction (FEC) enables a system to 

achieve a high degree of data reliability, even with the 

presence of noise in the communications channel. 

Data integrity is an important issue in most digital 

communications systems and in all mass storage 

systems. 

2) In systems where improvement using any other 

means (such as increased transmit power or 

components that generate less noise) is very costly or 

impractical, FEC can offer significant error control and 

performance gains. 

3) In systems with satisfactory data integrity, 

designers may be able to implement FEC to reduce 

the costs of the system without affecting the existing 

performance.  
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This is accomplished by degrading the performance of 

the most costly or sensitive element in the system, 

and then regaining the lost performance with the 

application of FEC. 

In general, for digital communication and storage 

systems where data integrity is a design criterion, FEC 

needs to be an important element in the trade-off 

study for the system design. The introduction of the 

Per FEC line of FEC encoders and decoders makes 

powerful FEC implementation a realistic goal for most 

digital communication and storage systems. More 

than ever before, FEC is available for a wide range of 

applications. 

Most telecommunication systems used a fixed channel 

code designed to tolerate the expected worst-case bit 

error rate, and then fail to work at all if the bit error 

rate is ever worse. However, some systems adapt to 

the given channel error conditions: hybrid automatic 

repeat-request uses a fixed FEQ method as long as the 

FEQ can handle the error rate, then switches to ARQ 

when the error rate gets too high; adaptive modulation 

and coding uses a variety of FEQ rates, adding more 

error-correction bits per packet when there are higher 

error rates in the channel, or taking them out when they 

are not needed. 

Averaging noise: To reduce the errors FEC could be 

said to work by "averaging noise"; since each data bit 

affects many transmitted symbols, the corruption of 

some symbols by noise usually allows the original user 

data to be extracted from the other, uncorrupted 

received symbols that also depend on the same user 

data. Because of this "risk-pooling" effect, digital 

communication systems that use FEC tend to work 

perfectly above a certain minimum signal-to-noise 

ratio and not at all below it. This all-or-nothing 

tendency becomes more pronounced as stronger codes 

are used that more closely approach the theoretical 

limit imposed by the Shannon limit. Interleaving FEC 

coded data can reduce the all or nothing properties of 

transmitted FEC codes. However, this method has 

limits. It is best used on narrowband data.  

This explores a framework for using Forward Error 

Correction (FEC) codes with applications in public and 

private IP networks to provide protection against 

packet loss. The framework supports applying FEC to 

arbitrary packet flows over unreliable transport and is 

primarily intended for real-time, or streaming, media.  

This framework can be used to define Content 

Delivery Protocols that provide FEC for streaming 

media delivery or other packet flows.  Content 

Delivery Protocols defined using this framework can 

support any FEC scheme (and associated FEC codes) 

that    is compliant with various requirements defined 

in this document. Thus, Content Delivery Protocols 

can be defined that are not specific to a particular FEC 

scheme, and FEC schemes can be defined those are 

not specific to a particular Content Delivery Protocol. 

Interleaving:  

Interleaving in computer science is a way to arrange 

data in a non-contiguous way in order to increase 

performance. It is used in: Time-division multiplexing 

(TDM) in telecommunications, Computer memory 

and Disk storage. Interleaving is mainly used in data 

communication, multimedia file formats, radio 

transmission (for example in satellites) or by ADSL. 

The term multiplexing is sometimes used to refer to 

the interleaving of digital signal data. Interleaving was 

used in ordering block storage on disk-based storage 

devices such as the floppy disk and the hard disk. The 

primary purpose of interleaving was to adjust the 

timing differences between when the computer was 

ready to transfer data, and when that data was 

actually arriving at the drive head to be read.  

Interleaving was very common prior to the 1990s, but 

faded from use as processing speeds increased. 

Modern disk storage is not interleaved. 

A method for making data retrieval more efficient by 

rearranging or renumbering the sectors on a hard disk 

or by splitting a computer's main memory into sections 

so that the sectors or sections can be read in alternating 

cycles. i.e. Iinterleaving was used to arrange the 

sectors in the most efficient manner possible, so that 

after reading a sector, time would be permitted for 

processing, and then the next sector in sequence is 

ready to be read just as the computer is ready to do so. 

Matching the sector interleave to the processing speed 

therefore accelerates the data transfer, but an incorrect 
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interleave can make the system perform markedly 

slower. 

Here we explores a brief study of the overall 

effectiveness of packet-level FEC coding, employing 

interlaced Reed-Solomon codes, in combating 

network packet losses and provide an information- 

theoretic methodology for determining the optimum 

compromise between end-to-end performance and 

the associated increase in raw packet-loss rates using 

a realistic model-based analytic approach. Intuitively, 

for a given choice of block length we expect that there 

is an optimum choice of redundancy, or channel 

coding rate, since a rate too high (low redundancy) is 

simply not powerful enough to effectively recover 

packet losses while a rate too low (high redundancy) 

results in excessive raw packet losses due to the 

increased overhead which overwhelms the packet 

recovery capabilities of the FEC code 

1. Single Source Model 

Single multiplexer model- The performance of the 

network is limited by a single bottleneck node, the 

network can often be modelled in terms of the single 

multiplexer. The single multiplexer is queuing system 

which consist of three parts one is the arrival process 

of the packets from N different sources Si at arrival 

rate i , second buffer that to hold up to the k 

packets and last one is  an output link with averaging 

packet service rate  , assume that packet service 

times are independent and identically Distributed 

(i.i.d) with an exponential distribution and average 

packet service time T=1/  , the normalized load to 

system is  / .  

The packet arrives to the single multiplexer from 

single source or multiple sources. The single source 

corresponds to the per-flow control from the traffic 

(assigns fixed bandwidth). Whereas multiple source 

having no per-flow control is applied. Here the packet 

shares the bandwidth of the output and buffer. 

 

 

Fig. 2 single multiplexer network model 

 

Source Model- Assume that the packet arrival process 

for each source Si is renewal process. The packet 

interval times are i.i.d with probability density 

function a(t). erlang inter arrival time distribution is  
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For erlang distribution, the average arrival rate is 

hi /  when h=1, a(t) becomes exponential and 

arrival process is Poisson when h , the variance 

of a(t) converges to 0 and the interval time becomes 

deterministic with period i/1    

System model for FEC performance Evaluation– 

Consider communication system illustrated in Fig.1 

suppose there are N homogeneous and independent 

data sources sharing the single multiplexer and each 

source generates packets with average rate  i . The 

FEC coder for each source applies the Reed Solomon 

codes. RS(n, k) to the packets from the source, which 

means for every block of k source information packets 

it creates additional n-k parity packets to the 

network. The channel coding rates is given by RC = k/n. 

because of this channel rate, the packet arrival rate 

into the network will increase cii R/  . 
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The random variable Np denotes the number of lost 

packets within a block. If ,knNp    then assume 

that all the lost packets are recovered by the channel 

decoder. Assume that ),( njp  denotes the block 

error distribution, the expected number of lost 

packets within a block is  

  



n

knj

p njPjNE
1

),(*  

And the expected number of the lost information 

packets within a block is 
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Finally the effect information packet loss rate after 

channel decoding is 
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Fig3. Communication Channel 

Evaluation Metric: Packet loss probability or Frame 

loss probability 

The frame loss metric is more suitable than the packet 

loss probability for evaluation of FEC performance the 

frame lost probability FLReff  is given by   

 


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The differences between residual packet loss 

probabilities and frame-loss probabilities with 

decoding and without decoding denoted by FLReff – 

FLRwo respectively.  

A single-multiplexer model for this bottleneck node is 

widely used to analyze the associated queuing-related 

Packet losses, e.g., losses due to buffer overflows and 

excessive delays. Since the correlation level of the 

packet-loss process has great impact on the FEC 

efficacy, this dependence using the autocorrelation 

function of the packet-loss process 

Autocorrelation function of packet loss processes- 

For this packet loss process we use the 

autocorrelation function to characterize the 

dependence between the packet loss events over the 

time, let {Yi} random sequence represent the packet 

loss process with 1 denoting the loss and 0 denoting 

the reception if {Yi} is stationary then autocorrelation 

function of {Yi} is given as 
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 Where l  is the lag and  y is the expectation of the 

sequence {Yi}. The performance of FEC in recovering 

network packet losses. Redundant parity packets was 

proposed to reconstruct lost data packets and the 

corresponding performance evaluation indicated that 

residual packet-loss rates can be reduced up to three 

orders of magnitude. FEC performance with single 

source FEC without Interleaving - Suppose there is 

only one user for multiplexer the key quantity in 

evaluating the residual packet loss rate after FEC 

decoding is ),( njp , the block-error distribution for 
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an arbitrary number n of consecutive packets. 

Queuing system there are two types of queuing 

system denoted as M/M/1/K queue: finite buffer 

queue with Poisson intervals and exponential service 

times and  extension of G/M/1/K queue: the finite 

buffer with general independent and identically 

distributed interval times and exponential service 

times.     

 

Fig. 4 state transition of arrival-epoch system size  

Analysis of Block error Distribution: suppose there is 

only one source sharing multiplexer and the packet 

inter arrival times are i.i.d with arbitrary probability 

density function )(ta , single multiplexer can be 

modeled  as a standard G/M/1/K queue. Discrete-

time marcov chain: let Xn be the no.of packets in the 

buffer just before the nth packet arrives at the system 

because the memoryless property of the exponential 

service time { Xn} lets consider the above figure 4 with 

state space S={0,1,2,…K}.  

 

Numerical example: The Fig. 4 shows the effective 

packet loss rates effPLR  computed according to  
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 With different coding block size n=63,127,255 and 

511 as a function of coding rates RC = k/n. having the 

Poisson arrivals (h=1),  =0.8, k=10.  

 

Fig5: effective packet loss rates With different coding 

block size n=63,127,255 and 511 as a function of 

coding rates RC = k/n. having the Poisson arrivals 

(h=1),  =0.8, k=10 

The above fig shows the FEC performance with 

different numbers of sources multiplexed, where the 

load from each source is fixed at λi = 0.02 with buffer 

size K = 10 and coding block size n=63 .  It shows that, 

with an increase in the number of sources N, the 

effective packet-loss rates increase due to the 

increased system 

load. Suppose now the load from each source is again 

λi = 0.02 and the required effective packet-loss rate is 

10-6. 

FEC with Block Interleaving- FEC performance is 

often limited by the bursty nature of typical packet-

loss processes, and block interleaving techniques are 

frequently used to reduce the burstiness of the 

packet-loss processes in networks, thereby improving 

FEC performance. In this section, we analyse the 

efficacy of interleaving in reducing the burstiness of 

network packet-loss processes and in improving the 

FEC performance. Interleaving Operation: Before 

packets being transmitted into the network, packets 

are filled into an M1*M2 Row wise. 
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Fig 5: Illustration of block interleaving operation 

(interleaving depth=M1). 

The above fig shows the case of deterministic 

arrivals(h=∞) with all other system parameters the 

same as in Fig. 6 Compared to Fig. 5 shows that for 

more deterministic source arrivals an increased 

coding rate Rc is required to achieve the optimum 

performance. Figure demonstrate that with 

interleaving the performance of FEC coding can be 

greatly improved, and interleaving with even larger 

depth can achieve increasingly improved 

performance. 

 

(a) 

 

(b) 

Fig6: (a) Evaluate interleaving FEC performance 

Poisson arrival (b) Evaluate interleaving FEC 

performance deterministic arrival. 

 

2.  FEC Performance with Multiple 

Sources (N>1) 

Here, we proceed to explore the FEC performance 

in case of multiple sources sharing the multiplexer. In 

order to facilitate the analysis, here assume in the 

packet arrival process seen by the multiplexer from 

each source is Poisson. 

 

FEC Performance without Interleaving: In order to 

evaluate the FEC performance for one of the N 

sources, the block-error distribution P(j,n). For a 

single isolated source is required. Here we discuss 

different method to compute P(j,n) for the  

N*M/M/1/K. queue, which can be extended easily to 

incorporate the analysis for interleaving.  

Analysis of Block-Error Distribution for a Single 

Source: Assume the packets arriving at the single-

multiplexer come from N independent sources: S1, 

S2……Sn. indicates that, for N homogeneous sources 

with a fixed overall load ρ, the loss process of a single 

source becomes less and less correlated with 

increasing N 
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Fig7. FEC performance with N homogeneous sources; 

Poisson arrivals, load from each source fixed at ρi 

=0.02, K=10 block size n=63 

 

Fig8.  Multiplexing gain achieved by FEC coding with 

different coding block sizes n; Poisson arrivals, the 

effective packet-loss rate fixed at PLReff= 10-6, load 

from each source fixed at ρi=0.02,K=10 

Now look at the FEC performance in improving the 

Statistical multiplexing gain. Suppose the FEC coder 

for each homogeneous source applies an RS(n,k)code 

to the packets from the corresponding source coder. 

The channel coding rate remains Rc = k/n. As a result 

of the channel coding, the packet arrival rate into the 

single-multiplexer will increase to λ1 = λi/Rc. We 

assume that the average load from each source is 

fixed while the total load ρ = λ/μ changes with varying 

N. 

FEC Performance with Interleaving: Now we suppose 

the packets from each homogeneous source are 

interleaved with the same interleaving depth before 

being transmitted into the network. The algorithm for 

computing the block-error distribution P(j,n) for a 

single source can be extended to include the 

interleaving procedure, as provided in previous 

Section. It can be expected that, compared to the 

case of a single source (N=1), the need for interleaving 

will be significantly reduced in a multiplexing 

environment (N ≥ 2), due to the already reduced 

packet-loss correlation as a result of the natural 

interleaving effect of multiplexing. Fig. 8 shows the to 

the already reduced packet-loss correlation as a 

result of the natural interleaving effect of 

multiplexing Depths, where the number of sources is 

N = 3 and the total system load is fixed at ρ =0.8 

(Scenario 1) with buffer size K = 10. As expected, 

when, in order to optimize the FEC performance, an 

interleaving depth M ≥ 10 is required,  

 

Fig9. Effect of interleaving on FEC performance with 

N=3 sources; Poisson arrivals, total load fixed at ρ = 

0.8, K = 10, n=63. 

FEC performance with different numbers of sources N 

for a given total load ρ=0.8. It shows that when the 

number of sources N increases, the need for 

interleaving depth decreases, which means reduced 

latency associated with the interleaving/de-

interleaving operation. When N ≥ 14, interleaving 

makes an insignificant difference in FEC performance, 

because in this case the packet-loss process of each 

source is nearly independent. 

3. Potential of  FEC 
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Channel Model for Packet Transmission over 

Networks: Consider a channel model for packet 

transmission over a general packet-switched 

network. Assume a packet has M-bits. It is either 

transmitted and received by the receiver, or is lost 

due to network congestion or buffer overflow. For a 

received packet, bit errors may be introduced. Then 

packet transmission over networks can be modeled 

for coding purpose in terms of serial bit by bit 

transmission of M-bit symbols either over a binary 

symmetrical channel (BSC) with crossover probability 

ρ (state 0) or over a binary erasure channel (BEC) 

(state1),  

Both of which are illustrated in Fig. 10 where ǿ is used 

to indicate the erasure symbol. A lost packet 

corresponds to the entire codeword symbol of m bits 

being erased, while a received packet means each of 

the m bits is sequentially transmitted over the BSC. 

This channel model belongs to the class of Block 

Interference Channels 

 

Fig10. Component channels of BIC corresponding to 

packet delivery and loss. 

 

Fig11. Simplified communication system model. 

Block Interference Channels (BIC), introduced by 

McEliece and Stark. Let S € {0,1} represent the state 

space of the BIC. If the state transitions are 

independent, then the Shannon capacity of the BIC is 

given as, 

C = Es{Cs}; bits/transmission 

Where Cs is the capacity of the component channel s 

€ 

S, and the expectation is over the state space S. It 

Follows that 

C = (1-ρ) * (1-H(p)); bits/transmission, 

Where ρ is the probability of being in the loss state 

and H(p) is the binary entropy function,  

H(p) = -p log p-(1-p) log (1-p); 0 ≤ p ≤ 1. 

4. Information Theoretic Bound On FEC 

Suppose the interleaving is ideal, and consequently 

the packet-loss process seen by the channel decoder 

is independent. If we consider the interleaver and the 

de-interleaver as components of the coding channel, 

then the channel, consisting of the interleaver, the 

single-multiplexer and the de-interleaver, can be 

modeled as a BIC with independent state transitions 

Here we consider only the packet losses caused by the 

buffer overflows, and assume no bit errors, i.e., the 

BSC crossover probability p=0. Let PL be the packet 

loss rate of the single-multiplexer, so p= PL. Then 

 

C=(1-p)*(1-H(p))=1- PL 

 

Assume the source creates packets at rate λ and the 

packet service rate is μ. Then the normalized system 

load before coding is ρ = λ/μ. The channel encoder 

applies channel coding (not necessarily RS codes) 

with coding rate Rcto the source traffic. 

 

Fig12. Schematic illustration of the functional 

relationship C =1 – f ( ρ / Rc ), for different values  
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of ρ with 

 ρ1 ≤ ρ 2≤ ρ3. 

Then the normalized system load after coding will 

increase to ρ1 = ρ/Rc. Given the buffer size K, the 

average raw packet loss rate PL depends only on the 

load ρ1, as expressed by PL = f(ρ1 ) = f(ρ / Rc) 

Where the function f can be determined by queuing 

analysis of the single-multiplexer model  C = 1 - PL = 1 

– f(ρ / Rc) 

For a given load, we can plot the functional 

relationship of C with Rc. The channel coding theorem 

establishes that any rate less than the channel 

capacity can be supported with arbitrary low error 

probability. In other words, with regards to our model 

discussed here, as long as the channel coding rate Rc 

is smaller than the BIC capacity C, the source rate can 

be supported with arbitrarily high reliability. 

 

Fig13. The upper bound on the source loads ρ max 

predicted by the channel capacity considerations, 

compared to the maximum source loads ρ max that can 

be supported at a fixed effective packet-loss rate 

PLReff = 10 -5 using FEC coding; Poisson arrivals, ideal 

interleaving, 

 

For the M/M/1/K model shows the upper bound on 

the source loads that can be supported as predicted 

by the preceding channel capacity considerations. It 

shows that with increasing coding block size the end-

to-end performance achieved by FEC coding 

approaches that predicted by channel capacity. 

 

Fig14. The upper bound on the source loads ρ max 

predicted by the channel capacity considerations, 

compared to the maximum source loads ρ max that can 

be supported at a fixed effective packet-loss rate 

PLReff = 10 -5 using FEC coding; Poisson arrivals, ideal 

interleaving, using FEC coding; Poisson arrivals, ideal 

interleaving, K = 5. 

The case of a smaller buffer ( K = 5). The two figures 

indicate that, generally, the system with a larger 

buffer has a larger capacity. Note that in these two 

figures the capacity C is the capacity of the single-

multiplexer combined with an ideal interleaver/de-

interleaver, and not the capacity of the single-

multiplexer itself.  Actually, the capacity of the single-

multiplexer channel can be greater than C described 

here since the capacity of the memory less 

interleaved channel is generally lower than the 

capacity of the original channel. 

5. Conclusion 

As the above analysis on the efficiency of FEC 

in packet losses in networks based on a single-

multiplexer network model and explored potentiality 

of the FEC in recovering the packet losses occurred 

due to congestion at a bottleneck node of a packet-

switched network, provided that the coding rate and 

other coding parameters are appropriately chosen. A 

discrete-time Markov chain model is used to analyse 

the efficacy of interleaving in improving the FEC 
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performance and determined how much interleaving 

depth is required for FEC to approach the optimum 

performance.  

6. Future scope 

The implementation complexity of FEC 

coding and the corresponding coding/decoding delay 

also need to be considered, which an issue 

particularly important for real-time applications. One 

objective for future work is the analysis of the 

additional delay caused by the FEC coding, perhaps 

combined with interleaving/de-interleaving. 

Likewise, the application of FEC for network transport 

is limited by the time-varying and often uncertain 

error characteristics of the channel, which makes the 

appropriate choice of FEC coding rate difficult to 

determine. In real-world applications, FEC coders are 

required which can adapt the channel code rate to 

the time-varying channel conditions. 
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ABSTRACT 

 Wireless networks are not depends on cables and wires in between of different devices 

here. It is utilizes the less amount of bandwidth compare to wired networks. Network or network 

topology creates with the help of dynamic nodes of environment procedure. In network topology 

start the transmission of packets using different time intervals and resources. Data transmission 

start based on multi hop network using multi paths. Previous existing system related multi paths 

or multi channels of different networks are not efficient for transmission of total packets in receiver 

side. Tree based wireless sensor networks are failure for transmission of packets. Different 

networks contains different number of issues are present for transmission of packets. Those 

problems related to QoS parameters content.  

 The above all systems related algorithms or networks limitations we overcome with the 

help of virtual tree based networks. These virtual tree based networks provide the solutions for 

variable data load also. In virtual tree we use the coordinated spanning tree algorithm in 

implementation. These algorithms work as efficient algorithms in data transmission and collecting 

data also. Here we check the performance related to different number of QoS parameters. All 

performance shows the result as increased performance. At last we compare the previous 

algorithms and proposed algorithms. Proposed algorithms are best we provided in implementation 

related to delay, throughput and latency.  

KEYWORDS: Wireless Sensor Networks, Coordinated Spanning tree algorithms, QoS 

parameters.  

I.INTRODUCTION 

 Virtual tree based wireless sensor 

networks contains major objectives. Those 

major objectives are high data rate 

transmission with minimum cost and 

resources. Wireless sensor networks provide 

the services in different applications like 

remote data transmission applications.  Here 

we consider the concept of fast data 

collection in receiver side. Data collection 

tasks are possible with the help of different 

layers.  
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 Previous wireless sensor networks are 

spanning the complete networks with the 

help of time division multiplexing concepts 

(TDMA) in single channel. It is not give the 

proper solution for collecting efficiently. 

After some days we offer multiple channels 

for data transmission. Multi channels tasks 

also some interference problems are available 

here.   

 The above all interference problems 

we overcome using virtual tree based 

wireless sensor networks for data 

transmission. In virtual tree based network 

adding the coordinated spanning tree 

algorithms. It controls interference and gives 

the optimal solution in fast data collection. 

II.RELATED WORK 

 Receiver side collecting data is a 

major operation in wireless broad area sensor 

networks. Collecting data like maximized 

utility content possible with the help of life 

time networks. In collecting data stage itself 

contains performance issues and risks here. 

In present related work we work different 

concepts and identify the some analysis 

results. These analysis results are not 

efficient and effective here.  

 Authors are discussed about many 

number approaches here. First existing 

approach related to TDMA (Time division 

multiple access). Time intervals based data 

transmission is available here. Data 

transmission we start in between of sender to 

receiver here. Here it is the single channel 

communication. Using this approach it’s not 

possible to collect the maximized data in 

receiver. Receiver collects the data as a 

limited data only in implementation process. 

This is not best approach to collect efficient 

data. Some links are handling high load, same 

load it’s not possible in all links here. 

 The above approach problems we 

overcome in multiple channels here. Time 

intervals solutions are not good. Multi 

channels start the data transmission as a 

parallel channel environment. Here using 

multiple channels increases the data 

collection possibility here. In this present 

network controls the packet errors, but it is 

not possible to deliver the total data in 

destination point or receiver side. Compare to 

previous approach it’s possible to increases 

the performance levels here. It is somewhat 

fast approach to collect the data in receiver 

side. In some positions some of the 

interference problems are generate here.  

 The above approach interference 

problems we control using correlation in 

between multiple channels. Using correlation 

mechanism may chance to adjustment of 

power and remaining resources also in 

network environment here. Receiver gets the 

quality results without interference in new 

network environment. In detection of 

interference we implements the 

approximation related logarithmic 

approaches. These algorithms are not works 

properly for controlling the interference 

problems here. It is not gives 100% of data 

delivery content in receiver side here.  

 Reduce the interferences and time 

intervals we introduce the new scheduling 

algorithms for gets the optimal results of 

content. In network environment we know 

the details of link or path capacities. These all 

details identifies based on training procedure. 
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After we the details of capacities we allocate 

the packets in distributed number of channels 

efficiently as a load balancing results here. 

Load balanced channels there is possibility to 

generate the interference problems. All 

packets it may chance to deliver the content 

in receiver side here. Sometimes some 

channel failures problems are generated here.  

 The above the channel failure 

problems we overcome using disjoint 

algorithms implementation next proposed 

system approaches here. Using disjoint 

number of routes generate the mapping in 

between of different routes. These disjoint 

routes combination also works in certain area 

limits only here. This approach is called 

minimum distance of minimum spanning tree 

based approach. In some locations of 

coverage areas some problems are available. 

It takes more amount of time deliver the 

content in receiver side. Some problems are 

available here that is called delay.  

 Those disjoint routes of problems we 

overcome in topologies also. All topologies 

problems are identifies in implementation 

and control in present algorithms. Different 

networks are all problems we control in 

implementation part here. Finally here we 

control all routing topologies of different 

networks problems like interferences. 

Deliver the original data in receiver side 

effectively in implementation process.  

III.PROBLEM STATEMENT     

 Previous different approaches are 

implemented here. Those approaches are 

scheduling, channel assignment, power 

control, and impact routing and channel 

models. These all approaches are control the 

static data deliver maintainance in 

implementation process. These approaches 

are not works for variable data transmission 

content. Here some new interference problem 

is generated here. These problems are 

showing the effect in performance 

parameters. Those parameters are called 

throughput, delay and some other parameters. 

 The above problem we overcome 

using virtual tree related approaches. In all 

virtual routes allocate the capacities also 

virtual in implementation part here. This is 

good control the mechanism with different 

routes. These types of routes we use in high 

data rate transmissions environment. These 

types of virtual tree route related algorithms 

are provides the efficient results in 

implementation part. This is one of the new 

data collection methodologies here. It’s give 

the best performance related different 

parameters here.  

IV. PROPOSED SYSTEM MODEL 

Data transmission is required network 

design. Once data transmission load it may 

chance to change automatically network 

design also change here. This is called virtual 

network design creation. It gives the 

successful solution for transmission of total 

number of packets in destination point here. 

This is new collecting data design using 

virtual channels mechanism. Using proposed 

networks possible to increase the life time 

and high data rate transmission also in 

implementation part.  

Here we use the adoptable based 

approach for scheduling and transmission 

data purpose in network channels here. This 

mechanism gives the light weight solution 
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with help of virtual carrier’s mechanism. 

These approaches are performs efficient 

scheduling for transmission of data. In 

proposed design architecture we consider 

different parameters. Those parameters are  

1. Minimized length of route  

2. Minimized latency  

3. Minimized energy utilization 

4. Maximized utilization 

5. Reduce the end-end delay, zitter 

 

Fig1: Variable packet assignment in 

multiple channels 

Different steps are required to 

implement new virtual channel assignment in 

network design 

1. Creation of network design 

2. Assignment of packets in multiple 

channels 

3. Changes the packets allocation 

(channel variability) 

4.  Coordinated spanning tree 

construction 

5. Performance Evolution 

4.1 Creation of network design:  

 Create the number of nodes with 

different distances and costs here. This is 

called system model creation. Using different 

nodes generate the different number of paths. 

Every path of distance and cost we define 

here as a first network design content 

creation. We have the knowledge of each and 

every path capacity here in implementation 

part.  

4.2 Assignment of packets in multiple 

channels 

 In all number of paths select only 

minimized length of the paths in 

implementation process. After select the 

number of paths allocates the packets as a 

load balanced manner for transmission. In 

scheduling time we use the different 

scheduling algorithms for resource allocation 

efficiently for transmission. Load is matching 

with capacity. Once change the load possible 

to create the virtual carriers in 

implementation process.   

4.3 Changes the packets allocation 

(channel variability) 

Previous modules are not works properly 

then we offer another module that is called 

channel variability. This module provides the 

optimal solution for any kind of load. This is 

implementation related virtual carriers 

specification. Dynamic load is accepts all 

new channels implementation in proposed 

system. This is possible with the help of 

dynamic programming. This same procedure 

works until destination point in all different 

links of environment procedure.   

4.4 Coordinated spanning tree 

construction 



IJOAASE        Volume – 1  Issue – 3 S                   ISSN- 2320-6136 
 

 
58 

One tree route or path is not gives the best 

result. Some other disjoint routes are 

participated in implementation part content. 

All disjoint routes placement also possible 

with different relay of content identification. 

These relays are give the good analysis 

process in implementation part here.  

4.5 Performance Evolution 

All packets data collected in destination 

point or receiver side effectively in 

implementation part. The new modules of 

architecture give the accurate solution for 

transmission of total packets. Here in present 

architecture we satisfy all QoS parameters in 

transmission. Some parameters of 

performance results show into bar chart or 

bar graph. 

 

 In this bar chart we have the details of 

four approaches. Those approaches are single 

channel, multiple channels; Tree based 

multiple channel and virtual channel. 

Compare to all previous approaches virtual 

channel packets assignment or scheduling is 

best in transmission and collecting data tasks.  

VI. CONCLUSION AND FUTURE 

WORK 

 Existing Tree based data collection 

techniques are not provides the optimal for 

high load. It works for low data rate 

transmission purpose only in 

implementation. It gives the NP- hard 

problem related solution. Now new channel 

variability related solutions also we satisfies 

with new virtual carrier’s algorithms and 

different scheduling algorithms also. It shows 

the optimal solution for transmission. All 

QoS parameters we increase in transmission 

of data and fast data collection also possible 

here in implementation.    
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ABSTRACT 

 Best Frequent pattern detection is the major problem data mining domain. Frequent pattern 

are extract the useful information. It is major important step in data mining approach. Frequent 

association rule association is good statistics results calculation mechanism here. In all real time 

application every time we require updated transaction content. Those updated transaction itself 

perform the association rule mining algorithms. Most Existing algorithms start the scan sequential 

or parallel. Sequential and parallel association rule mining algorithms are not giving the quality 

results. All current algorithms have some limitations like I/O cost, computation cost and CPU 

cycles utilization.  

 The above all algorithms limitation we overcome with new parallel partitioning algorithms. 

Those parallel partitioning algorithms implement in multiple processors parallel manner here. 

After processing in multiple processors extracts the frequent item sets content here. These are not 

quality. Those frequent item sets content apply the suggested function and airthematic function. 

These all functions show the quality frequent pattern items information. Those all frequent item 

sets are sufficient and meaningful. These are optimal frequent item patterns content. In this paper 

at last we show the performance levels about existing and proposed system algorithms. 

KEYWORDS: Association Rule mining, parallel approaches, partitioning approaches, suggested 

and airthematic functions.   

  

I.INTRODUCTION 

 Data mining extract the frequent item 

sets useful data from large databases using 

different association rule mining techniques. 

These association rule mining technique 

apply in business and science applications. 

All applications every time expect the new 

patterns creation process. In pattern data is 

available as a summarized data part content 

specification process here. Total process we 

call as a discovery pattern environment.  

 Existing sequential and parallel 

algorithms are failing in extraction of 

patterns data in large databases content. 
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Present patterns is not gives the better 

solution for takes the decision. These are not 

useful patterns in present cases. Performance 

and efficiency wise also we show the 

problems in implementation.  

 Now we create the efficient frequent 

item sets patterns and give the meaningful 

information. Those algorithms are parallel 

partitioning related approaches. After 

extraction of frequent item sets apply the 

different functions. Those functions are gives 

the optimization frequent item sets content. 

We show the experimental results in bar 

graph or bar chart.  

II.RELATED WORK 

 Association rule mining technique 

also related to data integration and data 

cleaning. Here a large database converts into 

small databases here. In large databases 

discover the interesting pattern using some 

data mining algorithms. Those all previous 

algorithms have some limitations in 

computation, storage and time complexities.  

Different algorithms are applying different 

rules in large datasets. Algorithms are shows 

the different patterns, those patterns are not 

interesting patterns. Every time based trend 

changes patterns also it may chance to 

change. Now in below paragraphs of content 

we discuss about different existing 

algorithms issues.  

 Some existing association rule 

mining algorithms scan the transactions in 

single databases only. These algorithms 

generate the local user’s analysis decisions 

only. It is not sufficient information for 

getting the good benefits here. New 

algorithms start the processing in relationship 

databases or global databases. Apply the 

association rule mining techniques in global 

databases for better analysis here.  

 Existing Apriori algorithm start the 

database scan for identification of frequent 

item sets. Identification of all frequent item 

sets apriori algorithm use the multiple passes 

here. Its show the more number of candidate 

set generation. It takes more amount of time 

for processing and storage also. These all 

results show based on threshold content here.        

 Next another existing approach FP-

Tree (Frequent Pattern Growth) algorithm. 

This algorithm gives the results within two 

steps only. It is not show the candidate set 

results content here. FP-tree algorithm 

consists of two steps. Those steps are prefix 

tree and item set tree index. It is reduce the 

some number of frequent item sets, this is 

related to compress the frequent item sets. It 

is one of the good pruning technique. It has 

some limitations. Those limitations are first 

one allow the duplicate data. There is no 

sufficient interaction in between of different 

frequent item sets here. It is not possible for 

incremental mining process. The above two 

techniques are expects the more amount of 

I/O cost.     

 Reduces the I/O cost and increase the 

performance using parallel association rule 

mining algorithms. That is called shared 

memory multiple processors. Database scan 

procedure applies into directly in multiple 

processors. We complete to identification of 

frequent item sets very easily here. Next Tree 

based incremental association rule mining 

technique performs in large datasets. It is 

discover the candidate sets in single pass. We 
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reduce the number of steps in extraction of 

frequent item set results. Here we have some 

more practical issues are present. It is not 

work into all practical cases environment 

here.  

 Some of the authors are propose the 

new algorithm that is called frequent updated 

frequent pattern mining. Compare to 

previous algorithm we reduce the some 

number of links in communication 

environment. We get here fewer amounts of 

frequent items. Those all frequent items are 

occupy less amount of data storage that is 

called as a space here.   Here in present 

system there is no perfect instructiveness. It 

is not possible to reduce all unnecessary 

number of frequent item sets here.  

 New algorithm we propose here that 

is called interactive association rule mining 

algorithm. Interactive mechanism possible 

reduces more number of unnecessary of 

frequent item sets of content here. 

Interactiveness calculates the weight of each 

and every frequent item. After calculation of 

all frequent items weight. In all frequent 

items weight select only highest weight of 

frequent item sets only here.  

 Some other different authors are 

proposing the different association rule 

mining algorithms. Those algorithms like 

continuous incremental association rule 

mining algorithm and clustering based 

algorithms. These algorithms give the cluster 

based results. These results are not contains 

the any sufficient pattern. These are static 

pattern. There is no perfect updating 

procedure based on time intervals here.  

 Lastly new authors are proposing 

another new technique periodic updating 

related incremental association rule mining. 

It gives best and powerful meaningful 

frequent patterns. The above all algorithms 

are low performance metrics in different 

complexities.  

III.PROBLEM STATEMENT             

 In previous algorithms, in some of the 

algorithms we use the multiple passes, two 

passes and single pass. Previous all 

algorithms different risks and limitations are 

present here. Those all previous algorithms 

metrics values calculates using I/O cost and 

CPU cycles. The above all algorithms show 

the less performance wise related metrics 

here.  

 The above all algorithms 

performance issues we overcome with 

proposed system method. New algorithm we 

propose as a parallel association rule mining. 

In parallel association rule mining algorithm 

implement new suggested function. 

Suggested function gives the rating related 

results. In rating frequent items apply the 

airthematic function for good relationship. 

New parallel association algorithm show the 

good test accuracy related frequent item sets 

as a final result in implementation process. 

Here we use the less amount of I/O cost and 

CPU cycles.  

IV.PROPOSED SYSTEM MODEL 

 Fig1 consist of all proposed system 

architecture steps.  First we consider the 

transaction database as input. In transaction 

database apply the extraction operation. All 

frequent items related data extraction 
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possible after partitioning only here. Total 

transactions we divide and allocate into 

different processors. In all processors process 

the data and identifies the efficient frequent 

patterns content. In those frequent items itself 

apply different extraction function. Those 

new extraction functions give the better 

results in implementation part. Those new 

extraction functions are suggested function 

and airthematic function. Suggested function 

identifies the similar characteristics of 

frequent item sets content and allocates the 

rating. In rating content apply the airthematic 

function and identifies relationship related 

frequent items as a minimized frequent item 

sets. Those minimized frequent item sets are 

optimized frequent item sets here.  

 
Fig1: Proposed System Architecture 

Proposed system architecture divides into 

number of modules. Those numbers of 

modules are  

1. Transaction database creation 

2. Increment extraction using parallel 

partitioning algorithm 

3. Apply the suggested function and 

airthematic function 

4. Display the frequent item set 

extraction.  

4.1Transaction Database Creation 

 Different applications generate the 

different number of transactions related 

database here. These transactions generate 

with different users interactions content. 

Interactions depend on based on user’s 

opinion here.  

4.2 Increment Extraction using Parallel 

partitioning algorithm 

 Transaction database divides into 

number of parts. Each and every part store in 

one processor. Parallels all processors start 

the process here. We complete the frequent 

item sets extraction very easily here in 

implementation part. Here we show the result 

with reduce the time and cost and space.  

4.3 Apply the suggested function and 

airthematic function 

 Parallel partitioning algorithm 

provides some item sets. These are not 

necessary item sets. Now we apply suggested 

function for identification of similar frequent 

item sets content. We provide here 

combination of different frequent item sets 

content. We start the task to reduce the 

memory and all details here. After 

identification combination based results we 

apply airthematic function and display only 
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necessary. Those frequent item sets are 

meaningful and semantic. 

4.4 Display the frequent item set 

extraction 

Different Frequent association mining 

techniques we apply and extract the required 

results. Those results are personalization 

frequent item sets content here. All 

personalization frequent items combination 

is good, efficient with performance also. 

V.EXPERIMENTAL EVOLUTION 

Fig2: performance evolution in different 

algorithms 

 In above graph we show the 

performance in between four different 

algorithms here. Those algorithms are FP, 

FUFP, IAM, and PPAM. In all different 

algorithms show the performance in different 

parameters. Those parameters are time, cost 

and space. Compare to all previous algorithm 

proposed system algorithm is best.  

VI. CONCLUSION 

 Here in this paper we discuss about all 

existing frequent association algorithms and 

new algorithms also. Previous all existing 

algorithms are not possible to reduce the 

frequent item sets. Some item sets are 

unnecessary item sets are present, because 

those problems we got the some performance 

issues here. Using proposed frequent item set 

association rule mining reduce the frequent 

item sets and show the better performance 

levels related to cost, time and space 

complexities.  
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ABSTRACT 

 Noisy reduction speed up and optimal results possible in present EHC and SHR algorithm. 

These two algorithms are good learning algorithms in noisy. These algorithms are competitive 

algorithms related learning. Algorithms are applicable in pattern recognization, structure 

formation. Existing many algorithms, K-mediods, K-means, CURE approach, Fuzzy C-means are 

not detect accurately in all dimensions. These algorithms are utilizes the more amount of space 

and time. Algorithms are show the some overhead problems related to computation. These 

algorithms are not efficient learning algorithms in noisy.  

 In this paper we propose new algorithms, those algorithms are EHC (Exhaustive 

Hierarchical Clustering) and SHR (Subset Hierarchical Refinement). These algorithms are 

effective pruning algorithms in noisy reduction. These algorithms are defining the different rules 

in processing and identify the best closest algorithms in implementation. Closest results are 

identifying based on minimum distance techniques and threshold based techniques. These two 

techniques are not gives effective results then we perform refinement approach to remove the total 

noisy. Algorithms are gives the results like accurate noisy reduction with less computational 

overhead. Here we show the comparison with existing and proposed system algorithms. At last 

proposed system algorithms are best in time and space complexities wise in implementation.  

KEYWORDS: Learning algorithms, pattern recognization, Refinement Algorithms. 

    

I.INTRODUCTION              

 Many numbers of applications and 

organizations are required related to noisy 

reduction techniques.  These noisy reduction 

techniques apply in large databases 

environment. Now a day every day databases 

of data is increases here related organization. 

Data mining related techniques are required 

for analysis in large databases. Analysis 

purpose we offer clustering techniques. 

Clustering techniques are good decision 

making techniques. Clustering algorithms are 

attractive algorithms. Noisy Reduction is the 

benefit task in cluster analysis. Noisy 

reduction improvement we show in 
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implementation with new different 

algorithms.   

 Previous clustering algorithms are not 

detect maximize. Those algorithms are K-

mediods, CURE, and Fuzzy C-means. K-

mediods are works based on centroid 

distance. It works in limited distance only. 

That’s why remove the noisy in less number 

of dimensions only here. CURE approach 

removes the in large distance but it’s not 

cover all distances. Remaining algorithms 

also fail in noisy reduction accurately. These 

algorithms show the disadvantages related 

time and space.  

 In this paper we propose the new 

algorithms, those algorithms are Exhaustive 

hierarchical clustering and Subset 

hierarchical refinement. These algorithms are 

removes the noisy maximize. In remaining 

sections we show the perfect comparision in 

between of existing and proposed systems of 

algorithms.       

II. RELATED WORK 

 Clustering is the fundamental 

approach in detection of patterns and pattern 

recognition. Some issues are available in 

processing of clustering analysis. Those 

problems are time and space complexity. We 

identify these problems in handling of noisy 

data. Now in this paper we enhance the 

performance and controls noisy data in 

processing and extraction. In processing new 

clustering approaches is not allowing noisy 

data. We reduce the overhead problems.    

 Previous approaches CURE, K-

means, K-Mediods, and Fuzzy C-Means are 

not handle noisy data efficiently. The above 

algorithm does not recognize the structures 

effectively. First approach CURE starts the 

cluster analysis. Clustering analysis starts 

based on data points. All data points are 

arranged into different shapes or structures. 

Using centers or centroid start the 

identification of data points and place into 

shapes or structures. It’s works in local 

centers only. It’s not detects the noisy in 

global centers of data points. CURE is not 

possible reduces the noisy data points global 

centers of environment process.  

 Next approach, K-means start the 

cluster analysis based on Euclidian distances. 

K-means algorithms control the noisy in less 

number of dimensions. It does not cover all 

dimensions content. It’s work in limited 

distance only for identification of 

dissimilarities content and remove noisy data 

also. After remove noisy data in less number 

of dimensions, remaining locations of noisy 

data store in database. In processing of data 

and extraction we spend the more amounts of 

time and cost. Its show the high overhead 

problems here.  

 Reduce the overhead problems with 

new clustering approach that is called as a k-

mediods algorithm. It’s works in high 

dimensional content and any distance of 

work in implementation. High dimensional 

content show the clustering process in 

different clustering process. In different 

clusters apply the overlap or intersection 

operation. All clusters are overlap slightly 

and remove the less amount of noisy only. 

It’s also inefficient techniques under control 

of noisy.    
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 Next approach, Fuzzy clustering we 

introduced for reducing the noisy in different 

clusters also. This is completely related to 

partitioning approach. Here many numbers of 

clusters are available here. It’s possible to 

reduce the clusters and reduce the noisy also. 

This complete approach everything depends 

on subset based on partitioning. It works for 

small data only. This is completely works on 

membership function. All data points of 

clusters information allow and store into 

subset. Its fuzzy clustering also allows the 

noisy. We store the more number of data 

points of content. It takes more amount of 

processing I/O cost and CPU cycles of data. 

Some limitations are available here, those 

limitations are its not work in large databases 

of content here. It’s possible to perform only 

one single time.  

 Next existing approach, Fuzzy C-

means clustering is applicable in large 

databases environment also. We find out 

centers based on dataset points of content. 

One center data is not possible to identify the 

total noisy content, update the center value 

till identification of noisy reduction. Every 

time same steps perform in implementation 

process. Fuzzy C-means is available as a 

iterative approach. It works as a hierarchical 

clustering approach. It works in large 

distance. All distances of results also possible 

to identify in implementation process. 

Present Fuzzy c-means approach works 

based on cuts. Certain distances only we start 

the searching process. It is not possible to 

remove all the distances.          

 The above all approaches have some 

limitations, issues and risks. Those all 

problems we overcome in following sections.  

III. PROBLEM STATEMENT         

 Enhance the noisy reduction using 

subset hierarchical reduction technique with 

local search heuristic and exhaustive 

hierarchical clustering approaches. These 

two algorithms remove the noisy data points 

in cluster analysis using pruning technique. 

Algorithms gives the efficient and closest 

necessary results. Here we use iterative 

approach for reducing the unnecessary data 

points of content until gets the accurate 

result. These algorithms are save the 

memory, I/O cost and CPU cycles. It gives 

the good noisy reduction direction. These 

algorithms work as good decision making 

and learning. Here we show the comparison 

with different clustering techniques. All 

clustering techniques of performance 

represents in the form of time complexity and 

space complexity. We conclude Combination 

of two algorithms approach is better and 

accurate.   

IV.SYSTEM MODEL 

The overall system architecture 

contains different steps. All steps of content 

are organized here. Data points of content are 

present in database. All clusters data points 

content is present in under control of database 

server. In database server of all clusters start 

the analysis process with the help of different 

kinds of algorithms. After that next process 

step that is called performance comparison in 

between of different algorithms. In 

implementation we identify the reduced time 

complexity and space complexities. In two 

algorithms Subset hierarchical refinement 

with local search heuristic is best.  
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All performance related results show 

into user interface layer content with 

different clusters. Different algorithms are 

extracts different features and reduce the 

noisy reduction with different parameters.  

First user interface layer creates for 

display of two different algorithms of data 

point’s contents here. This is initialization 

process to start the work here. Next Process 

step in implementation transaction flow of 

clusters in processing of clusters content. 

Complete transactions related database 

operations content store in database 

environment. In transaction flow of 

operations perform each and every algorithm 

with all steps of content here. In Existing 

algorithm its remove the approximate noisy 

reductions of data points content here. Its not 

remove the all noisy data points. Now in 

proposed system using SHR remove the total 

noisy data points of content. It’s give the 

accurate solutions in implementation part. 

  

V.PROPOSED SYSTEM ALGORITHM      

5.1 Exhaustive Hierarchical Clustering 

Algorithm for noisy reduction:    

Consider the cluster data points of 

content as an input. All data points of 

information identifies as a cluster distance. 

Cluster distance data points divides as two 

bounds content distances. Those distances 

are maximum and minimum or lower and 

upper bound content.       

Original data directly we are not store 

in heap. After remove the upper bound noisy 

content only considers the necessary data 

points that are called as a minimized data 

points. Those data points are called minimum 

distance data points content. Minimum 

distance points store in heap memory 

environment process. These data points are 

occupies less amount of space only. Second 

rule we introduce here that is called threshold 

based approach. Using threshold also some 

other noisy data points also we reduce here in 

implementation process. The above all steps 

are gives the efficient results in noisy 

reduction. It’s show the performance saving 

of time complexity and space complexity.  

Pseudo Code: 

Input: Cluster data points, number of entries 

with minimum distance and threshold 

Output: minimized cluster distance points  

Step1: initially heap is empty 

Step2: in total cluster data points divides into 

maximum and minimum distances  

Step3: remove the upper bounds points as a 

noisy here 
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Step4: apply the threshold operations remove 

the more number of noisy data points content. 

Step5: after removing of all noisy data points 

remaining data points store into heap 

Step6: calculation of time and space 

complexities as a performance here. 

5.2 Subset Hierarchical Refinement 

algorithms with local search Heuristic 

The above algorithm is not possible to 

remove the noisy then changes the distance 

of cluster processing or cluster analysis 

procedure. Choose some other new distances 

for start the clustering analysis work in 

implementation content. Every time update 

the cluster analysis distance points and 

cluster processing here. 

This is one of the good adaptation 

procedures in processing. Using proposed 

algorithms possible to remove all dimensions 

of noisy in implementation process.  This is 

one of the good noisy reduction directions in 

execution process.  

 These above algorithms are not 

possible to remove all kinds of noisy results 

then we offer another algorithm that is called 

as a further candidate pruning noisy 

reduction technique.  

5.3 Further Candidate Pruning Noisy 

Reduction Technique   

 This is one of the good replacement 

procedure and its offer only less amount 

distance cluster points or smaller distance 

points only. In all possible clusters areas 

remove the noisy data here. These final 

cluster data points are final subset point’s 

information. It’s give the accurate results 

with less computation overhead and 

operational cost specification process.  

VI. EXPERIMENTAL RESULTS 

 The above algorithms we implement 

with different cluster data points information 

here. All existing algorithms are not accurate 

in overhead and computation of time and cost 

and space complexities. These algorithms are 

not accurate under noisy reduction. New 

algorithm practically we got results 

efficiently in noisy reduction with low 

amount of operational cost, time and space 

complexities in output generation.  

 Existing and present algorithms show 

the performance in between of cost, time and 

space parameters. Proposed algorithm is 

somewhat effective and efficient related to 

performance wise.        

VII. CONCLUSION AND 

FUTUREWORK                                   

Comparison of different clustering 

algorithms performance at last we show the 

best performance algorithm that is called 

Exhaustive hierarchical clustering with noisy 

reduction. These are removing the accurate 

noisy reduction techniques. After remove the 

noisy data points, remaining data points 

occupies less amount of space and time. It’s 

give the better results in computation 

overhead wise and performance.  

 In Future work also 

integration of different clustering algorithms. 

This way gives the good research scope in 

future related to space and time wise.   
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ABSTRACT 

In multiple databases redundant and noisy records problems are available. Data cleaning is 

major approach for removing the noisy and redundant data. All databases convert as a quality 

databases. Previously some approaches are detects the duplicates. Those approaches are statistical 

record linkage and decision tree [1][2][3]. These all approaches are require more number of 

training phase and testing phases for removing the duplicates. It’s not gives the accurate duplicate 

detection. This approach utilizes more amount of operational cost.  

In this paper we introduce new approaches and possible to reduces the operational cost 

also. These new approaches are gives the accurate solution in extraction of records from multiple 

databases. First record linkage related statistical approach removes the duplicates using pair 

matching of records. Pair’s matching approach show the result as unique records content. Here we 

use the less number of training phases approach. These unique records filter as a truth records or 

guaranteed unique records we find out using propositional logic. Its reduces the irrelevant records 

and show the result as a minimized records content. Combine of all records show it’s as fitness 

records using generational evolutionary approach. These results are not fixed, every time adding 

the new records and show the results as a refinement manner. These are good performance records 

[3][4].  

KEYWORDS: Data mining, Propositional Logic, Record Linkage, evolutionary approach. 

I.INTRODUCTION 

 All government organizations are 

maintaining the different number of web 

databases. In present web databases any user 

forward the query large amount of data is 

displayed here. Same data it may chance to 

present in two or more number of databases. 

All researchers are interested in this field. 

Same real world entities detection is the 

major approach in multiple databases. This 

complete detection is possible with the help 

of record linkage. Record linkage is one good 

process technique in detection of duplicates.  
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 Present record matching techniques 

apply into different kinds of query results. 

Those query results are positive, negative and 

both. In all types of query results for 

removing the duplicates it’s very complex. It 

takes more amount of training cost. After 

some days some new predefined rules are 

implemented for extracting the high quality 

databases maintainace. Its gives partial 

optimal solution results with high operational 

cost.    

 To overcome such problems, issues 

and risks propose the new method that is 

called proposition logic [7][8]. This is one of 

the good unsupervised classification 

techniques. Here we perform the 

classification two or more number of times in 

detection of duplicates. It’s gives the truth 

records. Those results are minimized results 

with minimized cost. All minimized results 

we arranges with generational evolutionary 

approach. Its gives good fitness and effective 

results records with less operational cost.   

II. RELATED WORK  

This complete paper related to data 

integration and data cleaning. Resolve the 

distributed databases problems and create 

quality databases environment. Creation of 

quality databases using many number data 

mining many approaches. Every previous 

approach some limitations and risks are 

present here. Every approach itself calculates 

the overhead and operational cost 

[1][2][3][4].       

First and starting time of creation 

databases there is no importance to 

constraints. Whenever constraints are 

missing data entry problems are generated. 

Data entry problems are gives the ambiguity 

solutions. It’s not possible to detect all 

duplicates. It’s show less amount of statistical 

performance in duplicate detection [1]. These 

problems we observed in many number of 

real time applications. All real times 

applications identify the problems like high 

amount of operational cost utilization in 

detection of all duplicates.    

After some number days next 

approach to detects the duplicates in 

distributed databases. That new approach is 

called as a merge list. Merge list we apply the 

approximate query processing environment. 

Compare to previous [2] approach this 

present approach gives the best results. It’s 

not gives the best performance in detection of 

duplicates.  

Next approach is called N-grams. It is 

completely incremental string environment 

approach. After enter one string it’s not 

detects all duplicates, in first string add 

another string. Using two strings start the 

detection of duplicates [3]. This is process we 

continue until to detect all duplicates. In this 

approach we spend more amounts of 

operational cost utilization and overhead 

problem.     

After some number of days for 

reducing the operational cost we introduce 

new format that is called as a distance based 

query. Distance based query also related to 

approximate query processing and remove 

the duplicates. No need to detect all 

duplicates in all distances. User required area 

itself start the detection of duplicates. User 

gets the less features, he will not satisfy. 
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Distance based metrics related duplicates it’s 

not gives the better results [3][4][2].       

Next approach related to probabilistic 

with statistical approach and naive Bayesian 

with statistical approach. These two 

approaches works based on similarity 

functions. Every record of similar records we 

find out here. Count the similar records and 

allocates as a weights. In all types of weights 

apply the threshold and categorizes the 

records. Below threshold records considers 

as a non duplicate and above threshold 

information consider as a duplicate records. 

Using these two approaches reduces the some 

operational cost [2][3][4][1]. 

Next approach is called as a rule 

based prediction. This rule based prediction 

also works based similarity record weight. 

Using different kinds of rules different 

clusters we generate here. In total number of 

clusters which cluster is best cluster no user 

is not identify the effectively. This is also one 

good information retrieval techniques under 

detection of duplicates. Its level by level 

approach in detection of duplication. Here 

also we spend the more amount of 

operational cost here [6]. The above all 

approaches are related supervised clustering. 

These all approaches are training approaches. 

After completion of training 

approaches we choose the different number 

of testing approaches. Combine of training 

and testing approaches are called 

unsupervised clustering. Here in training 

approach only detection of all duplicates we 

spend more amount of operational cost. 

Second time classification detects the number 

duplicates and gives the results high 

duplicate ratio. Unsupervised is the one good 

learning approaches in detection of 

duplicates here.  

The above all problems and 

limitations we overcome in new approach. 

That new approach we discuss in following 

contents. 

III.PROBLEM STATEMENT 

 Previously decision trees are used. 

Decision tree starts align records based on 

conditions or constraints. This is one of the 

good classification approach. Classification 

is works as a training approach. Many times 

perform the classifications approach in 

present record linkage with decision trees. 

These approaches are requires more number 

of training phases. In classification time we 

spend more amount of operational cost.  

 In this paper we propose new 

statistical record linkage with new 

generational evolutionary approach. Using 

these approaches reduces the number of 

training phases and automatically reduces the 

operational cost. Using normal query process 

extracts the records. In these displayed 

records some records are available as a 

duplicate. We remove duplicate records 

using record linkage technique. Unique 

records we align with the help of different 

kinds of prepositions in generational 

evolutionary algorithm. Proposition related 

results show as a better and effectiveness 

results.  

IV.SYSTEM MODEL        

4.1 OUTLINE OF RECORD LINKAGE:  
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User forwards the query for retrieving 

of results here. Results are extracted from 

multiple databases. It may chance same 

results are present in two or more number of 

databases. Those results are duplicate results 

or records. Using cleaning approaches 

remove the duplicate records of content. All 

records we display as a unique records. We 

align all unique records as a index format. 

Index based records are aligns using 

similarity function. Similarity function starts 

the calculation of each and every record 

weight based on matching environment 

process. It is one of the evolutionary 

processes. It’s not gives the proper alignment 

result, no user is not satisfied with results.   

Similarity function related approach 

completely statistical approach. In statistical 

approach applies the probability related 

mechanism.  

 

Fig4. 1: Outline related to record linkage 

In this present record linkage 

whenever to start the calculation of statistical 

performance or statistical weight, there is no 

communication in between of one record to 

another record. This is called as a correlation 

problem. All problems and risks we 

overcome using proposition related 

generation evolutionary approach.   

4.2 proposition related generational 

evolutionary approach 

 Using similarity function we identify 

the unique records weight. In similarity 

record weight it may chance to present the 

duplicates, no author is not gave the 

guarantee there is no duplicates. We give 

guarantee to remove the maximized 

duplicates using proposition logic. 

Proposition logic gives truth records in 

alignment with understandable content. It’s 

show high duplicate ratio in detection of 

duplicate records.  

 These kinds of truth results we show 

with the help of different experiments. These 

experiments give the good proper alignment 

and performance results.  

V. IMPLEMENTATION APPROACH 

WITH PREPOSITION LOGIC 

 We use the proposition logic for 

mapping of records. Using propositional 

logic aligns the records with fewer amounts 

of operational cost and time consuming. 

Propositional logic works as good inference 

rule logic. Using inference rules formulate 

the records with good relationship. 

Relationship of records creates as a structure.  

    Relationship generate with the help 

of different number of symbols and 

operators. Operators are use in between two 

or more number of records. This is called one 

verification approach in alignment of 

records. Verification approach gives the 

result as true or false information. This is one 

of the good mathematical component 
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procedures in relationship of records. We 

increase the efficiency in record alignment.  

5.1 Basic concepts related to proposition 

Logic in record alignment 

In basic concepts we follow some 

steps. Those steps are  

1. Collection of similar records with good 

primitive symbols and operators. 

2. Align the records with good meaningful 

representation 

3. Apply the different inference rules in 

implementation process. 

5.2 Identification of Truth records with 

Different Inference Rules 

5.2.1 Apply the conjunction in between of 

Different Records 

 In between of two or more number of 

records apply the conjunction operation 

identifies the relationship records. These type 

results are deeper results and display highest 

features of content or vectors of content. 

Deep web data extraction is possible with the 

help of “AND” operation. It does not allow 

any false records information. Its show the 

minimization records in alignment. That’s 

why we spend the less amount of operational 

cost in implementation process.  

5.2.2 Apply the disjunction in between of 

Different Records 

 In between of two or more number of 

records apply the disjunction operation. 

Disjunction operation performs based on 

“OR”. These operation related results also we 

discard in implementation of results 

extraction process. These types of conditions 

related results we reduce in extraction. Its 

gives the solution with less operational cost 

specification process.  

VI.TEST ACCURACY IN DUPLICATE 

DETECTION 

 Record linkage and proposition logic 

reduces the number of duplicates records and 

provides the truth records. Compare to 

previous all approaches its show the good 

results. Those test accuracy operations are 

called Precision, Recall and F-measure.  

Precision= Number of Correctly Identified 

Duplicate Pairs / Number of Identified 

Duplicate pairs 

Recall= Number of Correctly Identified 

Duplicate Pairs / Number of True Duplicate 

Pairs 

F-Measure = 2*P*R / P+R 

 These three operations are provides 

the good metric results in maximization of 

duplicate detection. It’s providing the 

meaningful in alignment with different 

proposition logic operations. It’s give high 

accuracy with less amount of operational 

cost.  

VII. PERFORMANCE EVOLUTION 

 Different approaches related 

duplicate detection works based on 

operational cost. Compare to all previous 

concepts, present concepts show the less 

amount operation cost and overhead results. 

Those results show into output with help of 

experiment.  
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Fig2: Test Accuracy evolution with 

operational cost 

In X-axis consider the operational 

cost and y-axis considers accuracy. Here in 

graph three iterations are present here.  Every 

iteration automatically increases the 

accuracy. Those performance levels store in 

each and every line.  

VIII. CONCLUSION 

 We test different approaches in record 

linkage environment. We have done the 

analysis of operational cost with different 

approaches. Previous all approaches utilizes 

the more amount of operational cost. Now in 

this paper we discuss about different 

approaches like propositional logic and 

generational evolutionary approach. Its gives 

good accuracy duplicates detection with less 

amount of operational cost.   It’s show the 

good optimal solution. 
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Abstract: 

                              It proposes a new optimization algorithm called APPRIORI-EFFICIENT based 
on the insufficient of Apriori. APRIORI-EFFICIENT algorithm presents optimizations on 2-items 
generation, transactions compression and so on. APRIORI-EFFICIENT uses hash structure to 
generate L2, uses an efficient horizontal data representation and optimized strategy of storage 
to save time and space. The performance study shows that APRIORI- EFFICIENT is much faster 
than Apriori. 
 
Keywords- Association rule mining,Frequent itemsets,Apriori algorithm,Candidate itemsets,Apriori using               
indexed tree,Aprori using incremental candidate sets ,Dynamic itemset counting 
 

1.INTRODUCTION 
                                 Data analysis and data 

mining tools become very important to perform 

business analysis and intellegence with the help 

of data mining tools the business organisations 

finds the customer interests, customer  behaviour, 

business growth and business trends. Association 

rule mining is one of the popular datamining 

technique which is used to find interesting 

relationships or corelation among the items 

involved in transactional records of transactional 

database.The association rule mining generates 

frequent itemsets and association rules by 

extracting business  transactional data from 

database using these association rules decissions 

can be taken for market basket analysis,catalog 

design,store layout and cross marketing which 

improves business sales of organisation.  Apriori 

is fundamental association rule mining algorithm 

to genetrate frequent itemsets,association rules 

but it does not provides performance.It generates 

large number of candidate sets to produce 

frequent itemsets.Association Rule Mining is a 

data mining technique which is well suited for 

mining Market-basket dataset. The research 

described in the current paper came out during the 

early days of data mining research and was also 

meant to demonstrate the feasibility of fast 

scalable data mining algorithms. Although a few 

algorithms for mining association rules existed at 

the time, the Apriori and Apriori TID algorithms 

greatly reduced the overhead costs associated 

with generating association rules. 

2.PROBLEM STATEMENT 

 
                                                 Association rule 

mining used to find associations or interesting 

relationships among the items involved in several 

transaction records of sales database.There are 

several algorithms proposed to implement this 

association rule mining as a part of 
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research.Apriori is an algorithm that is 

fundamental algorithm for generating frequent 

itemsets and association rules.The existing 

system identifies several limitations in this apriori 

algorithm implementation like finding more 

candidate itemsets and modified the apriori 

efficient .This apriori efficient uses hashing 

technique with linear probing to reduce candidate 

itemsets.The basic apriori algorithm generates a 

large number of candidate itemsets. Though 

apriori efficient reducess number of candidate 

sets,it is not efficient  as the size of database 

increases.Because of more number of  candidate 

sets there is wastage of space as well as time that 

is system is inefficient interms of time 

complexity and space complexity. 

 

3. APRIORI – EFFICIENT 

ALGORITHM 

 
          APRIORI-EFFICIENT algorithm generates 

L2 directly from one scan over the database 

without generating C1, L1 and C2. And it replaces 

the hash tree by a hash table to reduce searching 

cost. It also uses an efficient horizontal data 

representation and optimization strategy of 

storage to save time and space. It is relatively 

simpler and easier to implement. 

 

3.1 Generate L2 directly by using perfect hash 

function 

 

          Let I={X1, X2, ……, XN}, where Xi is the 

identification of the  i-th data item in the database 

and N is the number of distinguishable data items. 

P(Xi) denotes the function that maps the 

identification of Xi to its position, that is, P(Xi)=i. 

Then C1=I={X1, X2, ……, XN}, 

 let C1
2=C1*C1={(Xi,Xj)│Xi ϵ C1, XjϵC1, i<j}. All 

the possible 2-subsets in C1
2 with first item being 

group name Xg is defined as 

 G2(Xg)={ (Xi,Xj)│ Xi,Xj ϵ C1
2 and Xi=Xg 

}   (1≤g≤N-1) 

 The set of the second items in G2(Xg) is 

defined as  

 S2(Xg)={ (Xj)│ (Xg,Xj) ϵ G2(Xg) }    

(2≤g≤N) 

        It can be seen that 

InterGroupOffset=│G2(Xg)│=│ S2(Xg)│ =N-

item1=N-P(Xg), and IntraGroupOffset= item2-

item1 = P(S2(Xg))-P(G2(Xg)). This relationship 

among the 2-itemsets in C1
2 and the hash address 

are shown in the table 3. 

 

 

 

 

                           TABLE III.             2-ITEMSET 
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                             Details of how to generate L2 

directly by using perfect hash function in Figure 

1.   

                                                             Apriori uses 

an efficient candidate generation procedure, such 

that only the frequent itemsets at a level are used 

to construct candidates at the next level. However, 

it requires multiple database scans, as many as the 

longest frequent itemset. The APRIORI – 
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EFFICIENT algorithm need to scan database only 

once in order to obtain L1 and L2. Thus, it saving 

the system time and improve the operating 

efficiency of the program. 

 

3.2. Prunning Strategy 

 
 Two different pruning techniques are 

exploited. Dataset global pruning which 

transforms a generic transaction t, read from Dk 

into a pruned transaction t1, and Dataset local 

pruning which further prunes the transaction, and 

transforms t1 into t2 before writing it to Dk+1. 

 Dataset global pruning is based on the 

following argument: t may contain a frequent k-

itemset I only if all the (k-1)-subsets of I belong 

to Lk-1. Since searching Lk-1 for all the (k-1)-

subsets of any I t may be very expensive, a 

simpler technique, whose pruning effect is 

smaller, was adopted. Note that the (k-1)-subsets 

of a given k-itemset I t are exactly k, but each 

item belonging to t should only appear in k-1 of 

these k itemsets. Therefore, we derive a necessary 

(but weaker) condition to keep a given item in t: 

item tj is retained in t’ if it appears in at least k-1 

frequent itemsets of Lk-1. Dataset local pruning 

has already been adopted by DHP. 
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3.2. Direct Candidate Generation Method 

 

 For any itemset X in R, if X’s number 

of occurrences in R is not equal to K * (K-

1)/2, then X will not frequent. R represent k-

itemset which is generated by joining any two 

itemsets in Lk-1. The pseudo code of direct 

candidate generation is depicted as follow. 

 

Procedure: apriori_gen_change(Lk-1) 

Input: Lk-1 

Output: Ck 

RESULT = Ф; 
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for each itemset I1 ϵLk-1                          // I1 

ϵLk-1 

{  

      for each itemset I2 {         // I2 ϵLk-1  

          c=I1 join I2; 

          if (length(c)>k) then 

                continue; 

          Else { 

                 If(exists(RESULT,c)) then 

              c.count++; 

      Else { 

    Add c to RESULT; 

    c.count=1; 

    } 

        } 

 } 

} 

For each itemset c ϵ RESULT { 

 If c.count==k*(k-1)/2 then 

      Add c to Ck; 

 } 

return Ck; 

 

 

 

4.PERFORMANCE EVOLUTION 

 

                                                               The authors 

generated synthetic data sets involving 

transactions to evaluate the performance of 

algorithms. The transactions mimic the 

transactions in the “real” world. Transaction may 

contain more than one large itemsets. Transaction 

sizes are typically clustered around a mean and a 

few transactions have many items. To model the 

phenomenon that large itemsets often have 

common items, some fraction of items in 

subsequent itemsets are chosen from the previous 

itemset generated. Each itemset in a transaction 

has a weight associated with it, which 

corresponds to the probability that this itemset 

will be picked. It should be noted that the paper 

was written at a time when data mining was 

coming of age and not many datasets available for 

association rule mining were publically available. 

Although the authors do justify their use of 

synthetic datasets for validation, it should be 

noted that some later studies revealed [3] that the 

performance of association rule mining 

algorithms on even meticulously created 

synthetic datasets may not be the same as their 

performance on real world datasets. Such a risk is 

associated with using synthetic datasets in 

experimental validation. The Apriori Algorithm 

however does represent a big leap in terms of 

performance over previous algorithms like 

SETM or AIS. To be fair, the authors do point out 

to another paper where real world datasets were 

used, however these were limited in scope.  

5.CONCLUSION 

 
 We have presented a new algorithm to 

mine all frequent itemsets, named APRIORI-

EFFICENT algorithm. This algorithm reads 

transaction database by scanning only one time 

and does not generate candidate sets. We have 

observed that compared to Apriori, FP-Growth 

shows much higher performance gain on sparse as 

well as dense datasets. 
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ABSTRACT:  The Well-known privacy-preserved data mining modifies existing data mining techniques to 

randomized data. In this paper, we investigate data mining as a technique for masking data, therefore, 

termed data mining based privacy protection. This approach incorporates partially the requirement of a 

targeted data mining task into the process of masking data so that essential structure is preserved in the 

masked data. The idea is simple but novel: we explore the data generalization concept from data mining 

as a way to hide detailed information, rather than discover trends and patterns. Our work demonstrated 

another positive use of data mining technology: not only can it discover useful patterns, but also mask 

private information. We consider the following privacy problem: a data holder wants to release a version 

of data for building classification models, but wants to protect against linking the released data to an 

external source for information. We adapt an iterative bottom-up generalization from data mining to 

generalize the data. The generalization space is specified by a hierarchical structure of generalization. A 

key is identifying the best generalization to climb up the hierarchy at each iteration. 

Keywords:  Annealing, Classification, Cross mining, Data mining, Generalization, Hierarchical Structure, 

Privacy Protection, Pruning. 

 

1. INTRODUCTION 

 The increasing ability to accumulate, store, 

retrieve, cross-reference, mine and link vast number 

of electronic records brings substantial benefits to 

millions of people. For example, cross-mining 

personal records on chemical exposure and death 

records could help identify cancer-causing 

substances. These advances also raise responsibility 

and privacy concerns because of the potential of 

creating new information. An example given in [1] is 

that a sensitive medical record was uniquely linked to 
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a named voter record in a publicly available voter list 

through the shared attributes of Zip, Birth date, Sex, 

Indeed, since “the whole is greater than the sum of 

the parts”, protection of individual sources does not 

guarantee protection when sources are cross-

examined. A relevant research topic is finding ways to 

safeguard against inferring private information 

through record linkage while continuing to allow 

benefits of information sharing and data mining. 

 Information becomes sensitive when they 

are specific to a small number of individuals. Data 

mining, on the other hand, typically makes use of 

information shared by some minimum number of 

individuals to ensure a required statistical significance 

of patterns. As such, sensitive information are to be 

discarded for reliable data mining. This observation 

motivates us to apply the requirement of an intended 

data mining task to identify useful information to be 

released, therefore, sensitive information to be 

masked. This approach, called data mining based 

privacy protection turns data mining from a threat 

into a solution to privacy protection. 

 

2. THE PROBLEM 

 Consider that the data holder wants to 

release a person-specific data R(D1,…,Dn,C) to the 

public. A record has the form <v1,…,vn,cls>, where vi 

is a domain value from the attribute Di and cls is a 

class in C. Suppose that R shares some attributes with 

an external source E, denoted ∩E. If a value on R∩E is 

so specific that the probability of having this value by 

chance is negligible, each linking from a record in R to 

some information in E through this value has a good 

chance of identifying a real life fact. The data holder 

protects against such linkages by requiring a 

minimum number of records linkable through each 

value on R∩E. 

Definition 1 (Anonymity) The virtual 

identifier, denoted VID, is the set of attributes shared 

by R and E. a(vid) denotes the number of records in R 

with the value vid on VID. The anonymity of VID, 

denoted A(VID), is the minimum a(vid) for any value 

vid on VID. If a(vid)=A(VID), vid is called an anonymity 

vid. R satisfies the anonymity requirement<VID,K> if 

A(VID)≥K, where K is specified by the data holder. We 

transform R to satisfy the anonymity requirement by 

generalizing specific values on VID into less specific 

but semantically consistent values. The generalization 

increases the probability of having a given value on 

VID by chance therefore, decrease the probability 

that a linking through this value represents a real life 

fact. The generalization space is specified through a 

taxonomical hierarchy per attribute in VID, provided 

by either the data holder or the data recipient. A 

hierarchy is a tree with leaf nodes representing 

domain values and parent nodes representing less 

specific values. R is generalized by a sequence of 

generalizations, where each generalization replaces 

all child values with their parent value p in a 

hierarchy. Before a value c is generalized, all values 

below c should be generalized to c first. 

Definition 2 (Generalization) A 

generalization, written {c}p, replaces all child 

values {c} 

with the 

parent value 

p. A 

generalization is valid if all values below c have been 

generalized to c. A vid is generalized by {c}p if the 

vid contains some value in {c}. 

Example:  

Consider 

VID=(Relationship,Race,Workclass) 

And the hierarchies and vids in Figure 1. We have 

compressed all records having the same value on VID 

into a single row with the distribution of the Y/N class 



IJOAASE        Volume – 1  Issue – 3 S                   ISSN- 2320-6136 
 

 
84 

label and the count a(vid). Initially, the 

generalizations at e1,f1,e2,f2,f3 are valid, A(V ID)=2, 

and d1c2e3 and d1d2e3 are anonymity vids. The 

requirement of K=3 can be satisfied by applying 

{c2,d2}f2, which generalizes the vids d1c2e3 and 

d1d2e3 into a single vid d1f2e3 with a(d1f2e3)=4. 

 

 

 

 

 

 Definition 3 (Anonymity for Classification) 

Given a relation R, an anonymity requirement 

<VID,K>, and a hierarchy for each attribute in VID, 

generalize R, by a sequence of generalizations, to 

satisfy the requirement and contains as much 

information as possible for classification. The 

anonymity requirement can be satisfied in more than 

one way of generalizing R, and some lose more 

information than others with regard to classification. 

One question is how to select a sequence of 

generalizations so that information loss is minimizes. 

Another question is how to find this sequence of 

generalizations efficiently for a large data set. 

 

3. IINFORMATION-PRIVACY METRIC: 

 To minimize the information loss for 

achieving a given K-anonymity, our criterion is to 

favor the generalization having the minimum 

information loss for each unit of anonymity gain: 

 Minimize: IP(G)=I(G)/P(G). 

IP(G) is ∞ if P(G)=0. If P(G)=0 for all (valid) 

generalizations G, we compare them based on I(G). 

This metric also maximizes the anonymity gain for 

each unit of information loss. We use I(G)/P(G) 

instead of I(G)-P(G) because differentiating 

semantically different quantities makes little sense. 

Unlike the “penalty” metric in [7] that focuses on 

information distortion alone, IP(G) takes into account 

both information and anonymity. The anonymity 

consideration helps focus the search on the privacy 

goal, therefore, has a look-ahead effect. However, 

this presents a new challenge to scalability because 

the effect on anonymity is only available after 

applying a generalization.  

 

4. BOTTOM-UP GENERALIZATION: 

 Algorithm1 describes our bottom-up 

generalization process. In the ith iteration, we 

generalize R by the “best” generalization Gbest 

according to IP metric. This algorithm makes no claim 

on efficiency because Line 2 and 3 requires computing 

IP(G) for all candidate generalizations G. let us look at 

this computation in more details. 

 Consider a candidate generalization G:{c}p 

in an iteration. │Rc│ and freq(Rc , cls) can be 

maintained after each iteration. │Rp│ and freq(Rp,cls) 

can be obtained by aggregating │Rc│ and freq(Rp,cls). 

Therefore, I(G) can be easily computed, i.e., without 

accessing vids. In fact, any metric on a single attribute 

(plus the class label) can be computed this way. 

A(VID) is available as a result of applying the previous 

generalization. Computing AG(VID), however, 

depends on the “effect” of G, which is only available 

after applying G, and requires accessing vids. This is a 

new challenge to scalability. Our insight is that most 

generalizations G do not affect A(VID), therefore, 

AG(VID)=A(VID). In fact, if a generalization G fails to 

generalize all anonymity vids, G will not affect A(VID). 

For such G, P(G)=0 and IP(G)=∞, and our metric does 

not need AG(VID) therefore, we can focus on “critical 

generalizations” as de-fined below. 

Algorithm1: The bottom-up generalization 
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1. While R does not satisfy the anonymity 
requirement do 

2. for all generalization G do 
3. compute IP(G); 
4. end for; 
5. find the best generalization Gbest; 
6. generalize R by Gbest; 
7. end while; 
8. output R; 

Definition 4 ( Critical generalization) : G is critical if 

AG(VID)>A(VID). 

 A critical generalization G has a non-zero 

P(G) and a finite IP(G), where as a non-critical 

generalization G has a zero P(G) and infinite IP(G). 

Therefore, so long as one generalization is critical, all 

non-critical generalizations will be ignored by the IP 

metric. If all generalizations are non-critical, the IP 

metric will select the one with minimum I(G). In both 

cases, AG(VID) is not needed for a non-critical 

generalization G. Based on this observation, we 

optimize Algorithm 1 by replacing Line 2 and 3 with 

2: for all critical generalization G do 

3: compute AG(VID); 

  

5. PRUNING STRATEGIES: 

 We store all distinct vids in a tree structure, 

called Taxonomy Encoded Anonymity(TEA) index. Each 

level of the tree represents the current generalization of a 

particular attribute, and each path represents a particular 

vid with a(vid) stored in the leaf node. In addition, the TEA 

index links up the vids according to the generalizations that 

generalize them. Each time a generalization is applied, the 

TEA index is updated by adjusting the vids linked to this 

generalization. The purpose of this index is to prune the 

number of candidate generalizations to no more than │VID│ 

at each iteration, where │VID│ is the number of attributes 

in VID. 

 

5.1 Step 1: Pruning generalizations: This step finds all 

generalizations satisfying the “only if” condition in 

Theorem 1, denoted Cand. We start at the leaf nodes 

for the anonymity vids in the TEA index, walk up their 

paths synchronously one level at a time. At each level, 

we check if every anonymity vid is generalized by 

some size-k segment of the same generalization 

G,k>1. If not, no critical generalization exist at the 

current level. If yes, we add G to Cand. We then move 

up to the next level in the TEA index. 

 

5.2 Step 2: Finding the best generalization: This step 

finds the best generalization by computing IP(G) for 

every (valid) generalization G. A(VID) and I(G) are 

available or easily computed from the result of the 

previous iteration. For every G not in Cand,G is non-

critical  (Theorem 1), so IP(G)=I(G). So, we focus on 

computing AG(VID) for G Cand. We present a 

method that examines only the vids actually 

generalized by G, not all vids. Let AG be the minimum 

a(vid) for the new vids produced by applying G. Let AG 

be the minimum a(vid) for all old vids not generalized 

by G. AG(VID)=min{ AG, AG}. To compute AG, we apply 

G to the TEA index.  

 To compute AG, we keep track of the number 

of vids not generalized by G such that a(vid)=i, stored 

in O[i], for 1≤i≤K. K is typically a few hundreds, so this 

is a small cost. Before applying G,O[i] is available from 

the previous iteration. Each time a vid having a(vid)=i 

is generalized by G, O[i] stores the correct value. Now, 
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if O[i]>0 for 1≤i≤K, let AG be the smallest such i. If 

O[i]=0 for 1≤i≤K, we consider two cases: if AG≤K, then 

AG(VID)=AG; if AG>K, then AG(VID)>K, but such AG(VID) 

is never used in our metric. The cost in this step is 

proportional to the number of vids generalized by G, 

not all vids. 

 

5.3 Step  3: Applying the best generalization: This 

step applies the best generalization Gbest found. If 

Gbest is in Cand, we just make the effect of G 

permanent. If Gbest is not in Cand we apply Gbest to 

the TEA index. In this case Cand must be empty, 

otherwise Gbest must come from Cand. 

 

6. CONCLUSION 

 We have investigated data mining as a 

technique for masking data, called data mining based 

privacy protection. The idea is to explore the data 

generalization concept from data mining as a way to 

hide detailed information, rather than discover 

trends and patterns. Once the data is masked, 

standard data mining techniques can be applied 

without modification. Our work demonstrated 

another positive use of the data mining technology: 

not only can it discover useful patterns, but also mask 

private information. 

 In particular, we presented a bottom-up 

generalization for transforming specific data to less 

specific but semantically consistent data for privacy 

protection. We believe that the framework of 

bottom-up generalization is amenable to several 

extensions that will make it more practical: 

incorporating different metrics, handling data 

suppression where a value is taken out entirely, and 

partial generalization where not necessarily all child 

values are generalizing numeric attributes without a 

pre-determined hierarchy. We plan to investigate 

these issues further. 
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ABSTRACT 

 Different data engineering approaches are mine data and publish as a privacy data without 

leakage and data loss. All present internet applications require new technologies for privacy data 

maintenance. Different engineering approaches are tuning the databases with good privacy 

preservation [5][6][7][8]. Present approaches are uses the triggers here. Triggers related privacy 

control is not gives the effective solution. Its shows some risks in data publishing environment. 

Triggers maintaianace creation purpose we use the different approaches like pseudonyms, k-

anonymity, l-diversity, random perturbation, condensation approach. These all above approaches 

are not gives desired privacy results in implementation part.  

 Now in this paper we propose the new proposal for increase the privacy levels in 

implementation part. In datasets we maintain the different attributes. In attribute selection we apply 

the partitioning technique. In different number of partitions identifies the highly correlated 

attributes in implementation. These high correlated attributes are possible to increase the privacy 

levels and utility values. Experimentally we show the performance compare to normal correlation 

or random correlation attributes to high correlation attribute. Highly correlated attributes are gives 

the efficient privacy guarantee and trust results [5][6][10].        

KEYWORDS OR INDEX TERMS: Correlation, partitioning techniques. Decision tree 

classification, frequent association rule mining. 

1. INTRODUCTION 

 Many numbers of researchers are 

interest control intrusions without misuse. 

Sensitive data maintenance is required in 

organizations. In data collection of all fields 

we expect some privacy related techniques. 

Different real time applications of databases 

whenever servers are access the data we 

implement different analysts. Analyst is 

called methodology [11][12][13]. 

 Previous methodologies are non 

disclosures. These non disclosures are not 

detects the attacks data and duplicate data. 

It’s may chance to data loss in publish of 
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records like medical records and health 

insurance databases. After some days some 

new privacy algorithms are gave the good 

solutions in publishing of data. Data publish 

for only truthful users.  

 Present in this paper we propose some 

new statistical disclosure measure. This 

statistical measure calculates using some 

partitioning techniques like decision tree 

classification. Every partition considers one 

class. In all attributes identifies highly 

correlated attributes. These new correlated 

attributes gives the efficient solution.  

 Experimental show the comparison 

with existing and new techniques. Proposed 

system techniques are works as a efficient 

technique in privacy probability calculation.  

2. RELATED WORK OR 

LITERATURE REVIEW 

 Much number of organizations 

contains different web databases. Any user 

can access any kind of data directly we 

publish. In published data some other users 

data also present here. Some privacy 

problems are generating for sensitive data. 

Some people are think like negatively 

whenever we are not providing the privacy. 

In published data some intrusions or attackers 

are misuse the data. Now we prevent those 

misuse data using some privacy techniques 

[1].  

 Data publishing records show into 

number of tables. Tables of all records we are 

provide the privacy. Every record contains 

different attributes are present. Select one of 

the attribute that is called as a personal 

identifier. Replace the personal identifier 

with pseudonyms. It’s not gives sufficient 

privacy in all number of dimensions. Some 

problems are generating like lack of privacy 

errors here [10].   

 Next privacy technique called k- 

anonymity. Published data show into number 

of tables. Every record display as a individual 

record. We provide the security for individual 

records. It’s possible to provide the privacy 

for limited records. In extraction of records 

we extract some location data. It’s possible to 

provide the privacy in limited number of 

locations. It’s somewhat relevant in data 

privacy environment. K-anonymity also 

contains some limitations.  

 After some days next privacy 

technique was introduced that is related 

generalization. That privacy technique is 

called suppression. Suppression techniques 

minimize the number of attributes. Tuples 

values also changes with roundup values 

specification in implementation part. Those 

all attributes and tuples are displayed as a less 

informative content [11]. Suppression 

techniques work based on dependency 

principle in implementation part. It’s not 

possible to control the sensitive data 

maintenance. Its suppress the less number of 

attributes and tuples data in publishing of 

data.       

 



IJOAASE        Volume – 1  Issue – 3 S                   ISSN- 2320-6136 
 

 
89 

Fig1: Privacy Preserving Data Mining 

 L-diversity and K-anonymity provide 

the privacy related to different number of 

attributes. It’s possible to control the privacy 

related quasi identifiers data.  There is no 

specific privacy involvement in sensitive 

attributes. In sensitive attributes may chance 

to leakage of data. The above all approaches 

are provides less privacy in preserving to 

publish the data [3] [4]. 

Next another privacy technique, 

Randomization applies into number of tuples 

values in column specification. According to 

present tuples select one random value. 

Those random values add as a noisy. These 

intrusions it’s not possible to misuse the data 

and save data. This is one of the perturbation 

techniques to control the data with privacy 

rules [7] [8].    

Next another privacy approach, 

condensation approach we apply covariance 

into different columns at a time. Using 

covariance it’s possible to provide the data 

without misuse by attackers [12]. In group of 

columns at a time provide the privacy and 

generate the covariance matrix. Covariance 

matrix gives the solution in multiple 

dimensions, but at last some dimensions 

limitations are present here.      

 Previous approaches generalization, 

bucketizations are not follows the probability 

approach. It’s not possible to provide the 

privacy in sensitive attributes. Present paper 

covers the partitioning techniques. These 

techniques apply the probability approach 

and calculate the sensitive values with less 

correlation. It’s also gives the less privacy 

and save the less sensitive data maintenance.  

3. PROBLEM STATEMENT 

 Attribute Disclosure Protection and 

membership disclosure protection provide 

privacy for present tuples and attributes. It’s 

not possible to provide privacy for update 

number of attributes and tuples in published 

data. That is called for future attributes and 

tuples. In updated records previous 

techniques are not gives the sufficient 

privacy. Some limitations are available 

related to cost and time processing. 

 We propose new privacy techniques. 

Those privacy techniques are correlation, 

summarization and frequent data mining 

approaches. These all approaches apply in 

different tables and show the good privacy 

accuracy results. We implement some new 

correlation coefficients and calculate the 

measures of privacy. Present calculation of 

correlation measures is not sufficient, then 

changes to attributes to maintain the 

correlation in between of attributes. All 

attributes measure correlation we verify 

select one best correlation attribute pair 

related to different domains.  

4. SYSTEM MODEL 

 Decision tree we apply in partitioning 

of attributes recursively for updating of 

measure of correlation. Present Decision tree 

approach cover all n number of dimensions 

of table records. This is no chance to miss the 

sensitive data environment in 

implementation of approach [13]. Decision 

tree approach is the classification approach. 

Tables of data classified into different 

partitions. Different partitions are showing 

the different classes. Calculate the each and 

every class of correlation attributes privacy. 
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In total classes frequent which class is occur, 

that class is best class like we find out in 

implementation part.      

 

Fig2: Decision Tree related table 

Partitions 

In normal decision tree add the 

improved id3 algorithm and show the good 

prediction results in sensitive data 

maintenance. Improved id3 algorithm 

follows the different steps. First step 

completely related training phase. Training 

phase start selection of attributes and verifies 

the each and every attribute accuracy in 

prediction stage. In total number of accuracy 

levels choose one of the best class attributes. 

Any new attributes are generating compare 

with highest accuracy attributes here. Every 

time process the different types of attributes. 

All attributes of information completely we 

arrange in decision tree. Decision tree 

approach covers all number of attributes. In 

total number of attribute filter one dominant 

attribute pair information like final output 

content.  

In different pair attribute classes 

sometimes one attribute show the measure is 

high, another attribute measure is low. 

Different attribute pair classes of single 

attribute we select and create the new 

attribute pair using summarization technique. 

Summarization techniques are save the 

sensitive data compare to all previous 

approaches.  

Different attribute pairs are provide 

the better privacy results. In total number of 

attribute pairs of measure of quality display 

as a output.  Data owner apply threshold 

value in different number of attribute pairs in 

implementation part. Above threshold 

measure related all attributes are good 

privacy and sensitive attributes. Attribute 

sensitive value is available below threshold 

then detects as a low level privacy. This is 

basic prediction of good sensitive attribute 

approach.  

4.1 IMPROVED ID3 ALGORITHM 

USING DECISION TREE 

Pseudo code:  

1. Create the different classes with 

different attributes. 

2. Divide the attribute with partitioning 

technique 

3. All samples are allocated in different 

attributes. 

4. Verify the classes from parent to leaf 

node 

5. Perform the training process select 

the best performance gain attributes 

pair 

6. Using performance gain attributes 

start the testing process 
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7. In different attribute pair highest 

single attribute pair gain value 

8. After verification return the result of 

best results with good prediction 

accuracy 

9. These all types of results extraction 

using summarization approach. 

5. EXPERIMENTAL EVOLUTION 

 Choose any kind of dataset with 

different attributes with tuples. We try to 

train the datasets with different privacy 

techniques. Calculate privacy measure for 

each and every attribute specifically in 

implementation. In present datasets apply 

membership disclosure protection, identity 

disclosure protection, and attribute disclosure 

protection. First two protection functions are 

not show the privacy result with probability. 

Attribute disclosure protection show the 

probability with privacy values specification. 

Compare to previous all privacy protection 

function; in this paper we propose some new 

correlation coefficient, decision tree 

classification. These all techniques filter 

efficient attributes in privacy protection.  

 Those dominate attributes privacy 

implement in any real time applications. 

Those real time applications also show the 

result as a better privacy guaranteed 

application here.  

6. CONCLUSION AND FUTURE WORK   

  

 Previous all random grouping 

techniques are not gives the accurate 

solutions in privacy probability. Its provide 

the privacy in less number of dimensions 

itself. In some dimensions we got the 

problems in implementation part. Those all 

the problems are solved in present paper. Its 

cover all number of dimensions in calculation 

of privacy results. Calculation of privacy 

starts based on partitioning algorithms. These 

partitioning operations are performing using 

decision tree classification and free pattern 

mining operation in implementation part. In 

all number of partitions classes choose the 

best partition classes. These best partition 

classes gives the best accurate in privacy 

calculation in implementation.  
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Abstract:-Cloud computing is a model for enabling convenient, on-demand network access to a shared pool 

of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can 

be rapidly provisioned and released with minimal management effort or service provider interaction (from 

NIST). Offering strong data protection to cloud users while enabling rich applications is a challenging task. 

We explore a new cloud platform architecture called Data Protection as a Service, which dramatically 

reduces the per-application development effort required to offer data protection, while still allowing rapid 

development and maintenance.

  

Introduction: 

Although cloud computing promises lower costs, rapid 

scaling, easier maintenance, and service availability 

anywhere, anytime, a key challenge is how to ensure 

and build confidence that the cloud can handle user 

data securely. A recent Microsoft survey found that 

“58 percent of the public and 86 per-cent of business 

leaders are excited about the possibilities of cloud 

computing. But more than 90 percent of them are 

worried about security, availability, and privacy of 

their data as it rests in the cloud.” This tension makes 

sense: users want to maintain control of their data, but 

they also want to benefit from the rich services that 

application developers can provide using that data. So 

far, the cloud offers little platform-level support or 

standardization for user data protection beyond data 

encryption at rest, most likely because doing so is 

nontrivial. Protecting user data while enabling rich 

computation re-quires both specialized expertise and 

resources that might not be readily available to most 

application developers. Building in data-protection 

solutions at the platform layer is an attractive option: 

the platform can achieve economies of scale by 

amortizing expertise costs and distributing 

sophisticated security solutions across different 

applications and their developers. 

SECURITY AND PRIVACY CHALLENGES 

Five Characteristics 

• On-demand self-service  

• Ubiquitous network access  

• Location independent resource pooling  

• Rapid elasticity  

• Measured service 
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Four Cloud Deployment Models 

• Private cloud  

A private cloud implementation aims to avoid 

many of the objections regarding cloud 

computing security. Because a private cloud 

setup is implemented safely within the corporate 

firewall, a private cloud provides more control 

over the company's data, and it ensures security, 

albeit with greater potential risk for data loss due 

to natural disaster. 

•Ex: Enterprise owned or leased  

• Community cloud 

A community cloud in computing is a 

collaborative effort in which infrastructure is 

shared between several organizations from a 

specific community with common concerns 

(security, compliance, jurisdiction, etc.), whether 

managed internally or by a third-party and hosted 

internally or externally.  

• Shared infrastructure for specific community  

• Public cloud  

A public cloud is a set of computers and 

computer network resources based on the 

standard cloud computing model, in which a 

service provider makes resources, such as 

applications and storage, available to the general 

public over the Internet. Public cloud services 

may be free or offered on a pay-per-usage model 

• Sold to the public, mega-scale infrastructure  

• Hybrid cloud  

A hybrid cloud is an integrated cloud service 

utilizing both private and public clouds to 

perform distinct functions within the same 

organization. All cloud computing services 

should offer certain efficiencies to differing 

degrees but public cloud services are likely to 

be more cost efficient and scalable than 

private clouds. Therefore, an organization 

can maximize their efficiencies by employing 

public cloud services for all non-sensitive 

operations, only relying on a private cloud 

where they require it and ensuring that all of 

their platforms are seamlessly integrated. 

• Composition of two or more clouds 

 

Threats to Cloud Computing 

1. Abuse and Nefarious Use of Cloud Computing 

2. Insecure Application Programming Interfaces 

3. Malicious Insiders 

4. Shared Technology Vulnerabilities 

5. Data Loss/Leakage 

6. Account, Service, and Traffic Hijacking 

7. Unknown Risk Profile 

Abuse and Nefarious Use 

•   Password and key cracking 

•   DDOS 

•   Launching dynamic attack points 

•   Hosting malicious data 
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•   Botnet command and control 

•   Building rainbow tables 

•   CAPTCHA solving 

 Exploits exist already  

Insecure Interfaces and APIs  

• Could expose more functionality than intended 

• Policy could be circumvented 

• Credentials may need to be passed –is the 

interface secure?  

Malicious Insiders 

• Particularly poignant for cloud computing 

• Little risk of detection 

• System administrator qualifications and vetting  

Process for cloud services provider may be 

different that of the data owner 

 

Shared Technology Issues 

• Underlying architecture (CPU cache, GPU, etc.) 

not intended to offer strong isolation properties 

Virtualization hyper visor used to mediate access 

between guest OS and physical resources 

Exploits exist (Blue Pill, Red Pill It’s impossible 

to develop a single data-protection solution for 

the cloud because the term means too many 

different things. Any progress must first occur in 

a particular domain—accordingly, our work 

focuses on an important class of widely used 

applications that includes e-mail, personal 

financial management, social net-works, and 

business tools such as word processors and 

spreadsheets. The following criteria define this 

class of  

Applications:  

• provide services to a large number of distinct 

end users, as opposed to bulk data processing or 

workflow management for a single entity;  

• use a data model consisting mostly of sharable 

units, where all data objects have access control 

lists (ACLs) with one or more users; and 

• Developers could run the applications on a 

separate computing platform that encompasses 

the physical infrastructure, job scheduling, user 

authentication, and the base software 

environment, rather than implementing the 

platform themselves. Overly rigid security is as 

detrimental to cloud ser-vice value as inadequate 

security. A primary challenge in designing a 

platform-layer solution useful to many 

applications is ensuring that it enables rapid 

development and maintenance. To ensure a 

practical solution, we considered the following 

goals relating to data protection as well as ease of 

development and maintenance: 

• Integrity: The user’s stored data won’t be 

corrupted.  

• Privacy: Private data won’t be leaked to any 

unauthorized entity.  

• Access transparency: Logs will clearly indicate 

who or what accessed any data.  

• Ease of verification: Users will be able to easily 

verify what platform or application code is 

running, as well as whether the cloud has strictly 

enforced their data’s privacy policies.  

• Rich computation: The platform will allow 

efficient, rich computations on sensitive user 

data.  

• Development and maintenance support: 

Because they face a long list of challenges—bugs 

to find and fix, frequent software upgrades, 

continuous usage pattern changes, and user 

demand for high performance—developers will 
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receive both development and maintenance 

support. Any credible data protection approach 

must grapple with these issues, several of which 

are often overlooked in the literature.  

DATA PROTECTION AS A SERVICE  

Currently, users must rely primarily on legal 

agreements and implied economic and 

reputational harm as a proxy for application 

trustworthiness. As an alternative, a cloud 

platform could help achieve a robust technical 

solution by  

• making it easy for developers to write maintain-

able applications that protect user data in the 

cloud, thereby providing the same economies of 

scale for security and privacy as for computation 

and storage; and enabling independent 

verification both of the plat-form’s operation and 

the runtime state of applications on it, so users 

can gain confidence that their data is being 

handled properly. Much as an operating system 

provides isolation between processes but allows 

substantial freedom inside a process, cloud 

platforms could offer transparently verifiable 

partitions for applications that compute on data 

units, while still allowing broad computational 

latitude within those partitions. DPaaS enforces 

fine-grained access control policies on data units 

through application confinement and information 

flow checking. It employs cryptographic 

protections at rest and offers robust logging and 

auditing to provide accountability. Crucially, 

DPaaS also directly addresses the issues of rapid 

development and maintenance. To truly support 

this vision, cloud platform providers would have 

to offer DPaaS in addition to their existing 

hosting environment, which could be especially 

beneficial for small companies or developers who 

don’t have much in-house security expertise, 

helping them build user confidence much more 

quickly than they otherwise might.  

WHAT ABOUT ENCRYPTION?  

In the realm of data protection, developers often 

view encryption as a kind of a silver bullet, but in 

reality, it’s just a tool—albeit a powerful one—to 

help achieve data protection properties. Although 

full-disk encryption(FDE) and computing on 

encrypted data have recently gained attention, 

these techniques have fallen short of answering 

all of the security and maintenance challenges 

mentioned earlier. FDE encrypts entire physical 

disks with a symmetric key, often in disk 

firmware, for simplicity and speed. Al-though 

FDE is effective in protecting private data in 

certain scenarios such as stolen laptops and 

backup tapes, the concern is that it can’t fulfill 

data protection goals in the cloud, where physical 

theft isn’t the main threat. At the other end of the 

spectrum, Craig Gentry recently proposed the 

first realization of fully homomorphic encryption 

(FHE), which offers the promise of general 

computation on cipher texts. Basically, any 

function in plaintext can be transformed into an 

equivalent function in cipher text: the server does 

the real work, but it doesn’t know the data it’s 

computing. Naturally, this property gives strong 

privacy guarantees when computing on private 

data, but the question of its practicality for 

general cloud applications still remains. FDE 

versus FHE A comparison of FDE and FHE in the 

cloud computing setting reveals how these 

encryption techniques fall short of addressing the 

aforementioned security and maintenance 

challenges simultaneously Key management and 

trust. With FDE, the keys reside with the cloud 

platform, generally on or close to the physical 

drive: the cloud application user isn’t involved in 

key management. While user data is encrypted on 

the physical disk, it is always accessible in the 

clear to any layer above it. Consequently, FDE 

doesn’t prevent online attacks from leaking the 

data to an unauthorized party, which is far more 

common in the cloud setting than physical 

attacks. With FHE, untrusted applications can’t 

easily learn or leak data. Users typically own and 

manage FHE encryption keys, while applications 
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compute on encrypted forms of user data without 

actually “seeing” the data. This raises questions 

about how users can store their keys securely and 

reliably, especially in the presence of sharing. 

After all, the point of the cloud is to avoid 

maintaining local state. Sharing: Collaboration is 

often cited as a “killer feature” for cloud 

applications. Fine-grained access control is 

necessary to let a data owner selectively share one 

or more data objects with other users. With FDE, 

users must fully trust the cloud provider to 

enforce correct access control because the key 

granularity (the whole disk) doesn’t line up with 

access control granularity (a single data unit). 

With FHE, because the user—or a third-party 

cloud provider employed by the user—manages 

the encryption keys, the best way of providing 

access control isn’t clear yet. To offer fine-

grained encryption-based access control, we 

might need to define key management on a per 

data object granularity basis or over collections of 

data objects. How-ever, to support homomorphic 

operations across multiple encrypted objects, 

those objects must still be encrypted under the 

same public key Aggregation. Many cloud 

applications require per-forming data mining 

over multiple users’ data for tasks such as spam 

filtering or computing aggregate statistics. 

Because users fully trust the cloud provider, 

performing such data aggregation is relatively 

easy with FDE. Current FHE techniques don’t 

readily allow computing on multiple users’ data 

encrypted under different keys. Therefore, it isn’t 

clear yet how to support such data aggregation 

applications with FHE; similarly, offline 

aggregation across users’ data isn’t possible. One 

solution might be to escrow keys to the cloud 

provider, but that would eliminate many of FHE’s 

benefits, making its cost harder to justify 

Performance. According to a recent survey, 49 

percent of users abandon a site or switch to a 

competitor after experiencing performance 

issues. And the need for speed is only increasing: 

in 2000, a typical user was willing to wait 8 

seconds for a webpage to load before navigating 

away; by 2009, that number dropped to 3 

seconds. When FDE is implemented in disk 

firmware, its sym-metric encryption can run at 

the disk’s full bandwidth, effectively avoiding a 

slowdown. Although researchers have made 

significant advances in improving FHE’s 

performance since Gentry’s original proposal, it 

has a long way to go before becoming efficient 

enough to deploy at scale. In Gentry’s estimation, 

implementing something like a Google search 

with FHE would require roughly 1 trillion times 

more computation than the one without FHE Ease 

of development. Because FDE is hidden behind 

an abstraction of the physical disk, it typically has 

no impact on application development. In theory, 

FHE could also be relatively automatic: it works 

on an abstraction of the program as a circuit and 

transforms that circuit. In practice, however, 

performing this translation for arbitrary 

programs—especially when marshaling data—

could be quite complex. At a minimum, 

programming tools would need to evolve 

dramatically. FHE doesn’t allow developers to 

input data-driven judgments into the 

development cycle. Specifically, application 

developers can’t look at the data, making 

debugging, A/B testing, and application 

improvements more difficult Maintenance. Bugs 

are inevitable. However, availability is a primary 

cloud goal, so the need to debug quickly is a top 

priority. Systems often fail for some unforeseen 

reason, requiring someone to step in and 

manually take action. Determining the nature of 

the problem might require detecting unusual 

activity or understanding exactly what went 

wrong, which isn’t easy with FHE. If the 

application writer can’t inspect application state 

meaning-fully, debugging could be a real 

challenge. The DPaaS approach moves key 

management and access control to a middle tier—

the computing platform— to balance rapid 

development and easy maintenance with user-

side verifiability. Splitting the difference 
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Although FDE offers excellent performance and 

ease of development, it does little to protect 

privacy at the required granularity. FHE, on the 

other hand, pushes the privacy envelope in the 

other direction by removing data visibility 

entirely from both the server and application 

developer. However, having a remote machine 

see and compute on sensitive data isn’t 

automatically a privacy violation. FHE’s 

guarantees go beyond what’s necessary to protect 

data, and in so doing, it incurs significant 

performance and development costs. We believe 

the DPaaS approach is better suited for the target 

applications because it falls between the two. It 

keeps the “natural” granularity of FHE by keying 

on units of sharable data and maintains the 

performance of FDE by using symmetric 

encryption. It moves key management and access 

control to a middle tier—the computing 

platform—to balance rapid development and 

easy maintenance with user-side verifiability.  

A WAY FORWARD  

In an OS, processes and files are the primary units 

of access control, and the OS provides suitable 

isolation for them. Applications can do what they 

like within these boundaries. In a cloud setting, 

the unit of access control is typically a sharable 

piece of user data—for example, a document in a 

collaborative editor. Ideally, the system offers 

some analogous confinement of that data, 

restricting its visibility only to authorized users 

and applications while allowing broad latitude for 

what operations are done on it. This can make 

writing secure systems easier for programmers 

because confinement makes it more difficult for 

buggy code to leak data or for compromised code 

to grant unauthorized access to data. A malicious 

program might find different ways to exfilt rate 

data, such as employing a side channel or covert 

channel, but the priority here is to sup-port benign 

developers, while making all applications and 

their actions on users’ sensitive data more easily 

auditable to catch improper usage. One of the 

main concerns people and organizations have 

about putting data in the cloud is that they don’t 

know what happens to it. Having a clear audit 

trail of when data is accessed—and by whom or 

what—bolsters confidence that data is being 

handled appropriately. Confinement can be 

effective for most normal user accesses, but 

administrative access that’s outside the normal 

flow of user access and involves human 

administrators (for example, for debugging and 

analysis) can especially benefit from auditing. 

Verifiable platform support Bugs need to be 

fixed. Data needs to be updated and migrated as 

schemas change. Offline computation is valuable 

for data aggregation across users or for pre-

computation of expensive functions. To reduce 

the risk of unaudited backdoor access, all these 

functions should be subject to the same 

authorization flows and platform-level checks as 

normal requests, albeit with a separate, 

appropriate policy. Platform providers should 

build support for confinement and auditing into 

the platform in a verifiable way. This approval 

has many advantages:  

• Application developers don’t have to reinvent 

the wheel;  

• Application code is independent of ACL 

enforcement;  

• Third-party auditing and standards compliance 

are easier; and 

• The verifiable platform extends to virtualized 

environments built atop it.  

Finally, the cost of examining the platform is 

amortized across all its users, which means 

significant economies of scale for a large-scale 

platform provider.  

Design space and a sample architecture  

Figure 1 illustrates an example architecture for 

exploring the DPaaS design space. 
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Here, each server contains  

a trusted platform module(TPM) to provide 

secure and  

verifiable boot and dynamic root of trust. This 

example architecture demonstrates at a high level 

how it’s potentially  

possible to combine various technologies such as 

application confinement, encryption, logging, 

code attestation,  

and information flow checking to realize DPaaS. 

Trusted Platform Module (TPM) is both the 

name of a published specification detailing a 

secure crypto processor that can store 

cryptographic keys that protect information, as 

well as the general name of implementations of 

that specification, often called the "TPM chip" or 

"TPM Security Device". The TPM specification 

is the work of the Trusted Computing Group.  

Disk encryption is a technology which protects 

information by converting it into unreadable code 

that cannot be deciphered easily by unauthorized 

people. Disk encryption uses disk encryption 

software or hardware to encrypt every bit of data 

that goes on a disk or disk volume. Disk 

encryption prevents unauthorized access to data 

storage. The term "full disk encryption" (or 

whole disk encryption) is often used to signify 

that everything on a disk is encrypted, including 

the programs that can encrypt bootable operating 

system partitions. But they must still leave the 

master boot record (MBR), and thus part of the 

disk, unencrypted. There are, however, hardware-

based full disk encryption systems that can truly 

encrypt the entire boot disk, including the MBR. 

3. Third Party Auditor 

   In this module, Auditor views the all user data 

and verifying data and also changed data. Auditor 

directly views all user data without key. Admin 

provided the permission to Auditor. After 

auditing data, store to the cloud. 

4. User Module 

User store large amount of data to clouds and 

access data using secure key. Secure key 

provided admin after encrypting data. Encrypt the 

data using TPM. User store data after auditor, 

view and verifying data and also changed data. 

User again views data at that time admin provided 

the message to user only changes data. 
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Abstract:  

Jamming attacks though is not a new phenomenon leads to disruptions in the communications channel which is a 

serious concern in Reactive protocols driven Adhoc networks. The jamming models are categorised as both external 

and internal with the later being more serious nature because the “always-on” strategy employed in external model 

has several risk factors to the jammer's identity. External model involves the jammer spending a significant amount 

of energy to jam frequency bands of interest. The continuous presence of these unusually high interference levels 

makes this type of attacks easy to detect. In an internal threat model a jammer is assumed to be aware of network 

details and the implementation details of network protocols at any layer in the network stack. The jammer exploits his 

internal knowledge for launching selective jamming attacks in which specific packets of “high priority” are targeted. 

Although RREQ,RREP,RERR, RREP-ACK are primary Message Formats in reactive protocols, the adversary 

selectively targets RREQ and RREP packets in the network to launch jamming attacks. Existing approaches 

concentrated on using commitment schemes that are cryptographic primitives to hide the RREQ and RREP packets 

from the purview of the adversary. These approaches being successful, we propose to use them along with intrusion 

detection techniques for identifying compromised access points to increase overall network security significantly by 

marginalizing the working boundaries of an adversary, thus risking exposure. A resultant network prototype validates 

our claim. 

Keywords—Selective Jamming, Denial-of-Service, Wireless Networks, Packet Classification.

 

 

I INTRODUCTION 

Ad hoc networks are an integral part in mission critical 

communication for the military, utilities, and industry.  

An adversary may attempt to attack a victim ad hoc 

network to prevent or hijack some or all of the victim's 

communication. Such attacks have been considered as 

potential threats in ad hoc wireless networks at several 

levels. A number of researchers have considered DoS 

where the attackers are internal participants in the 

victim ad hoc network (see e.g. [1]). Internal threat 

model of Ad hoc networks requires the cooperation of 

participant nodes for their operation and are especially 

susceptible to such peer based attacks.  

   In this paper, we address the problem of jamming 

under an internal threat model. We consider a 

sophisticated jammer who is aware of network 

configurations and the implementation details of 

network protocols at any layer in the network stack. 

The jammer exploits his internal knowledge for 

launching selective jamming attacks in which specific 
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packets of “high importance” such as RREQ and 

RREP are targeted[9]. For example, a jammer can 

target route-request/route-reply messages at the 

routing layer to prevent route discovery, or target and 

convenience, WLAN is regularly used in daily life. An 

introduction of WLANs was done by Gast (2005) and 

Mark (2005). They presented basic wireless LAN 

technology, why the technology had emerged, how it 

works, the architecture of WLANs, and the types of 

WLANs.Because of the popularity of WLANs, 

security research must be done in various types of 

WLANs. Experiments were done by Varadarajan , 

Kumar, and Reddy (2011) about improving WLAN 

performance under DoS attacks. DoS attacks on the 

physical layer were analyzed and expanded to the 

security of the physical layer of the sensor network 

model. This research was done by using the ant 

system. By using Receiver Operating Characteristics 

(ROC) on nodes, DoS 8 attacks can be predicted by 

formulating the classification of jammers under 

various attack scenarios. This approach can help 

improving detecting DoS attacks in WLANs.Research 

in this thesis was focuses on two types of WLANs: 

client-server and ad-hoc networks. 

    Jamming Attacks The DNS is a hierarchical tree 

structure whose root node is known as the root 

domain. A label in a DNS name directly corresponds 

with a node in the DNS tree structure. A label is an 

alphanumeric string that uniquely identifies that node 

from its brothers. Labels are connected together with 

a dot notation, ".", and a DNS name containing 

multiple labels represents its path along the tree to the 

root. Labels are written from left to right. Only one 

zero length label is allowed and is reserved for the root 

of the tree. This is commonly referred to as the root 

zone. Due to the root label being zero length, all 

FQDNs end in a dot [RFC 1034].A study into DoS 

attacks and defense was done by Raymond and 

Midkiff (2008). Since WSNs are used in monitoring 

medical uses, homeland security, industrial 

automation, and military applications, security of 

WSNs must be guaranteed. Defeating many threats of 

DoS attacks on WSNs can be done by encryption and 

authentication, but some other techniques still need to 

be found to prevent from special DoS attacks, 

especially Denial of Sleep attacks, which are still 

critical threats in WSNs. 

    Detection of Jamming WLANs are built upon a 

shared medium that makes it easy to launch jamming 

attacks. These attacks can be easily accomplished by 

sending radio frequency signals that do not follow any 

MAC protocols. Detection of jamming attacks can be 

done in multiple ways. One of the most efficient ways 

is to jump channels. Because communication between 

two legitimate nodes is done through a specific 

frequency, the frequency can be changed if necessary. 

While a jammer is attacking the wireless network, 

there are other effective ways to continue legitimate 

communication in the network. Engaging the jammer 

on the jammed channel and continuing 

communication in another channel was introduced by 

Beg, Ahsan, and Mohsin (2010). When the nodes 

detected the jamming in the wireless network, they 

jumped to another channel to continue legitimate 

communication. In the experiments, both 10 and 20 

nodes experiments were done, and in both scenarios, 

after channels were jumped, the network resumes 

communications as normal. In both scenarios, the 

amount of packets dropped reduced immediately. The 

research concluded that channel jumping will decrease 

the throughput of the network. Also, it was easier to 

detect jamming through intermitted channel jumping. 

Concluded, channel jumping was a superior method of 

combating network interference, rather than changing 

network protocols (Jeung, Jeong, and Lim, 2011).The 

research concluded that channel jumping will decrease 

the throughput of the network. Also, it was easier to 

detect jamming through intermitted channel jumping. 

Concluded, channel jumping was a superior method of 

combating network interference, rather than changing 

network protocols (Jeung, Jeong, and Lim, 2011).In 

order to prevent from multi-channel jamming attacks, 

a cross-layer jamming detection method was 

developed (Chiang and Hu, 2011). Cross-layer 

jamming detection is a tree-based approach. A 

jamming detection algorithm was utilized in all 

legitimate nodes; when the communication process 

began, all the nodes had the ability to report jamming 

attacks in different layers, and only the reports which 

were generated by nodes with jamming detection 

algorithm were accepted by the system in order to 

avoid error. Research was also done about multi-

channel jamming attacks by Jiang and Xue (2010). 

The difference from the jamming detection algorithm 
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was that it focused on network restoration and design 

of traffic rerouting. 

 

 

III PRELIMINARIES 

   The following lists basic terminologies required for 

understanding of Adhoc network implementations. 

 

 

 

 

The types of packet sequences are shown in the following table. 

 

 

A Typical Packet Frame Format in a Mobile Adhoc Network 

 

 

PHY layer communication system diagram 

Fig 5 (f) Impact of monitor node ratio on detection rate 

VI CONCLUSION 

We addressed the problem of selective jamming 

attacks in adhoc networks in an internal threat model 

in which the jammer is part of the network under 

attack, thus being aware of the protocol specifications 

and shared network details. We showed that the 

jammer can classify transmitted packets at will in a 

real time network scenario by decoding the first few 

symbols of an ongoing transmission. We evaluated its 

impact of selective jamming attacks on network 

protocols such as TCP and routing. Our results show 

that a selective jammer can significantly impact 

performance with very low effort. We developed 

cryptographic primitives scheme that uses 

commitment schemes, cryptographic puzzles, and all-

or-nothing transformations (AONTs) with physical 

layer characteristics. We analyzed the security of our 

schemes and quantified their computational and 

communication overhead. The source of the problem 

lien in the Access point validation of the jammer 

which is addressed using the router Minrank strategy 

preventing Denial Of Service based authentication 

attempts of the jammer, thus improving the network 

conditions. As discussed in the introductory part 

jamming gain estimations do help to improve 

performance more which can be an interesting future 

research. 
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Abstract 

 Technology makes things easier, smarter and efficient and the most challenging one in the 

communication media. Communication is one of the integral parts of science that has always been 

a focus point for exchanging information among parties at locations physically apart. The 

technology must enable data-transfer i.e. the packet that will make (Mobile or Internet Network) 

internet access both attractive and useful. In order to make the transmission effective and attractive, 

many technologies which still focuses on the term of effectiveness? In this paper, packet data 

transmission to the destination uses the approach of segment and the cumulative encryption 

technology, which prevents all the link factors towards the loss and retransmission of data. As of 

wireless packet data networks will provide flexible access to a vast array of data applications by 

many users, each requiring a share of the network resources. Thus, In this paper we bring foreword 

a major issue in wireless packet data networks is the development of medium access control 

(MAC) protocols that make efficient use of available network and mobile resources. Controlling 

the transmission power level is one approach that provides improvements in both these areas. The 

capacity of the network is improved by optimizing spatial packing of source-destination pairs, 

known as spectral reuse, which leads to the further high end data EDGE technology modification 

and revelation. 

Keywords: protocol, MAC, Packet Data, TCP 

1. Introduction 

The increased demand in the wireless 

technology has helped to simplify 

networking by enabling multiple computer 

users to simultaneously share resources in a 

home or business without additional or 

intrusive wiring. With the increasing demand 

a user of a wlan will have high demands on 

the system and will not accept too much 

degradation in performance to achieve 

mobility and flexibility. A wireless lan is 

based on a cellular architecture where the 

system is subdivided into cells, where each 

cell is controlled by a base station. For a non-

power-controlled MAC to best use the 
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network resources in a single shared data 

channel scenario, it must provide a 

mechanism for avoiding collisions among 

mobile nodes competing for the channel. A 

power-controlled MAC adds to the 

complexity of this mechanism by also 

requiring that nodes send with only enough 

power to reach their intended destination.

 

 

Fig. 1.1 Showing the Node S 1 sends data to node D via cooperating nodes R1 and R2, while node 

S 2 sends data out of the network via node R3 and the gateway G 

In the above fig. 1.1 the source node transmits 

a packet to a neighboring node with which it 

can communicate directly. The neighboring 

node in turn transmits the packet to one of its 

neighbors, and so on until the packet is 

transmitted to its ultimate destination. Each 

link that a packet is sent over is referred to as 

a hop; the set of links that a packet travels 

over from the source to the destination is 

called a route or path. Routes are discovered 

by running a distributed routing protocol on 

the network.  

2. Related Work 

The approach of this report is to address two 

issues reliability and the efficiency of the data 

in wireless environment and how the data 

security is managed in cellular systems. After 

thorough research, collecting information 

about various techniques from the 

evolutionary cellular systems, we need to 

take the effectiveness in every aspect to the 

high end reliability. In the methodology of 

hub network the fundamental change that we 

make in the existing approach is the 

following: unlike current protocols that use 

the reception of control packets as an on-off 

trigger for transmission/deferral by hidden 
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and exposed stations, our approach is to use 

the signal strength of a received control 

message to bound the transmission power of 

these stations. Finally, a transport protocol 

study depicts the deficiencies of current 

transport techniques’ abilities to regulate 

traffic in wireless ad hoc networks. 

 

 

 

 

Fig. 2.1 Behavior of spectrum roaming among access points with non-overlapping frequencies 

allows for virtually unlimited coverage range. 

In the fig. 2.1; a basic wireless infrastructure 

with a single access point is called a Basic 

Service Set (BSS). When more than one 

access point is connected to a network to 

form a single sub-network, it is called an 

Extended Service Set (ESS). A wireless LAN 

NIC may decide to “re-associate” itself with 

another access point within range because the 

load on its current access point is too high for 

optimal performance. These capabilities can 

have a positive impact on overall network 

performance. Hence of the increasing the 

performance in terms of non-centric 

collision, which keeps rise to loss of strength 

lead to decrease in reliability. Depending on 

environmental specifics, automatic 
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downshifting by the access point or client 

allows compatibility adjustment to prevailing 

radio frequency conditions. At any one 

moment, an 802.11b network can be running 

at 11 Mbps, 5.5 Mbps, 2 Mbps, or 1 Mbps 22 

Mbps wireless networking products. And 

depending on where each wireless device is 

in a home or office, each of those devices can 

be transmitting at any one of these speeds. 

 

3.  Methods 

As of the technology and demand 

increasing, it leads to last during the 

beginning of the commercialization of the 

Internet, organizations and individuals 

connected without concern for the security of 

their system or network. Overtime, they 

realized that some form of security was 

required to prevent others from exploiting the 

connected resources. Deployment of 

Wireless LAN as a medium of 

communication to connect mobile devices 

with the wired infrastructure has paved a new 

path in the networking technology. 

Organizations are rapidly deploying 802.11 

standard based wireless infrastructures. For 

most WLAN users, there are three basic 

issues: 

a) Data Compromise is any form of 

disclosure to unintended parties of 

information. Data compromise can be 

inappropriate access to payroll records by 

company employees, or industrial espionage 

whereby marketing plans are disclosed to a 

competitor.  

b) Denial of Service is an operation designed 

to block or disrupt normal activities of a 

network or facility. This can take the form of 

false requests for login to a server, whereby 

the server is too distracted to accommodate 

proper login requests. 

c) Unauthorized access is any means by 

which an unauthorized party is allowed 

access to network resources or facilities. 

Unauthorized access can lead to compromise, 

for example, if access is gained to a server 

with unencrypted information, or destruction 

in the case that critical files, although 

encrypted on the server, may be destroyed. 

 

In this paper, we considered the step by step 

approach to correspond to the situation 

shown in Figure 3.1, where some source node 

‘i’ is sending to a destination node ‘j’ and a 

potential interfering transmitter l wishes to 

transmit. The steps also reference the pseudo 

code algorithm that represent the idle, 

transmitting, and receiving phases 

respectively in order to achieve the best way 

of transmission. 

Conventional collision avoidance 

methods had an “on/off model,” wherein a 

node can either transmit or receive. In this 

paper, we implement in the two main 

component phase A request-power-to-send 

(RPTS)/acceptable-power-to-send (APTS) 

handshake between the data sender and 

receiver, which is used to determine the 

minimum transmission power that will result 

in a successful packet reception at the 

receiver. In this paper, we tries to give focus 

on collisions occurs as a result of other 

transmitters sending with enough power that 

a receiver observes more noise power than 

can be tolerated, based on the strength of the 
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desired signal. Therefore, by comparing the 

current desired signal power to the total 

power observed from other sources, a 

receiver can calculate the amount of 

additional noise from interfering stations that 

can be tolerated. 

 

Fig. 3.1 Showing the Packet Transmission through the periodic step of acknowledgement. 

 

In this paper, the noise tolerance 

advertisement or busy tone is periodically 

pulsed by each receiver in the busy tone 

channel, where the signal strength of the 

pulse indicates the tolerance to additional 

noise. The packet handshake sequence on the 

data channel is RPTS-APTS-DATA-ACK 

and on the busy tone channel busy tone pulses 

are periodically sent while the data is 

received to protect the data packet.  As of 

wireless devices need to be small and 

wireless networks are bandwidths limited, 

some of the key challenges in wireless 

networks are: 

a) Data Rate Enhancements. 

b) Low power networking. 

c) Security. 

d) Radio Signal Interference. 
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e) System Interoperability. 

Algorithm for protocol Based Approach 

for effective Transmission of Packet  

1.  Start IDLE: 

2.  do{ 

3.  handle route ad(Packet p) 

4. { 

5. for each Route r in p do 

6. handle update(r); 

7. } 

8.  Set Pr BT to max BT power observed 

while sensing 

9.  }while(no Data Generated and no 

RPTS Received) 

10.  if(Data Generated){ 

11.  Goto TX State 

12.  } 

13.  else{ 

a. handle update(Route r) { 

b. update metric(r); 

c. if (r.seq == curr[r.dest].seq 

&& r.metric < 

curr[r.dest].metric) { 

d. curr[r.dest] = r; 

e. curr[r.dest].best time = now; 

f. schedule triggered update(r); 

14. } 

a. else if (r.seq > 

curr[r.dest].seq) { 

15.  Goto RX State 

16.  } 

17. old[r.dest] = curr[r.dest]; 

18. curr[r.dest] = r; 

19. curr[r.dest].first time = now; 

20. curr[r.dest].best time = now; 

21.  Start TX: 

22.  lookup route(IPAddress dst) { 

23. // use old route if we haven’t yet 

advertised current route 

24. if (curr[dst].first time + 

2×curr[dst].wst > now) 

25. return old[dst].next hop; 

26. else 

27. return curr[dst].next hop; 

28. } 

29.  backoff = rand(1,Max backoff) ∗ 

aSlot Time 

30.  Set Pr BT to max BT power observed 

31.  Pt bound = min{C/Pr BT, Pt Max} 

32.  if(Pt bound < Pt Min) { 

33.  Goto START 

34.  } 

35.  Pt = Pt bound 

36.  Pn S = get noise power() 

37.  Send RPTSh SenderID, ReceiverID, 

Packet len, Pt, Pn Si on Data Channel 

at Pt 

38.  Wait for APTS on Data Channel 

39.  if(Time-out waiting for APTS) { 

40.  Max  backoff 

41.  Goto START 

42.  } 

43.  Pt = extract Pt desired(APTS) 

44.  if(Pt > Pt bound){ 

45.  Goto START 

46.  } 

47.  Send data at Pt on Data Channel 

48.  Wait for ACK on Data Channel 

49.  if(Time-out waiting for ACK){ 

50. Max backoff 

51.  Goto START 

52.  } 

53.  else{ 

54. Max backoff 

55.  } 

56.  Goto IDLE State 

In the above algorithm there are three types 

of variables used in the algorithm: fixed 

variables or those that store values 
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determined from off-line calculations, 

variables that store measured values 

(primarily from the receiver), and variables 

for storing the result of calculations made 

from measured and fixed variables. 

 

3.1 Performance Evaluation 

 In the effectiveness of packet data, 

this phenomenon is particularly evident over 

the 250-m connectivity range for data packet, 

as demonstrated in Figure 3.2, where the 

fraction of total packets received by 

destinations in five distance ranges (0-50, 50-

100, 100-150, 150-200, and 200-250 m) from 

their sources is shown for 100 flows sending 

1, 4, 16, and 64 packets per second. A 

perfectly fair protocol would result in a 

linearly increasing number of packets sent to 

each range since the number of destinations 

within each range increases as 2_r, where r is 

the distance from the source node.  

 

Fig.3.2 Destination range distribution for 802.11 showing the packet Transmission  

 

The transmissions are sent at a fixed power 

level, there is less noise protection for 

destinations further from their sources, 

resulting in a greater number of lost packets 

at greater network loads. Therefore, at high 

loads the aggregate background noise will 

cause receivers that obtain less signal power 

from their corresponding transmitter to have 

more packet corruptions. 

4. Conclusion 

 Technology in the domain of 

networking is changing environment making 

things simpler. The MAC mechanisms for 
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discovering the power needed to reach the 

intended destination and avoid collisions 

with other receivers were defined, and their 

effectiveness was tested with various 

network configurations. However, this 

method also limits the protocols ability to 

fully exploit the network resources. This is a 

trade that must be evaluated based on the 

constraints of the applications employed in 

the mobile network. In order to increase the 

optimality we need to reduce the number of 

hubs between source and destination. 

However further, these routing packets must 

be sent over the entire transmission range 

such that the improvements in spectral reuse 

and energy savings of implementing power 

control. This paper leads to controlling the 

maximum transmission range that the MAC 

layer is allowed to transmit over based on the 

density of the network and location of 

neighboring nodes. 
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Abstract 

 In the recent trend of communication; where today’s world is moving in the higher 

perspective of human race to make the next level of technology domain. Technology makes things 

easier, smarter and efficient and the most challenging one in the communication media. 

Communication is one of the integral parts of science that has always been a focus point for 

exchanging information among parties at locations physically apart. Similarly, the term `mobile' 

has completely revolutionized the communication by opening up innovative applications that are 

limited to one's imagination. Today, mobile communication has become the backbone of the 

society. All the mobile system technologies have improved the way of living. It’s main plus point 

is that it has privileged a common mass of society. In addition, the existence of distinct routing 

protocols presents difficulties in standardization of routing models. Accordingly, it affects the 

design of authentication schemes because we always take the specific routing procedures into 

consideration. Therefore, in this paper, we bring forward the problem of designing an adaptable 

authentication scheme for both AODV and DSR protocols and try to introduce the first scheme in 

order for the other to come up with more valuable opinions. 

  

Keywords: AODV, Authentication (OTP), TGT (Ticket Granting Control) 

1. Introduction 

 Authentication is one of the most 

crucial modules for any given system. Since 

the time of wireless telegraphy, radio 

communication has been used extensively. 

Our society has been looking for acquiring 

mobility in communication since then. 

Initially the mobile communication was 

limited between one pair of users on single 

channel pair. The range of mobility was 

defined by the transmitter power, type of 

antenna used and the frequency of operation. 

With the increase in the number of users, 

accommodating them within the limited 

available frequency spectrum became a 

major problem. To resolve this problem, the 

concept of cellular communication was 

evolved. The present day cellular 

communication uses a basic unit called cell. 

Each cell consists of small hexagonal area 
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with a base station located at the center of the 

cell which communicates with the user. To 

accommodate multiple users Time Division 

multiple Access (TDMA), Code Division 

Multiple Access (CDMA), Frequency 

Division Multiple Access (FDMA) and their 

hybrids are used. Numerous mobile radio 

standards have been deployed at various 

places such as AMPS, PACS, GSM, NTT, 

PHS and IS-95, each utilizing different set of 

frequencies and allocating different number 

of users and channels. A researcher firstly 

identifies the specific security requirements, 

and then certain signature is constructed 

against each requirement. In general, 

signatures for one application are not 

adaptable to others. However, we observe 

that the adaptability of signature schemes is 

preferable in some cases where standard 

operation procedures are not available. The 

adaptability of signature schemes will then be 

able to deal with the variability of the 

application domain, and in turn provide 

generic security for different procedures with 

the help of a single signature scheme. 

 

Fig 1.1 The basic radio transmission 

techniques (Simplex, Half Duplex, Full 

Duplex) 

When a user moves from one cell to the other, 

to keep the communication between the user 

pair, the user channel has to be shifted from 

one BS to the other without interrupting the 

call, i.e., when a cell moves into another cell, 

while the conversation is still in progress, the 

master cell automatically transfers the call to 

a new FDD channel without disturbing the 

conversation. This process is called as 

handoff. 

2. Related Work 

Communication in networks implies 

transmitting data packets along some certain 

paths, routes. How to find the path (routing) 

thus enable data transmission is the 

fundamental step of network communication. 

Routing is conducted using routing protocols 

which use metrics to evaluate what path will 

be the best for a packet to travel. A metric is 

a standard of measurement, such as path 

bandwidth, which is used by routing 

algorithms to determine the optimal path to a 

destination. To enable the process of path 

determination, routing algorithms initialize 

and maintain routing tables, which contain 

route information. Cellular telephone 

systems must accommodate a large number 

of users over a large geographic area with 

limited frequency spectrum, i.e., with limited 

number of channels. If a single transmitter/ 

receiver is used with only a single base 

station, then sufficient amount of power may 

not be present at a huge distance from the 

base station. For a large geographic coverage 

area, a high powered transmitter therefore has 

to be used. But a high power radio transmitter 

causes harm to environment. Mobile 

communication thus calls for replacing the 

high power transmitters by low power 



IJOAASE        Volume – 1  Issue – 3 S                   ISSN- 2320-6136 
 

 
114 

transmitters by dividing the coverage area 

into small segments, called cells. Each cell 

uses a certain number of the available 

channels and a group of adjacent cells 

together use all the available channels. 

 

2.5G Mobile Networks: 

 2.5G networks also brought into the 

market some popular application, a few of 

which are: Wireless Application Protocol 

(WAP), General Packet Radio Service 

(GPRS), High Speed Circuit Switched Dada 

(HSCSD), Enhanced Data rates for GSM 

Evolution (EDGE) etc. 

Third Generation Networks 

 3G networks enable network 

operators to offer users a wider range of more 

advanced services while achieving greater 

network capacity through improved spectral 

efficiency. Services include wide-area 

wireless voice telephony, video calls, and 

broadband wireless data, all in a mobile 

environment. Additional features also 

include HSPA data transmission capabilities 

able to deliver speeds up to 14.4Mbit/s on the 

down link and 5.8Mbit/s on the uplink. 

WCDMA 

  It supports two basic modes of 

operation: FDD and TDD. In the FDD mode, 

separate 5-MHz carrier frequencies with 

duplex spacing are used for the uplink and 

downlink, respectively, whereas in TDD only 

one 5-MHz carrier is time shared between the 

uplink and the downlink. WCDMA uses 

coherent detection based on the pilot symbols 

and/or common pilot. WCDMA allows many 

performance- enhancement methods to be 

used, such as transmit diversity or advanced 

CDMA receiver concepts. In this 

transmission technology, code specific 

frequency may not authenticate as of GSM 

technology. 

 

3. Methods 

 Authentication is a process to verify a 

person's identity for security purposes and 

authentication factor is the piece of 

information used to achieve it. With an 

increase in the need for secure environments, 

the authentication modules of systems 

(including operating system) are moving 

from traditional one-factor authentication 

(usually based on a static password) to multi-

factor authentication. People are now 

expecting efficient group communication in 

education, entertainment, and industries 

enabled by mobile ad hoc networks. The 

mobile communication has provided global 

connectivity to the people at a lower cost due 

to advances in the technology and also 

because of the growing competition among 

the service providers. We would review 

certain major features as well as standards of 

the mobile communication till the present 

day technology like Digital modulation 

formats were introduced in this generation 

with the main technology as TDMA/FDD 

and CDMA/FDD. The 2G systems 

introduced three popular TDMA standards 

and one popular CDMA standard in the 

market. Using the security requirements as a 

scale, we studied some existing secure 

routing protocols and justified their 

performance according to our security 
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requirements. We noticed that the security of 

the existing proposals is not established from 

a realistic point of view. Some of the 

assumptions, such as the pre-establishment of 

security associations, and the requirement of 

time synchronization, generally conflict to 

the characteristics of mobile ad hoc networks. 

Hence of both level follows authentication. 

 

  

Fig: 3.1 Architecture Showing the Authentication of Mobile communication  

The architecture involves following steps to 

exhibit the authenticated operation. 

Steps 1 - Prompt the user to enter the user 

name and password. 

 

Steps 2, 3, 4, 5, 6, 7 - Use the   User Name 

and the corresponding password (which the 

user has to remember) to acquire the   

credential (TGT-Ticket Granting Ticket). If 

the password entered is incorrect, the 

authentication fails and the user is not 

allowed any access. On successful 

acquisition of the ticket (TGT), the first-

factor authentication is completed. This is 

similar to any regular login module that based 

on   authentication. 

 

Steps 9, 10, 11 - Use the above-acquired   

credential and establish secure GSS-API 

context with the GSS-API based OTP 

application server residing on the system 

(assuming the OTP server has been using 

GSS-API).This involves a handshake 

between the client login module and the GSS-

API-base done-time password application 

server. Note that here both the login module 

and the OTP application server are GSS-API-
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based applications running on the 

communication medium. 

The main theme behind every 

communication technology is to be effective 

i.e. Efficient and secure authentication with 

integrity. Efficient secure features provide 

protocol algorithm for two significant mobile 

ad hoc routing protocols, AODV and DSR. 

We intend to provide authentication, integrity 

and non-repudiation for AODV and DSR 

routing operations. It is generally recognized 

that the security deployment for mobile 

network routing protocol is difficult because 

of the following reasons. 

 
 No central control exists in network. 

In a pure ad hoc environment, there is 

no trusted third party in the network. 

 Nodes are resource constraint. The 

security deployment, such as 

signature generation and verification, 

will somehow consume the limited 

resources, which in turn affects the 

performance of the node. 

 Routing protocols are distinct. 

Accordingly, an authentication 

scheme designed for certain types of 

routing protocols will not be 

applicable to others. On the other 

hand, design a general authentication 

scheme without considering the 

nature of protocols will result in huge 

waste in routing operation overhead. 

Cryptographic primitives which provides 

authentication, integrity and non-repudiation 

are especially suitable for the mobile ad hoc 

scenario. Digital signatures, which have been 

long used as an authentication method, offer 

the above three properties. However, the 

deployment of a digital signature enabled 

authentication scheme in mobile ad hoc 

networks is not straightforward. The way 

leading to secure mobile ad hoc 

environments is full of disturbances. 

 

Performance Analysis: 

Following factors analyses the performance. 

 Transmitted power 

 Received power 

 Area and shape of the cell 

 Mobility of users 

 

Fig.3.2 Association of cell tower when 

moving from i-th cell to j-th cell 
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Let us consider rectangular cell with 

sides R1 and R2 inclined at an angle _ with 

horizon, as shown in the Figure 3.2. Assume 

N1 users are having handoff in horizontal 

direction and N2 in vertical direction per unit 

length.  

The number of crossings along R1 side is: 

(N1cosθ+N2sinθ) R1 and the number of 

crossings along R2 side is: (N1sinθ + 

N2cosθ) R2 

 

Then the handoff rate ΛH can be written as  

 

ΛH = (N1cosθ + N2sinθ) R1 + (N1sinθ+ 

N2cosθ) R2 

It follows the angle based approach for 

coupling while changing the network in order 

to ensure the authentication. 

4. Conclusion & Future Devlopement 

 Tremendous changes are occurring in 

the area of mobile radio communications, so 

much so that the mobile phone of yesterday 

is rapidly turning into a sophisticated mobile 

device capable of more applications than 

personal computers/ laptops were capable of 

only a few years ago. Rapid development of 

the Internet with its new services and 

applications has created fresh challenges for 

the further development of mobile 

communication systems. As a highly 

dynamic, infrastructure less network, how to 

find peer nodes and establish links, namely 

routing, become the major issue to be solved. 

In our routing paradigm, shorter key size and 

signature size can reduce the data 

transmission overhead. In turn, the network 

performance can be enhanced by this means. 

Thus, the future work lead to the generation 

based speed and device based service. 
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