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ARTICLE INFO ABSTRACT

Keywords: The unexpected and rapid spread of the COVID-19 pandemic has amplified the acceptance of remote healthcare

Blockchain systems such as telemedicine. Telemedicine effectively provides remote communication, better treatment

Federated learning recommendation, and personalized treatment on demand. It has emerged as the possible future of medicine.

Privacy-preserving methods From a privacy perspective, secure storage, preservation, and controlled access to health data with consent

Healthcare . . L. .

Telemedicine are the main challenges to the effective deployment of telemedicine. It is paramount to fully overcome these
challenges to integrate the telemedicine system into healthcare. In this regard, emerging technologies such
as blockchain and federated learning have enormous potential to strengthen the telemedicine system. These
technologies help enhance the overall healthcare standard when applied in an integrated way. The primary aim
of this study is to perform a systematic literature review of previous research on privacy-preserving methods
deployed with blockchain and federated learning for telemedicine. This study provides an in-depth qualitative
analysis of relevant studies based on the architecture, privacy mechanisms, and machine learning methods used
for data storage, access, and analytics. The survey allows the integration of blockchain and federated learning
technologies with suitable privacy techniques to design a secure, trustworthy, and accurate telemedicine model
with a privacy guarantee.

1. Introduction establishes a healthier environment to boost the overall standard of

healthcare [3]. In the case of infectious disease, telemedicine plays a
The healthcare sector is crucial for the overall development of any vital role in improving the health outcomes of patient adherence, hospi-

nation around the globe. Historically, the primary goal of healthcare
was to cure patients using medical aids. As a result, there was no
emphasis on data privacy and security [1]. However, in the digital era,
data privacy, secure data storage, exchange, and controlled accessibility
of sensitive health data have become the primary concerns for the

tal readmission, and mortality [4]. Telemedicine effectively eliminates
the geographical distance barrier to facilitate proper medical treatment
and clinical health care at a low cost to remote patients [5].

Despite the many potential advantages, there are still issues with

current healthcare system. As a result, of late, traditional healthcare the widespread adoption of the telemedicine system. Currently, all the
systems have shown radical growth and eagerness to adopt new and ad- stakeholders involved in the telemedicine system rely on centralized
vanced technologies in the pursuit of transferring to modern healthcare storage to exchange health data. Centralized data storage causes many
systems. Even with the acceptance of the latest technologies, health- problems, such as data breaches, lack of transparency, and trust, high
care systems still face numerous challenges related to data ownership, cost, lack of patient-centric approach, and data privacy [6]. There-
privacy, security, and integrity. fore, any cloud-based solution must address data privacy and security

Since 2020, the COVID-19 pandemic has started a new virtual
healthcare era. One promising technology in this regard is telemedicine
or a remote healthcare system. The speedy global outbreak of COVID-
19 has accelerated the demand for telemedicine technology-based so-
lutions to a new height that too on an urgent basis [2]. Telemedicine
or a remote healthcare system enhances the ability of all stakehold- to privacy concerns, stringent laws and regulations such as Health
ers to treat multiple patients without face-to-face communication. It Insurance Portability and Accountability Act (HIPAA) [7] and General

concerns effectively.

One of the core concerns telemedicine faces is ensuring data privacy
and security of exchanged data. A set of legal, economic, ethical,
and technical problems are also related to health data privacy. Due
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Data Protection Regulation (GDPR) [8] restrict hospitals from sharing
sensitive data across healthcare institutes from building data analytics
models. Due to these data privacy concerns, novel technologies such
as the Internet of Things (IoT), Blockchain, Artificial Intelligence (AI),
Machine Learning (ML), Big Data, and newer technology such as Fed-
erated learning are incorporated into healthcare to provide appropriate
solutions [9].

Since 2018, tremendous growth has been observed in adopting
blockchain in healthcare [10]. The blockchain is an immutable,
append-only distributed data structure. The acceptance of blockchain
has increased as it provides a convenient means to overcome the
current challenges of remote healthcare applications and enhance
health data transparency, security, trustworthiness, integrity, and au-
thenticity [11]. Estonia’s public healthcare system is one of the best
examples demonstrating the potential of blockchain application in
the healthcare industry. Since 2011, Estonia has deployed Guardtime
blockchain technology for the complete implementation of its public
digital health infrastructure [12]. Transactional data privacy is one
of the challenging issues associated with blockchain technology [1].
Blockchain technology alone cannot guarantee advanced data pri-
vacy protection [13]. Thus, it is necessary to incorporate appropriate
privacy-preserving mechanisms with blockchain technology to enhance
its adaptability in the healthcare industry [14,15].

There exists a good amount of literature on the blockchain. In [16],
the authors have highlighted the need for exhaustive work to un-
derstand the effectiveness of the blockchain in healthcare. The au-
thors in [17] have covered the blockchain’s privacy challenges and
privacy-preserving mechanisms. Similarly, in [18], the authors have
discussed the challenges and provided a detailed research plan for using
blockchain in healthcare. Finally, in [19], the authors have discussed
blockchain-based use cases and their current status and open issues.
This study categorized privacy challenges and provided the taxonomy
of existing privacy mechanisms employed with blockchain.

Due to stringent privacy regulations, healthcare organizations are
often unwilling to share sensitive data with other entities. However,
cross-institute health data is necessary to develop a highly generalized
global model. Another emerging technology that can play a vital role
in healthcare data analytics in such a situation is Federated Learn-
ing (FL) [20]. Google introduced the federated learning approach in
2016. In this approach, the client never uploads the raw data to the
coordinating or central server. The model updates are uploaded to
the coordinating server [21]. Federated learning facilitates entities
to create a collaborative global model without transferring raw data
to third parties [22,23]. In global health emergencies, collaborative
research and cooperation between multiple healthcare organizations
and research institutes are vital to improving health outcomes. Fed-
erated learning can make this research collaboration and cooperation
possible [24]. However, naive federated learning systems are suscep-
tible to accountability and privacy threats, such as model poisoning
attacks [25,26].

Few studies have discussed the recent progress and challenges of
federated learning technology for healthcare informatics [27]. In [20],
the authors have outlined future directions and challenges in feder-
ated learning. In [28], the authors provide detailed categorization of
federated learning according to different aspects such as data distribu-
tion, privacy mechanisms, architectures, and machine learning models.
In [29], the authors provide a detailed classification of security and
privacy threats in federated learning. They discussed the trade-off
between various privacy-preserving approaches and identified ways to
enhance privacy in federated learning.

Federated learning and blockchain techniques are promising in
health data analytics and management. Fig. 1 highlights the benefits of
integrating blockchain and federated learning for different use cases.
Concerning the potential of these technologies, many studies have
integrated these technologies for various use cases. However, very
few research studies have performed a systematic literature review on
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Fig. 1. Benefits of integrating blockchain with federated learning for different usecases.

this research area [30]. In [31], the authors systematically discussed
the challenges and benefits of incorporating blockchain and federated
learning. They have focused on three challenges, i.e., incentivization,
decentralization, and membership selection. In [32], the authors have
discussed the challenges and opportunities in designing a blockchain-
enabled federated framework for the mobile-edge computing domain.
In [33], the authors presented a systematic review that explored the
current state and the future research opportunity to integrate Artificial
Intelligence (AI) and blockchain. The authors have expressed how
integration may create product innovation and economic value in in-
dustries. In [34], the authors have presented an overview of combining
machine learning and blockchain for healthcare.

Despite the scholarly contribution in the form of the existing studies,
there is still a need to provide an in-depth analysis of the literature that
focuses on integrating blockchain and federated learning to develop
trustworthy and privacy-oriented remote healthcare applications. In the
current remote healthcare era, integrating these emerging technologies
into the telemedicine system could facilitate secure storage, exchange,
and utilization of patient data, predict patient outcomes in a trustwor-
thy manner and improve overall care quality [34,35]. However, there
is a need to understand the current state-of-the-art research to develop
reliable and privacy-oriented healthcare applications in alliance with
federated learning and blockchain technology. For this reason, this
survey discusses the potential benefits of blockchain and federated
learning in improving the overall care quality of the telemedicine
system. Data privacy is a core concern in remote healthcare appli-
cations. In this regard, this survey emphasizes privacy issues/attacks
associated with blockchain and federated learning. The main focus is
to review various privacy-preserving mechanisms deployed with these
technologies to develop privacy-preserving healthcare applications.

In summary, the main contribution of this research study is three-
fold.

» To comprehensively review the relevant literature on blockchain
and federated learning for developing trustworthy healthcare
applications.

» To conduct an investigation and comparative analysis of various
privacy-preserving mechanisms deployed on a blockchain and
federated learning to develop privacy-oriented data models in the
future.

» To discuss and analyze the previous studies about the conver-
gence of blockchain and federated learning techniques for the
privacy-preservation of healthcare systems.

The rest of the survey is structured as follows: Section 2 describes
the research methodology used to retrieve the relevant literature. Sec-
tion 3 includes a comprehensive literature analysis that discusses the
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overview of telemedicine, blockchain, and federated learning. It cov-
ers blockchain-based telemedicine models, privacy-preserving methods
used with blockchain, and federated learning for healthcare scenarios.
Section 4 provides the discussion and main findings of our study. Fi-
nally, Section 5 discusses the future opportunity to integrate blockchain
and federated learning technologies for developing robust healthcare
applications. Fig. 2 depicts the thematic structure of the paper.

2. Research methodology

This section represents the adopted research methodology to iden-
tify and analyze relevant literature regarding our research objectives
and the topic. We have adopted Kitchenham and Charters method
to perform a systematic literature review [36,37]. The Kitchenham
and Charters guidelines are composed of three parts. The first part is
planning the review; the main aim of this part is to define the research
objectives of the Systematic Literature Review (SLR). The second part is
to identify well-defined research questions. The main objective of this
part is to refine the research questions into specific search queries to
facilitate subject analysis and pinpoint the further research direction.
The last part is responsible for reporting the results of the review.

This method helps define the research objectives, formulate the
topic-specific research questions, and define topic-specific inclusion
and exclusion selection criteria. These criteria help to find the docu-
ments necessary to develop privacy-preserving healthcare applications
integrating blockchain and federated learning. Table 1 highlights the
objective-based research questions.

2.1. Search criteria

This study used academic data repositories such as Scopus, Web
of Science, ScienceDirect, ArXiv, and IEEE Xplore to retrieve and an-
alyze the relevant literature to include a wide range of publications.
These documents helped us understand the state-of-the-art ongoing
research in the respective research area. We have used well-defined
search queries/keywords to systematically search the relevant research
papers to address our formulated research questions. We have used
the keywords such as (‘Blockchain AND Healthcare’), (‘Blockchain

AND Telemedicine’), (‘Federated learning AND Healthcare’), (‘Feder-
ated learning AND Telemedicine’), (‘Blockchain AND Federated learn-
ing”), (‘Blockchain AND Federated learning AND Healthcare’), and
(‘Blockchain AND Federated learning AND Telemedicine’) to get the
basic idea about federated learning and blockchain for developing
privacy-preserving healthcare applications such as telemedicine. There
was considerable overlap in the research studies found using the initial
level search queries. Therefore, this review used several analytical
functions and filters provided by databases to extract valuable insight
from the data.

2.2. Data collection

In the initial search, we included only journal articles, conference
papers, and early access articles written in English. The role of fed-
erated machine learning and blockchain in remote healthcare is still
emerging, and it is one of the fastest-growing research fields. Due to
this, we have included early access articles and ArXiv preprints in
our search, as the latest research results may be available as preprints
that are valuable to review. The blockchain was launched by Satoshi
Nakamoto in 2009, so we have included the documents published after
2009 for blockchain, and for federated learning, we reviewed 2017
onwards documents.

2.3. Inclusion and exclusion criteria

After retrieving the documents from the respective databases based
on our search criteria, the next step was screening the relevant docu-
ments. For this study, we have screened only journal articles, confer-
ence papers, and early-access articles for further in-depth qualitative
analysis. The documents were screened based on the title and abstract,
and the irrelevant and duplicate copies were removed. Afterward, all
the relevant documents were selected, and the references of those doc-
uments were also scanned to identify additional significant documents
(Forward and Reverse Snowballing). This study excluded the research
studies that were found irrelevant and were not peer-reviewed. Sev-
eral research studies were also excluded from the qualitative analysis
process because they were not related to the healthcare domain.

Overall, this review includes the relevant research papers to address
our key research questions and excludes those that did not fit our
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Table 1
Proposed research questions and main research objectives.
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Number Research questions (RQ) Research objectives

RQ1 What are the current challenges faced by remote healthcare systems To understand the current workflow of the telemedicine system along with
(telemedicine)? its benefits and challenges.

RQ2 How do Blockchain-based solutions improve the accessibility and security To know blockchain’s applicability, benefits, and challenges for developing
of data in the current healthcare domain? healthcare applications.

RQ3 Which privacy-preserving methods are incorporated with blockchain to To explore the existing privacy-preserving methods deployed on
develop privacy-preserving healthcare applications? blockchain for healthcare applications.

RQ4 How does federated machine learning provide better privacy-preservation To explore the existing research studies incorporating federated machine
of patient data over traditional machine learning techniques? learning techniques for the healthcare scenario.

RQ5 Which are different privacy-preserving techniques that develop potential To review the various privacy-preserving methods used in federated
privacy in the federated machine learning domain? machine learning.

RQ6 How are the convergence of blockchain and federated machine learning The main aim is emphasizing the benefits of integrating blockchain and
beneficial to facilitate privacy preservation in the healthcare domain? federated machine learning in healthcare.

Table 2

Search criteria for inclusion and exclusion.

Selection criteria Databases

Inclusion Topic-specific peer-reviewed articles, conference papers, and

early-access articles

Exclusion Non-English articles, book chapters, articles addressing

general features, and articles irrelevant to addressing
research objectives
Table 3
Quality assessment criteria.
Number Criteria Score
If the criteria
are satisfied

1 The research studies must be relevant to Yes =1
address our formulated research questions. No =0

2 The research studies must focus on the Yes =1
advantages and issues of blockchain in the No =0
healthcare domain.

3 The research studies must discuss Yes =1
privacy-preserving mechanisms used with No =0
blockchain in healthcare.

4 The research studies must design Yes =1
blockchain-based architecture for telemedicine No =0
systems.

5 The research studies must discuss the use of Yes =1
federated learning in healthcare. No =0

6 The research studies must focus on how Yes =1
blockchain and federated learning work No =0
together.

7 The research studies must focus on the Yes =1
convergence of federated learning and No =0

blockchain for the healthcare domain.

research questions. As a result, 158 research studies were selected for
further in-depth analysis. Table 2 depicts the search criteria used for
inclusion and exclusion.

2.4. Quality assessment criteria

Quality assessment criteria help evaluate significant research works
to answer objective-based research questions. The research works satis-
fying the desired criteria were selected for further qualitative analysis.
Table 3 depicts the quality assessment criteria.

2.5. Data extraction

The data from selected research studies and reports which meet
our inclusion criteria were considered for qualitative analysis. Based
on the thematic map, the content was categorized and summarized in
the following sections and subsections.

3. Comprehensive analysis of the literature

This section provides the analysis of formulated research questions.
This section reviews the research papers that show the applicability of
blockchain and federated learning for telemedicine systems.

3.1. RQ1I: Overview and challenges of telemedicine

Telemedicine is a remote healthcare service. According to the
World Health Organization (WHO), telemedicine facilitates the ex-
change of medical information between geographically separate loca-
tions by healthcare providers using information and communication
technologies (ICT) for better treatment, prevention, and diagnosis of
diseases [3]. This virtual platform establishes remote coordination be-
tween patients and healthcare providers and has excellent potential to
increase data access and care quality [38]. It creates a safe environment
to provide on-demand and personalized treatment quickly. Fig. 3 shows
the classic architecture of a telemedicine system.

During the COVID-19 crisis, the adoption of telemedicine sys-
tems has shown exponential growth around the globe [39]. Accord-
ing to the global telemedicine market report, a telemedicine system
is an efficient solution that facilitates the effective management of
COVID-19 [40]. For example- The Italian government launched family-
centered telemedicine to control the spread of coronavirus. This devel-
oped system provided immediate telemedicine support to children and
their families to reduce the risk of psychological burnout and emotional
distress during the lockdown phase [41].

Currently, the telemedicine system depends on the Cloud Service
Provider (CSP) to gather and transfer healthcare data [42]. Few state-
of-art systems rely on the cloud server, such as cyber-physical sys-
tems [43] and health monitoring systems designed for stroke man-
agement [44]. These system collects health information using medical
sensors and stores it on the cloud server [45,46]. This centralized
health data storage may result in data breaches, and patients may not
trust the telehealth system. Centralized storage allows cybercriminals
to launch attacks targeting data integrity, privacy, and confidentiality.
Due to this, the patient may feel insecure about storing their per-
sonal health information on the cloud server. So, privacy and security
are challenging issues in cloud-based service platforms [6]. Another
issue in remote healthcare is the secure and authorized control of
health data between multiple healthcare providers [47]. Once the data
is collected in the cloud, the patient loses control over their data.
The patient is unaware of who is accessing and sharing their health
records. There is a lack of a data ownership approach and patient-
centric access control mechanisms [48]. In such cases, security and
easy accessibility of data become critical concerns. Adopting advanced
technologies with telemedicine systems is essential to enhance their
adaptability in healthcare. Fig. 4 depicts the current challenges faced
by the cloud-based telemedicine system.



M. Hiwale, R. Walambe, V. Potdar et al.

Healthcare Analytics 3 (2023) 100192

g,
~ Hospital A
. > //
Doctor .
® +
~ e, Upload EHR Access EHR
— HHH
. PP —) «——  ° jiie
- |’ o
Patient Access Medication Provide Medication
Primary care Cloud Hospital B
clinic storage
iy
Hospital C
Fig. 3. Architecture of cloud-based telemedicine system.
(@ _ _ N Table 4
it Single Point of Advantages and challenges of blockchain.
” .
Failure ) Sr. no Advantages Challenges
.
1 Decentralized Scalability
- ~N 2 Immutable Low interoperability
. 3 Transparency and Traceability Privacy loss
A
&= Data anacy 4 Data integrity and confidentiality High energy consumption
P 5 Authorized data access Lack of technical skill
6 Trust Writing efficient smart contracts
G )
> Lack of Trust
Challenges in = e immutable, and scalable data sharing from various sources, for exam-
Telemedicine P & ple, EHR, clinical trials, genomic databases, and IoT data from multiple
z sensors [54].
> Data Security
4 3.2.1. Advantages and challenges of blockchain in healthcare
- 9 Few research studies have explored blockchain’s key advantages
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Fig. 4. Challenges in telemedicine system.

3.2. RQ2: Blockchain-based healthcare solutions

The blockchain is an immutable, append-only distributed data struc-
ture. Initially, its applicability was mostly limited to financial sectors
in the form of Bitcoin (a cryptocurrency) application [49]. Recently,
owing to its inherited potential, it has shown substantial adaptability
in various other sectors [12]. In healthcare, blockchain has a huge
potential to create a technological revolution [50]. The decentralized
and immutable nature of blockchain helps to create a transparent
healthcare workflow that allows patients to know how their health data
is shared and accessed in the network [16,51]. In addition, blockchain
uses a cryptographic algorithm to ensure data security [52]. From
the healthcare perspective, blockchain’s data provenances, account-
ability, availability, and robustness are notable benefits to facilitating
effective health record management [53]. Blockchain enables efficient,

age solution owing to its immutability, decentralized, and transparency
features. The decentralization quality helps create a transparent health-
care workflow that lets patients know how their health data is shared
and accessed in the network. Blockchain technology facilitates secure
storage and workflow of health data. It provides authorized data access
and ensures data integrity and confidentiality.

The blockchain-based system is resilient against health data cor-
ruption and data losses. With the transparency and data availability
feature, blockchain creates a trustworthy atmosphere for distributed
healthcare applications. The health data saved on the blockchain are
time-stamped, cryptographically encrypted, and appended chronolog-
ically. It helps ensure health data security [16]. With well-designed
smart contracts, blockchain facilitates health data ownership [57].

+ Challenges of blockchain: A few specific challenges make health-
care organizations hesitant to adopt blockchain technology. These chal-
lenges mainly include scalability, advanced-level privacy, and inter-
operability issues [58]. Scalability and interoperability are highly dis-
cussed technical threats faced by blockchain technology. Scalability is
the core problem with the current blockchain implementation [15].
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Table 5
Summarization of relevant studies implementing blockchain-based healthcare solutions.
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Study references Telemedicine-related problems

addressed in the study

Remarks

[56,65,72,73] 1. Single Point of Failure,

2. Need to rely on third-party.

Blockchain eliminates third-party dependency with its decentralized and
distributed nature and provides efficient and trustworthy health data
sharing.

2. Lack of trust
3. Lack of transparency in health
data exchange.

[74,75]

Blockchain is an immutable, append-only ledger, and the transactions
stored within it are a time-stamp that helps to ensure trust and
transparency in health data exchange.

[47,67,76-79] 4. Lack of patient-centric data

exchange

Smart contracts help to provide patient-centric access to health data,
secure data access, and ensure reliable data sharing between health
services.

[66,80-84] 5. Insecure data sharing Blockchain enables secure and efficient data sharing between patients and
6. Lack of efficient health data health stakeholders. Blockchain improves health data sharing with its
management distributed, immutable, and transparency features.

[85-89] 7. Lack of authorized access and The smart contract provides authorized access and secure interaction
authentication to exchange health between healthcare stakeholders and medical applications.
data with health authorities.

[58,90-92] 8. Interoperability and security Blockchain with smart contract logic helps to provide personalized and
issues in EHR management effective EHR data management.
system.

[93,94] 9. Lack of accountability With traceability, immutability blockchain guarantees data provenance.

10. Limited data provenance

With smart contract logic, it provides a robust accountable system.

To solve the scalability problem in [59], the authors have used off-
chain storage protocols such as IPFS (InterPlanetary File system). This
protocol is the content-addressed, peer-to-peer distributed file structure
that helps to access and store health data easily. Integrating IPFS with
blockchain helps protect health data and build a robust healthcare
system [60].

In the case of the Proof of Work (POW)-based public blockchain,
slow transaction speed, high energy consumption, and potential privacy
are noticeable threats. Initial installation costs and the lack of essential
technical skills by health stakeholders to operate blockchain technology
are other issues identified in the previous studies [61]. Writing efficient
smart contracts is also a challenging task. Another challenge is the
usability of handling complicated healthcare systems. Since health
professionals are not technically sound as IT professionals to manage
complex healthcare systems. These are the hurdles that blockchain
technology needs to overcome before being significantly adopted in
healthcare applications.

Recently, several research studies have developed blockchain-based
healthcare models to improve the current EHR system [62-64]. Few
research studies focus on patient-centric data transfer among multiple
healthcare stakeholders [65-67]. Some studies focus on developing a
blockchain-based model to overcome privacy and security issues in
digital healthcare systems [68-71]. In the following subsection, we
have divided the existing studies based on the issues they handled and
how blockchain helps deal with them. Table 5 shows the summarization
of relevant studies that implemented blockchain-based models.

- Single point of failure: Traditional healthcare systems depend on
a centralized authority to store and access health data. The centralized
data storage raises issues such as single point of failure and data
breaches. To address the existing problems of the traditional healthcare
system, many authors have highlighted the benefits of blockchain-
based architectures for effective data management [80-82]. In [65],
the authors have proposed a novel blockchain-based decentralized
framework that eliminates the need to depend on any third party to
facilitate secure and patient-centric communication between patients
and hospitals. In [80], the authors have described the potential features
of blockchain in alliance with personalized mobile-based applications
to facilitate trustworthy data exchange.

» Lack of patient-centric approach: Few researchers implemented
owner-centric blockchains in healthcare applications. They have devel-
oped a blockchain-based patient-centric EHR exchange framework to
improvise the current healthcare workflow [66]. For example, In [66],

the authors have developed a blockchain-based patient-centric data-
sharing model for diabetes patients. They have created multi-signature
contracts to control and share access to health data. In [67], the authors
have proposed a patient-centric blockchain model. In this architecture,
patient-centric smart contracts are designed to grant clinicians consent
to use patient data. The EHR data is in the local database, whereas
the blockchain contains metadata. Similarly, in [95], the authors have
developed dual blockchain platforms: one permissioned blockchain
owned by the patient and another consortium blockchain by the health
authority.

+ Insecure data sharing and management: The framework designed
by [47] provides a blockchain-based method to protect medical data
exchange. The developed framework guarantees the integrity and trust-
worthiness of Medical Resonance Imaging (MRI) distributed through
various hospital networks. In [84], the authors have proposed BlockHR,
a blockchain-based health data management framework to provide
better data management and access between patients and healthcare
providers. The data retrieval is 20 times faster for BlockHR than the
client-server approach. In this regard, the authors in [96] have pro-
posed Hyperledger Fabric and NDN, i.e., Naming Data Networking
Protocols, to provide secure health monitoring.

* Lack of access control mechanism: In current healthcare services,
EHR is always present in multiple hospitals and accessed by a central-
ized authority. There is a need to build access control frameworks to
protect and secure EHR sharing. In [74], the authors have proposed
a public and private blockchain-based framework. Blockchain main-
tains the interaction between external and internal entities. To solve
the issues related to access control, the authors [89] have designed
a blockchain-based architecture that uses a Genetic algorithm and
Discrete Wavelet Transform to ensure authorized access control and
optimize the system performance.

« Interoperability: In [90], the authors have addressed the interop-
erability and regulatory compliance issues in home-based healthcare
applications. They have incorporated a blockchain and edge computing
platform called CORD (Central Office Rearchitected as a Data center)
to enable authorized communication between patients and home-based
applications. In [58], the authors have emphasized the blockchain’s
significance in overcoming security and interoperability issues of EHR
management in eHealth. Similarly, in [92], to improve interoperabil-
ity and reliability, authors have built a consortium blockchain-based
health data sharing architecture called SHAREChain. This architec-
ture incorporates two standards: Cross-Enterprise Document Sharing
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Fig. 5. Privacy-preserving mechanisms deployed on blockchain.

(XDS) and another is Fast Healthcare Interoperable Resource (FHIR).
Similarly, in [91], the authors used the FHIR standard to manage
health data in an interoperable manner. They have proposed permis-
sioned blockchain-based architecture with Proof of Authority (PoA)
technology that facilitates patient-centric data exchange.

 Limited data provenance: Traceability, transparency, and im-
mutability are vital features of blockchain that make it appealing
in various applications. Due to these features, In [93], The authors
have incorporated blockchain within the public healthcare system to
enhance accountability and transparency in public healthcare. In [94],
the authors have presented a blockchain-based architecture to im-
prove drug traceability in a decentralized manner. With smart contract
logic, blockchain guarantees data provenance and provides a robust
end-to-end trace system for the drug supply chain [75].

3.2.2. Blockchain-based telemedicine solutions

Few research studies have developed a blockchain-based telemedi-
cine model to build robust and patient-centric systems for reliable
communication between patients and healthcare stakeholders [77,97].
In [98], the authors have designed a blockchain-based patient-centric
platform for telemedicine called HapiChain. The framework secures
the workflow between patients and doctors for teleconsultation ser-
vices. In [99], the authors have proposed a blockchain-based telemed-
ical laboratory. They have used the Internet of Medical Things (IoMT)
and the cloud to provide better treatment. The article [80] focused
on patient location privacy to design a telecare medical information
system. The authors have proposed a blockchain-based scheme for pro-
tecting patient locations using a Merkle tree and Order-Preserving En-
cryption (OPE). Merkel tree uses a one-way hash function to construct
a binary tree, verifying data integrity.

One of the fascinating applications of telemedicine is telesurgery. In
the case of telesurgery or remote surgery, uninterrupted and authorized
data access is a crucial part. For this purpose, in [100], the authors have
proposed blockchain-based telesurgery. This system uses Interplanetary
File System (IPFS) to resolve data storage cost issues and provide higher
throughput and lower latency for data distribution.

Similarly, in [101], the authors have proposed a telesurgery frame-
work that uses public blockchain-based smart contracts to develop trust
between various entities, such as patients and surgeons. This framework
uses IPFS for data storage cost-effectiveness. They have incorporated
artificial learning techniques to train the surgical robot. In [102], the
authors have developed an interoperable telesurgery framework. This
framework uses a permissioned blockchain to design trusted digital
agreements to facilitating secure coordination between surgeons, pa-
tients, and caregivers. Each surgeon has a copy of complete surgical

procedure information executed by all surgeons this transparent and
trustworthy.

Teledermatology is considered the well-known application of
telemedicine. In [103], the authors have applied a blockchain-based
approach to a teledermatology e-health platform. This platform in-
cludes smart contracts that manage communication and access between
multiple stakeholders. Table 6 summarizes the relevant research studies
implementing blockchain-based telemedicine solutions.

3.3. RQ3: Blockchain-based privacy-preserving mechanisms

There are various privacy-preserving mechanisms deployed on the
blockchain that helps to ensure data privacy and secure accessibil-
ity [110]. This section covers encryption schemes, cryptography, smart
contracts, and data anonymization methods.

3.3.1. Privacy issues in blockchain

Privacy is a primary concern for the integration of blockchain
in healthcare applications. Even the Bitcoin blockchain has proven
illusory in guaranteeing strong privacy as it fails to provide com-
plete anonymity [17,111]. Data privacy and confidentiality are chal-
lenging issues for blockchain. In a blockchain, private keys are em-
ployed to sign transactions; therefore, these keys are critical for the
user’s privacy [17]. Several mechanisms, such as encryption-based or
anonymization, can improve blockchain privacy and data confiden-
tiality. Most blockchains are publicly accessible databases exposed to
various potential privacy challenges, such as on-chain data privacy,
transaction likability, malicious smart contracts, and privacy regula-
tion compliance. These potential privacy issues may hinder the wide
adaptability of blockchain in the healthcare industry [112]. There are
two issues of privacy: identity privacy and transactional privacy [113].
Identity privacy means maintaining the patient’s private identity and
not mixing it with the transactions. Transactional privacy is a challeng-
ing issue faced by blockchain. Some measures, such as pseudonyms,
are insufficient to ensure transactional privacy [19]. Therefore, several
mechanisms, such as zero-knowledge proof and mixing, were proposed
to improve privacy.

3.3.2. Privacy-preserving mechanisms in blockchain

Recently, privacy-preserving data exchange has gained tremen-
dous attention in healthcare scenarios, especially for effective data
analytics. For this reason, in previous research studies, several pri-
vacy methods have been used with blockchain to strengthen privacy.
Fig. 5 shows well-known privacy-preserving mechanisms deployed on
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Table 6
Summarization of relevant studies implementing blockchain-based telemedicine solutions.

Study references Blockchain platforms Privacy mechanisms Remarks

Abugabah et al., [97] Ethereum - This study presented a transparent and tamper-proof telemedicine
framework to ensure data integrity.

Guo et al., [42] Consortium Attribute-based encryption A privacy-preserving blockchain-based telemedicine system with
authorized access policies is proposed.

Gupta et al. [102] Hyperledger fabric Cryptographic method An inter-operable blockchain-based telesurgery framework to
provide secure access mechanisms

Kordestani et al., [98] Ethereum - A patient-centric blockchain-based framework to provide reliable
and secure teleconsultation service.

Nusrat et al., [5] Private blockchain - A blockchain-based telemedicine model to ensure security and
patient-centric accessibility of health data.

Celesti et al., [99] Ethereum Data anonymization A secure telemedical laboratory to form a virtual hospital team
incorporating blockchain and the cloud to provide better treatment.

Juyal et al., [104] Consortium Asymmetric encryption A privacy-preserving decentralized skin surveillance system provides
secure medical data storage and access.

Mannaro et al., [103] Ethereum - A patient-centric blockchain-based teledermatology consultation
platform to improve care quality.

Gupta et al. [100] Ethereum - A blockchain and IPFS-based patient-centric Tele surgical remote
service framework to improve the accuracy and quality of the
system.

Ji et al. [105] Hyperledger fabric Order-preserving encryption A location-based privacy-preserving medical service among health
stakeholders.

Patil et al., [106] Blockchain platform - A blockchain-based secure framework for universal health data
storage and analysis.

Son et al. [107] Consortium CP-Attribute based encryption A secure protocol for a cloud-based telecare information system
with controlled access using blockchain.

Rahman et al., [108] Private blockchain - The life monitoring blockchain-based model for a cancer patient
allows secure data transmission among health stakeholders.

Yazdinejad et al., [65] Public blockchain Symmetric key encryption A distributed network for remote patient monitoring with
transparent and secure data transmission using blockchain

Dib et al. [109] Hyperledger fabric Trusted execution environment A user-centric network to privately transfer the data among health

stakeholders using blockchain and Intel’s SGX.

the blockchain. Encryption schemes such as proxy re-encryption and
attribute-based encryption were the well-known cryptographic methods
used to develop privacy-preserving data exchange. The permissioned
blockchain-based smart contract is an efficient solution for fine-grained
access control policies [114]. In the following subsection, we have
explored several well-known privacy mechanisms to gain insightful
information.

+ Encryption Scheme: Encryption is a well-known method used in
blockchain. Encryption methods are integrated with blockchain
technology to meet data ownership and security requirements
[115]. In the symmetric encryption method, the same key is
accessible by both sender and the receiver. In the asymmetric
scheme, the private key and the public facilitate the decryption
and encryption of the data. Several data encryption methods pro-
vide access control and security over the network, for example-
attribute-based encryption, identity-based encryption [116], and
proxy re-encryption [117]. These techniques help securely trans-
fer data from the data owner to the requester. Several past
research studies integrated these methods with the blockchain
platform. In [118], the authors created Health-chain, a privacy-
preserving framework for health data. The hash value of health
data stored in IPFS ensures privacy preservation while reducing
the computational overhead.

Identity-based Encryption: Shamir first introduced the novel idea
of a public-key cryptography scheme in 1984 [116]. Since then,
researchers have proposed several Identity-based Encryption (IBE)
proposals [112]. The IBE scheme uses bilinear maps theory. In
the article [112], the authors integrated the IBE scheme with
permissioned blockchain to provide a privacy protection scheme.
This scheme was better than traditional Public Key Infrastructure
(PKI), as it avoids complicated certificate management and pre-
vents passive attacks. The IBE scheme uses a unique identity ID to

generate the user’s public key. With a unique identity ID, any user
who wants to join the permissioned blockchain can obtain the
encrypted key. In the article [119], the authors used blockchain
and identity-based encryption schemes to provide a decentralized
and privacy-preserving exchange of Internet of Things (IoT) data.
Blockchain provides access control policies, and identity-based
encryption facilitates cryptographic access control policies. In
the article [120], the authors have developed medical informa-
tion exchange platform based on blockchain and identity-based
encryption to guarantee medical data privacy and confidentiality.
Proxy Re-encryption: Proxy re-encryption (PRE) is a feasible
cryptographic public-key encryption method proposed by Blaze
et al. [121] and Mambo and Okamoto [117]. This method permits
third parties or proxies to securely transform the ciphertexts
or encrypted data from one public key to another. The proxy
or cloud service providers cannot acquire any details about the
original message [122]. It is a feasible solution to provide se-
cure access delegation. Integrating PRE with blockchain smart
contracts provides a fast and efficient platform for sharing and
storing data [34,82]. In [123,124], the authors have proposed
a blockchain-based model to protect EHR. This model uses the
proxy re-encryption method to transfer patient data without
revealing the private key. In [125], the authors have designed a
proxy re-encryption and blockchain-based distributed secure file
storage and sharing system. In [126], the authors have designed a
blockchain-based cloud-assisted framework that combines proxy-
re encryption and searchable encryption technology to ensure
data privacy for EHR sharing.

Attribute-based Encryption (ABE): This is one of the promising
techniques of a public-key-based scheme. It is an efficient tech-
nique that guarantees fine-grained access policies [127]. ABE
allows only specific users with certain attributes to view or access
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the data, depending on the access control policies. In [128], the
authors have designed an ABE-based blockchain model for IoT
applications. With ABE, only the user with a specific attribute
can access the data. This proposed model achieves higher privacy
with minimum computational overhead. Few other encryption
approaches ensure health data protection, for example- Cipher-
Policy Attribute-based Encryption (CP-ABE) [129] and Key-Policy
Attribute-based Encryption (CP-ABE) [127]. Only the user with
valid attributes (user key) can decrypt the data to achieve au-
thenticity with these methods. With CP-ABE, users can define the
access control structure of their health data [107]. The authors
of the article [130] have designed blockchain-based privacy-
oriented architecture. In this article, the patient specifies the
access policies and the time duration to access his data. The
architecture used a voting-based Practical Byzantine Fault Tol-
erance (PBFT) method and encrypted the user’s data, ensuring
confidentiality.

Blockchain-based Smart Contracts: Nick Sazabo introduced the
Smart Contracts (SC) term in 1997 [131]. Smart contracts are
digital contractual conditions of agreements written in various
computer programming languages. The smart contract executes
automatically once the predefined conditions written in the con-
tracts are satisfied [52]. A smart contract is implemented on
the topmost level of the blockchain to guarantee proper ac-
cess control. Various programming languages such as Golang,
Kotlin, Solidity, Java, and JavaScript are used to write down
smart contracts depending on the blockchain platform. However,
contract correctness, designing careful control flow, improving
execution efficiency, proliferation, and redeployment are chal-
lenging issues associated with smart contracts [57]. Permissioned
blockchain platforms such as Hyperledger Fabric (HF) have been
used in previous studies to achieve privacy and confidential-
ity [130,132]. Hyperledger Fabric or an enterprise blockchain is
feasible to protect private health data. In [124], the authors
have utilized HF and public key infrastructure features to pro-
vide patient-centric authorized access to health records. In [133],
the authors have proposed HF-based modular architecture that
adopts fundamental concepts of HF, such as modularity. In [134],
the authors have proposed Ancile; this blockchain-based model
applies smart contracts to maintain the cryptographic hashes
of medical records and proxy-re encryption privacy-preservation
efficient access control.

Attribute-based Signature: Attribute-based Signature (ABS) is ben-
eficial in attribute-based messaging and anonymous authentica-
tion systems [135]. In an attribute-based signature, an authority
issues the set of attributes to a valid user or signer. A signer signs
the message or document with a predicate satisfied by the singer’s
set of attributes. In this scheme, the signature hides any identify-
ing detail about the signer and issued attributes. In [130], the au-
thors have used an attribute-based signature method to propose a
privacy-preserving blockchain-based framework. The users, such
as doctors and nurses, invoked the Attribute-based signature to
upload and access the EHR stored on the blockchain. KUNodes
is a node selection algorithm that helps to achieve attribute
revocation. Similarly, in [136], the authors have integrated the
Attribute-based Multi-Signature (ABMS) method and ABE scheme
with Hyperledger Fabric and Hyperledger Ursa library. This architec-
ture helps authenticate patients anonymously and encrypt EHR to
facilitate efficient EHR management.

Ring Signature: Ring signature is another encryption technique
for data privacy protection. This digital signature scheme is de-
veloped by Rivest et al. [137]. The ring signature transaction
contains only a specific group of members (ring members). Any
member can produce a digital signature by randomly selecting
multiple member’s public keys, a random value, a signer’s secret
key, and other techniques. It is computationally infeasible to
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revoke the anonymity of the actual singer. It is an elegant way to
solve issues with multiparty computations. In [138], the authors
have proposed a ring signature-based blockchain framework to
build a privacy-preserving data storage model. This model ensures
data privacy.

Data Anonymization: In the blockchain, differential privacy is a
simple anonymization method applied to protect data privacy. For
instance, in [139], the authors have employed differential privacy
to prevent an adversary who can gather sensitive personal data
when implementing federated learning using blockchain to note
crowdsourcing activities. In [110,140], the authors have inte-
grated blockchain and differential privacy for the privacy preser-
vation of data. In [141], a differential privacy technique protects
personal information while performing federated learning.

Mixing is another anonymization method [142] used in blockchain
to conceal the history of transactions. This method makes it difficult
to correlate the transaction history [17]. Thus, it helps to make the
address non-correctable in the transaction history. In [143], the authors
have used a mixing scheme with the Bitcoin blockchain to protect pri-
vate information. The Zero-Knowledge Proof (ZKP) is a cryptographic
method in which the prover attempts to convince the verifier of his
knowledge without revealing any other information apart from its
gained knowledge [144]. It keeps the sender and receiver transaction
detail hidden. Due to this feature, ZKP ensures authentication [82],
secure communication, and privacy [145].

3.4. RQ4: Federated learning for privacy-preservation

Machine Learning-based (ML) models have emerged as an efficient
approach to achieving robust and accurate health data analytics in the
last two decades. However, to take full advantage of the machine learn-
ing approach, a large amount of health data is needed to build effective
predictive models. For this reason, the collaboration between multiple
health organizations must collect and share health data [27]. The recent
COVID-19 pandemic has also highlighted the need to effectively share
health data, resources, and knowledge globally [146,147]. In practice,
the sensitive nature of health data and stringent privacy regulation
laws such as HIPAA and GDPR restrict hospitals from sharing their
raw health data with other entities. Thus, there is a trade-off between
data privacy and better predictive data analytics [148]. The Federated
Learning (FL) approach is relevant to remove this trade-off as it elim-
inates the need to share raw data to train a global machine learning
model. FL is an emerging technology that can guarantee data privacy
and train a collaborative model from multiple data providers [149]. The
main advantage of FL over the traditional centralized machine learning
methods is the ability to provide decentralized collaborative learning
for implementing ML algorithms. There is no need to collect or process
data at data centers; instead, the ML model is trained at the local node.
Another advantage of FL is compliance with GDPR, as data never leaves
the local node, and only model updates are shared [150].

There are three main steps involved in FL implementation. In the
first step, the central or coordinating server initiates the process and
shares the global model, i.e., the initial model parameter, with all
the federated users/clients. In the second step, all the clients/users
train their respective local models using the initial model parameter
and their data. Afterward, the client sent trained local model updates
to the coordinating server. In the third step, the coordinating server
aggregates all the local updates and generates a new global model.
Finally, the new global model was shared with all the clients. This
iterative process repeats till the model achieves a certain level of
accuracy [29].

Generally, categorizing a federated learning system depends on the
data distribution characteristics and the client’s participation in the
FL environment. The three types of FL are horizontal FL, vertical FL,
and last one is federated transfer learning. In horizontal FL, datasets
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Fig. 6. Architecture of federated learning in healthcare scenario.

own by different clients share similar feature spaces but with different
sample spaces. In vertical FL, clients have similar sample spaces with
different feature spaces. Federated transfer learning is the hybrid of
horizontal FL and vertical FL [151]. FL is a rapidly evolving technology.
Google and WeBank have launched open-source FL platforms such
as TensorFlow Federated [152] and Federated AI Technology Enabler
(FATE) to increase FL implementation [153]. In the recent past, FL
has become a promising technique that plays a vital role in various
applications to offer low-latency decisions with privacy guarantees.
Some well-known applications that highlight the potential of FL are-
virtual keyboards, self-driving cars, healthcare, robotics, Unmanned
Arial Vehicles (UAV), and supply chain finance [154].

One of the highly influential sectors of FL is the healthcare in-
dustry. FL addresses data privacy and governance issues, usually in
health data aggregation [27]. In healthcare, FL allows hospitals to
collaboratively train a global model without sharing raw data with
other entities. In the FL mechanism, multiple healthcare organizations
share locally calculated model updates to a coordinating server. These
model updates generate a global predictive model without revealing
private datasets [155]. Thus, it protects privacy and ensures legal
and ethical compliance between hospitals [156]. More recently, in
the COVID pandemic, the Standford Institute of Human-Centered Al
created a federated learning-based in-home system to monitor persons
for coronavirus symptoms. In addition, some research works proposed
FL-based solutions to detect coronavirus infections while preserving
patient data privacy [146,157]. Similarly, NVIDIA Clara is a healthcare
service platform that uses federated learning to protect patient data
privacy in healthcare and medical institutions. Fig. 6 shows a typical
model of federated learning.

3.4.1. Advantages and privacy issues in federated learning

Compared to the traditional ML approach, FL naturally provides a
privacy guarantee. Multiple hospitals train models collaboratively in
federated learning scenarios without a centralized dataset. Hospitals
only shared updated models with the coordinating servers. Thus, FL
avoids collecting massive health data at any centralized repository. FL
reduced the training time and cost and improved data security. Table 7
shows the advantages and challenges of federated learning.
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Table 7
Advantages and challenges in federated learning.
Sr. no. Advantages Challenges
1 Enable Scalability Lack of trust
2 Improve security and Accuracy Traceability
3 Ensure privacy Accountability
4 Low cost of training Potential privacy
5 Reduce training time Communication

3.4.2. Privacy attacks/threats in federated learning

FL offers initial privacy protection but is still susceptible to potential
privacy attacks. Despite the significant research on FL schemes, existing
FL schemes are still vulnerable to potential privacy attacks. FL schemes
cannot meet the advanced security requirements for applications. Keep-
ing this in view, we have discussed the attacks in FL and reviewed
several privacy-preserving techniques incorporated in FL.

According to prior research, sharing local model updates to the
collaborator server in FL can leak sensitive information [21]. For ex-
ample, in [158], the authors have discussed the model training process.
In that process, adversaries can partially extract each client’s training
data based on their uploaded model parameter. A recent work depicts
how those attackers can extract training data from model parameters
in a few iterations. Such issues make FL vulnerable to privacy attacks
such as Poisoning attacks [159] and Inference attacks that include
membership inference attacks [160], model inversion attacks [161],
and reconstruction attacks. The current FL system faces two types of
attacks. The first is an insider attack launched by the FL server. The
clients in the FL system fall under the insider attacks category- for
example, Sybil Attacks [25] and Byzantine Attacks,162. The second
is outsider attacks launched by the final users of FL systems and by
intruders.

» Membership Inference Attack: The main aim of membership in-
ference attacks is to determine whether the input samples to the
learning model come from the training dataset or not. In the
FL approach, the adversary aims to determine if a specific input
sample belongs to the personal training data of only a single
party or if it belongs to any party [162]. In the FL, attackers
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can conduct passive and active membership inference attacks.
In passive attacks, attackers perform the inference by observing
updated model parameters without changing anything in the
global or local training process. Inactive attacks, attackers can
carry out stronger attacks against other clients by tampering with
the FL model [163].

Poisoning Attack: In the FL framework, the coordinating server is
susceptible to inspecting the original data or training process at
the local node. Thus, this situation prohibits the transparency of
the model training process. Moreover, it imposes model poising
attacks. Throughout the training phase, the poisoning attacks
can be carried out on the model called model poisoning and on
data called data poisoning attacks [164]. Model poisoning attacks
target model parameters or insert the backdoor attacks into the
global model before sending them to the coordinating server [25].
At a very high level, both the data and model poisoning attacks
try to change the behavior of the trained model.

Membership inference attacks and poisoning attacks show the need to
protect model parameters in the FL training process. Therefore, there
is a need to use privacy mechanisms to protect client data effectively
in the FL system [150].

3.5. RQb5: Privacy-preserving mechanisms in federated learning

Recent work on FL has demonstrated that FL may fail to provide a
strong privacy guarantee. Therefore, for designing a robust FL system,
there is a need to use privacy-preserving techniques to protect privacy
at two-level- first at the training dataset and another at the exchange of
local model parameters [150]. The various privacy-preserving methods
have integrated with FL to deal with privacy threats/attacks [165].

« Differential Privacy (DP): DP was proposed in 2006 by Dwork
et al. [166]. DP is the most widely used privacy technique due
to its algorithmic simplicity and small system overhead. Commu-
nication between a coordinating server and clients is the trickiest
element in the FL scheme. In such a situation, to provide effec-
tive communication between the central server and clients DP
mechanism is commonly used before sharing model parameters.
In the DP mechanism, a certain amount of random noise is
added to data or the model updates before being exchanged
to the central server [167]. DP mechanism is also used before
sharing the algorithm updates or computational results [168].
DP upsurges the level of privacy in the FL framework [169];
still, it often yields lower data utility or substantial loss in global
model performance [170]. Furthermore, owing to the random
noise present in the training process, the FL system may develop
less accurate data models. Still, a trade-off exists between data
utility and privacy guarantee [166].

Homomorphic Encryption: It is an attractive privacy-preserving
cryptographic method adopted in many FL systems that can per-
form specialized calculations (e.g., addition) on encrypted data
or ciphertext without decrypting it first [171]. Based on the
computational operations and encryption, HE consists of different
types, such as partial HE, fully homomorphic encryption [172],
and somewhat HE. In the FL system, the HE technique pail-
lier helps securely aggregate model parameters [173]. In addition,
some research studies have used the additive property of partial
HE to prevent attacks on locally computed models [174,175].
HE provides potential privacy for cross-silos FL by performing
easy and complex computation operations (e.g., exponentiation,
modular multiplication). However, the computation of complex
functions is expensive to compute. In HE, performing complex
operations increases significant computational overhead [150].
The authors in [176] have designed privacy-preserving FL archi-
tecture that protects the data privacy and integrity of the global
model. They have used Trusted Execution Environment (TTE) to
create a training-integrity protocol to detect causative attacks.
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+ Secure Multi-party Computation: It is also known as secure/pri-
vacy-preserving computation or Multi-Party Computation (MPC).
It was proposed in 1986 by Yao [177]. With SMPC, multiple
parties can perform distributed computing tasks in a protected
manner. Parties can jointly perform computation tasks on their
private input data. A single party cannot learn the personal data
of the other party. In SMPC, after computation, each party can
only obtain the final output and its inputs [150]. The SMPC
protects the model parameters in the FL system before exchanging
them to a central server. The FL system only encrypts the model
parameters, as there is no need to encrypt all input data [29].
SMPC helps to eliminate the trade-off between privacy and data
usability. But still, it is susceptible to inference attacks. Another
concern in SMPC implementation is computational overhead that
leads to longer training time. However, there exists a trade-off
between data privacy and efficiency. In SMPC, the continuous
transfer of encrypted and decrypted data between multiple parties
may have a higher communication overhead [178].

3.6. RQ6: The convergence of federated learning and blockchain

Many researchers have integrated blockchain technology and a
federated learning approach for different use cases. In Table 8, we
have summarized the relevant research studies that have integrated
blockchain and federated learning for various use cases. In [179], the
authors have designed a blockchain-based protocol for secure data
sharing in federated learning. They have developed secure communi-
cation between the FL client and the FL server. In [180], the authors
have discussed the application of blockchain and FL in vehicular (IoT)
networks. Integrating federated learning in vehicular networks makes
offloading the trained models to vehicles more secure and reliable.
In [181], the authors have used a blockchain network as a coordinating
server to exchange local model updates between devices. In [182],
the authors proposed a Galaxy Federated Learning (GFL) architecture
incorporating the Ethereum blockchain and federated learning. In ad-
dition, they have developed a ring-decentralized federated learning
algorithm to improve network robustness and bandwidth utilization.
In recent research [183], the authors have developed a blockchain-
enabled asynchronous FL-based IoT anomaly detection model. This
work devised a DP-GAN algorithm (Generative Adversarial Nets) to
preserve the model parameter privacy.

3.6.1. Federated learning and blockchain for healthcare scenario

The adoption of federated learning techniques and blockchain in the
medical sector carries enormous benefits and promises. These technolo-
gies ensure secure storage, exchange, and utilization of health data. In
the COVID-19 era, distributing accurate and trustworthy information is
very important; for this purpose, few authors applied FL and blockchain
to design robust models to share COVID-19 patient information in a
privacy-preserving manner [192,200,201]. In [202], the authors have
proposed a patient-centric blockchain and Al-based model to fight
against COVID-19. In [203], the authors have proposed a blockchain
and federated learning framework to collect and share COVID-19 pa-
tient data among several hospitals while maintaining data privacy. Few
authors focused on designing a trustworthy healthcare model based
on FL and blockchain. These architectures focused on the privacy
protection of IoHT, i.e. (Internet of Health Things) data [204,205], and
designing IoMT solutions [164]. Similarly, in [206], the authors have
proposed a blockchain-empowered FL architecture to enhance fairness
in FL tasks and enable accountability. They have presented the data
sampler algorithm to increase the model accuracy.

By understanding the enormous potential of these technologies,
we have integrated them into the telemedicine system. In Fig. 7, our
proposed architecture shows the merging of blockchain and federated
learning for the telemedicine system. This study adopted a private
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Table 8
Summarization of relevant studies implementing blockchain and federated learning.

Study references Blockchain Learning Privacy methods Remarks
platform methods

Wu et al., [184] Hyperledger Deep neural Homomorphic A privacy-aware blockchain-based
fabric network encryption decentralized FL framework is proposed

to avoid a single point of failure.

Lu et al. [185] Permissioned - Differential Blockchain and FL-based intelligent and
blockchain privacy trustworthy data-sharing model is

designed for Industrial IoT.

Weng et al., [186] Corda Stochastic Non-interactive A deep learning privacy-preserving

gradient descent zero-knowledge incentive mechanism is developed to
assure the auditability and privacy of
the training process.

Fan et al. [187] Public and - - A hybrid blockchain-based transparent
Consortium resource trading platform is proposed to
blockchain facilitate auditable and autonomous

auctions among edge nodes.

Toyoda et al., [188] Public - - A mechanism-design-based FL protocol is
blockchain designed that helps to reward the users

based on their contribution.

Liu et al., [189] Permissioned Neural network - A peer-to-peer payment-based network
blockchain for federated learning is designed to

provide proper profit distribution.

Arachchige et al., [190] Ethereum Stochastic Differential A trustworthy and privacy-preserving

gradient descent privacy Industrial IoT system is developed.

Kang et al., [191] Consortium Stochastic - A reliable and trusted client selection
blockchain gradient descent scheme for FL tasks is proposed in a

mobile network.

Mugunthan et al., [26] Ethereum Linear regression Differential A privacy-preserving auditing
privacy mechanism is designed to reward the

agents based on model contribution

Aich et al., [192] Blockchain - - To build a generalized and robust Al
model with secure data access for
COVID-19 patient data.

Wang et al., [193] Proof-of-work - - A proposed secure decentralized
multiparty learning platform that was
resistant to Byzantine attacks is
proposed.

Kang et al., [194] Consortium and Distributed A communication-efficient

public stochastic blockchain-based federated edge learning
blockchain gradient descent system is developed to manage
high-quality model updates.

Korkmaz et al., [195] Ethereum private - - A fully decentralized FL model is
blockchain designed to store and aggregate model

updates.

Wang et al., [196] Blockchain Stochastic Differential A privacy-preserving FL system is

gradient descent privacy presented to provide efficient data
transmission for Unmanned aerial
vehicles (UAV) in mobile crowdsensing.

Qu et al. [197] Public Stochastic - A blockchain and FL-based system are
blockchain variance reduced designed for efficient and secure fog

gradient computing communication resilient to
poisoning attacks.

Passerat-Palmbach et al., [9] Ethereum - Secure encrypted To introduce the blockchain FL-based
virtualization architecture to provide fine-grained
memory. access policies and privacy-preserving

audit mechanisms.

Demertzis et al., [198] Blockchain - - A blockchain-based FL framework is
presented to focus on threat defense in
smart cities.

Ma et al. [199] Permissioned Logistic Secure Transparent model contribution

blockchain regression multi-party evaluation.
computation

Zhao et al. [139] Consortium - Differential A blockchain-based FL model is designed
blockchain privacy to assist home appliance manufacturers

in predicting customer requirements.

blockchain platform, i.e., Hyperledger Fabric blockchain. In this dia-
gram, hospitals A is primary care clinic, and hospitals B and C are
remote specialist hospitals. Hospital C acts as a miner or coordinator
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hospital. The primary care clinician collects the patient’s health data
at the initial level. Health data is stored in a hospital’s database using
a proper privacy-preserving mechanism. Patient-centric smart contract
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Fig. 7. The proposed telemedicine architecture integrating blockchain and federated learning. The remote hospitals can access the patient clinical data and global model updates

via blockchain.

logic is applied before sharing data with remote hospitals to achieve
secure data transmission. With federated learning, decentralized and
collaborative learning is performed. Global models update is shared in
a trustworthy and safe manner. By integrating blockchain and federated
learning, health data is securely transmitted and stored and can be
used to perform effective data analytics. Algorithm 1 illustrates the de-
tailed workflow of our proposed blockchain and FL-based telemedicine
system.

4. Discussion and future scope

This survey helps to highlight the benefits and issues in the current
remote healthcare system. It explores the significance of promising
technologies such as blockchain and federated learning to strengthen
the remote healthcare system. Compared to the previous studies, this
survey discussed several privacy-preserving methods incorporated with
blockchain and federated learning to design a privacy-centric telemed-
icine system. The main objective is to highlight the issues faced while
designing patient-centric privacy-preserving telemedicine systems and
how blockchain and federated learning have the potential to overcome
those issues. This survey discussed the privacy issues/attacks in feder-
ated learning and explored the existing privacy-preserving techniques
that facilitate achieving potential privacy.

4.1. Summarization of research questions

» RQ1: In the COVID-19 pandemic, tremendous growth is observed
in adopting the telemedicine system. Telemedicine has become

the latest efficient way of communicating and accessing health-
care. Despite the advancement in telemedicine, it still faces chal-
lenges that need to be handled urgently. Telemedicine is still in its
development phase. Unauthorized data access, data privacy, lack
of trust, data breach, and lack of a patient-centric approach are
the hurdles that need to be considered to integrate telemedicine
systems in healthcare fully. There is a need for a trustworthy,
robust telemedicine platform that ensures data privacy and easy
availability or accessibility of data. In this regard, it is essen-
tial to adopt advanced technologies with telemedicine systems
to design reliable systems. Blockchain and telemedicine share a
mutual vision to develop a decentralized and reliable system.
The blockchain facilitates an efficient way to store and share
electronic health records in a decentralized manner.

Similarly, the adoption of federated learning in telemedicine is
a hot research topic. It helps to design a collaborative and accu-
rate diagnosis model that aids in achieving precision medicine.
However, the sustained use of blockchain and federated learning
in telemedicine systems is still under development. In the future,
much more research and the maturation of these technologies
will be necessary before the framework can be used securely and
safely across the globe.

RQ2: Blockchain has several fascinating features that can be
valuable for healthcare applications. The decentralized nature
of blockchain helps create applications without needing to de-
pend on any centralized authority. Decentralization helps create a
transparent healthcare workflow that lets patients know how their
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Algorithm 1: A Proposed Blockchain and Federated Learning-based Algorithm for Telemedicine

Input: Number of hospitals, Clinical data, Initial global model (parameter), Number of epoch e
Output: Hash of clinical data, Global model (parameter) published on the blockchain

1: Start
2: Initialize the Blockchain network setup
3

: Create certificates using Fabric Certificate Authority (CA)

4: Connect all authorized hospitals in the network
5: Deploy the chaincode for each hospital
6: On client hospital:

ik Collect patient clinical data

8: Broadcast hash of data on a blockchain

9: Execute chaincode and check access permission

10: if (authorized access), then

12 Grant permission to access data

12: Access the data and send medication data to the authorized hospital
13: Provide medication

14: end

15: else

16: Deny permission to access data

17: end

18: On coordinator hospital:

19: Initialize the global model training

20: Broadcast the initial global model parameter on the blockchain

21: for each epoch e= 1,2...n do

22z On client hospital:

23: for each client hospital, do

24: Receive global model parameter from the coordinator hospital
25: Setup environment for local model training

26: Train the global model parameter with its own dataset

27: Generate a local model

28: Send a local model update to the coordinator hospital

29: end for

30: On coordinator hospital:

31: Aggregate all local model updates sent by the client hospital
32: Generate a new global model

33: Broadcast new global model on blockchain

34: end for

35: End

health data is shared and accessed in the network. Immutability
helps to ensure the validity and integrity of sensitive health
records. Traceability, transparency, and data availability are key
features of blockchain that enhance its applicability to developing
trustworthy healthcare applications. Regarding data privacy, de-
spite the encryption mechanism employed with the blockchain,
there is a concern that it is possible in public blockchain to
reveal the patient’s identity by linking sufficient information re-
lated to that patient. In addition, a privacy leakage can occur
in blockchain even though users only perform transactions with
their private and public keys. The private keys in the blockchain
are also susceptible to potential compromise, resulting in a lack
of authorized access to health data. Due to this, patient data
privacy is a core concern when integrating blockchain into the
healthcare industry. In the future, the challenge of data privacy
will be an open research issue to enhance the health stakeholder’s
confidence to boost the adoption of blockchain in healthcare
applications.

RQ3: This study highlights the privacy-related challenges in the
blockchain and explores several privacy-preserving mechanisms
deployed with blockchain to ensure privacy guarantees. It be-
comes possible to achieve a strong privacy guarantee by de-
ploying different encryption schemes (e.g., Attribute-based en-
cryption, proxy re-encryption, and identity encryption) and other
mechanisms like homomorphic encryption and ZKP with block-
chain. Identity-based encryption improves key distribution. In this
mechanism, the user’s identity is used to generate a public key;
thus, there is no need to obtain a user public key to transfer
encrypted data. Proxy Re-encryption is suitable for data access
control and is a feasible solution to provide secure access dele-
gation. Attribute-based encryption guarantees fine-grained access
policies that help to define authorized users. Blockchain-based
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smart contracts help to guarantee proper access control. Attribute-
based Signature (ABS) benefits attribute-based messaging and
anonymous authentication systems. Ring signature is a feasible
solution to solve the issues with multiparty computations. Mix-
ing makes it challenging to correlate the transaction history.
In addition, some other privacy-preserving mechanisms, such
as differential privacy, zero-knowledge proof, and homomorphic
encryption, are also deployed with blockchain to provide a strong
privacy guarantee. However, no privacy-preserving mechanism
is free from vulnerabilities. Each privacy-preserving method has
its shortcomings. The drawback of attribute-based encryption is
that the data owner must use each authorized user’s public key
to encrypt the data. This mechanism is not suitable for some
real-world applications. The high cost required for data encryp-
tion and decryption is another challenge the encryption schemes
face. High computational complexity is the main challenge in
adopting zero-knowledge proof and homomorphic encryption. In
some use cases, zero-knowledge proof depends on a third party,
while homomorphic encryption requires an extended processing
time. The challenging issues with smart contracts are contract
correctness, designing careful control flow, improving execution
efficiency, proliferation, and redeployment of contracts that need
to consider for better privacy preservation. Thus, there is a need
to consider the current benefits and issues with these privacy-
preserving mechanisms before deploying them with blockchain
for healthcare applications.

RQ4: The main reason behind the widespread adoption of feder-
ated learning is that it allows collaborative learning that facili-
tates efficient machine learning while ensuring legal compliance
and privacy between multiple hospitals. FL addresses data privacy
and data governance issues that usually exist in health data
aggregation. With the FL technique, machine learning models
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run in a distributed and heterogeneous manner while minimizing
the risk of data transfer. Unlike centralized learning, FL has few
valuable features, such as ensuring privacy since the hospitals
never share their private datasets. It possesses lower latency as
hospitals can make predictions locally and less power consump-
tion since models run on local hospital data. Thus, FL offers
large datasets to build a better predictive global model through
multi-site collaboration and provides easy scalability. Further-
more, minimum resources are required in the FL to aggregate
models; thus, deployment becomes more economical. However,
the core challenges of FL, such as lack of coordinating side trust,
potential privacy, and traceability, must be addressed before
adopting FL in the healthcare domain.

RQ5: According to the latest research studies, federated learning
is susceptible to several privacy threats, such as membership
attacks, inference attacks, and poisoning attacks. Several privacy
methods were integrated with FL, such as SMPC, Homomorphic
encryption, and Differential privacy for potential privacy. Most
recent studies primarily focused on differential privacy and SMPC
for privacy-preserving FL. Each method might resolve the privacy
issues, but they still have shortcomings. For example, differen-
tial privacy suffers accuracy issues, and SMPC and HE lead to
higher communication and computational overheads. However,
these existing privacy-preserving methods, such as Differential
privacy, impose lower data utility, Secure Multi-party Computa-
tion, impose a high computational overhead, and are susceptible
to inference attacks. With these methods, FL achieves strong
privacy, but it loses efficiency as well as accuracy. Thus, there
is a need to consider the current issues with DP, SMPC, and HE
before designing robust FL systems. Therefore, further research
is still required to eliminate the trade-off between data privacy
and accuracy. Developing a practical FL system with a potential
privacy guarantee is still very challenging. In the future, even
combining various privacy techniques with blockchain and FL
may lead to a potential privacy guarantee. The ultimate goal
is to design a secure, efficient, and accurate federated learning
system with a privacy guarantee. Privacy-preserving FL is still a
challenging research area.

RQ6: More recently, blockchain and federated learning tech-
nology are independently making a tremendous technological
revolution in healthcare industries. The ethical challenges in a
medical setting are data privacy, which means preserving patient
identity; data transparency means the patient must know how
their data are accessed; and consent means patients have the
right to control their data. In this regard, blockchain is mainly
used in healthcare to facilitate decentralized, secure storage and
controlled access to health data. On the other hand, federated
learning allows gaining insights from data across isolated hos-
pitals and medical institutes to generate a collaborative model
with a privacy guarantee. Integrating blockchain and federated
learning is very beneficial in addressing challenges present in the
medical context.

Furthermore, blockchain ensures auditability and verifiability in
federated learning to improve the correctness and efficiency of
training procedures. These two technologies are complementary
to each other and have the potential to resolve traditional health-
care’s core challenges. With this convergence, it is possible to
securely share and analyze data and models in a trustworthy
manner. As the convergence of these two technologies is still
under development, there is a need further to explore this promis-
ing research field in an integrated way. Despite this, federated
learning is vulnerable to inference attacks, and it is not easy to
achieve strong privacy. Blockchain also fails to achieve a com-
plete privacy guarantee. Blockchain and naive federated learning
systems are susceptible to advanced data privacy threats. Thus, to
design a privacy-centric healthcare architecture, it is necessary to
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incorporate a suitable privacy-preserving mechanism with these
technologies to enhance its adaptability in healthcare. However,
blockchain and federated learning offer an initial level of pri-
vacy, but it offers a stronger privacy guarantee in combination
with various privacy methods. In the near future, there is a
need to explore these two emerging technologies to produce
reliable modern healthcare services to improve care quality. The
exciting future research topic is integrating federated learning
and blockchain technology with appropriate privacy-preserving
mechanisms in telemedicine systems. This integration helps de-
velop a cost-effective, reliable, and trustworthy decision-making
platform. Furthermore, designing a blockchain-based federated
learning framework is a promising way to boost the overall
standard of healthcare.

4.2. Limitation

Our SLR has recognized a few limitations. First, this SLR analyzes
the research studies published in IEEE Xplore, Web of Science, Science
Direct, ArXiv, and Scopus, which may result in the incompleteness
of relevant literature. However, as stated earlier, we only focused on
journal articles and conference papers, which meant we could not
retrieve the more relevant information published as book chapters or
lecture notes. As a result, this study may miss a few relevant research
works that have not been searched in the grey literature.

5. Conclusion

The COVID-19 pandemic has taught us a few very important lessons
in a hard way. On one side, it has exposed vulnerabilities of the
existing healthcare systems; on the other side, it has also shown the
potential of available technologies, such as telemedicine, to rapidly
achieve universal healthcare coverage that too at a fraction of the cost
compared to that of the brick-and-mortar model of healthcare. The use
of an online web-based portal CoWIN, to coordinate and administer
more than two billion vaccine doses by India is one such example,
which clearly demonstrates how digital technologies could be game
changers for healthcare. This indicates how the digital divide between
developed and developing nations is rapidly reducing. It would not
be an exaggeration to suggest that the stage has been set for digital
technologies to take the next big step in healthcare.

The new digital dawn, however, is not without issues. This new dig-
ital age has its own set of problems. Given the sensitive nature of data
generated and processed in the healthcare domain, it is crucial to dili-
gently deal with all the issues pretending to be data in this domain. We
found from the literature that for effective deployment of telemedicine
systems, secure storage, privacy-preservation, and authorized access to
health data with the consent of patients are identified as the main data-
related challenges. Several approaches have been proposed to solve
these issues; however, it is not possible to solve these issues using
conventional telemedicine architectures, which were proposed decades
ago. Moreover, the rapid rate of technological development and ever-
increasing computation power, with quantum computing being just in
the corner, also makes it futile to solve these issues using old methods.

Blockchain and Federated learning are emerging technologies and
are actively pursued by researchers across the globe. In recent years,
both federated learning and blockchain advancements have gained
enormous attention, and they have shown to be path-breaking tech-
nologies in their own regard. Integrating these two powerful technolo-
gies could provide an excellent opportunity to build a highly secure
and accurate collaborative model in various domains, especially in
healthcare.

In this review, we have provided a systematic and in-depth overview
of telemedicine, blockchain, and federated learning in the healthcare
domain using well-defined research queries. This review systemati-
cally explores the benefits and limitations of blockchain and feder-
ated learning. We have also discussed the privacy-preserving issues
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in blockchain and federated learning and have reviewed the several
privacy-preserving methods incorporated with these technologies to
design privacy-centric applications. Finally, we have proposed a generic
framework for merging the blockchain and federated learning-based
approaches for telemedicine-based applications. To summarize, this re-
search survey highlights the future opportunity to integrate blockchain
and federated-based technologies with suitable privacy techniques in
healthcare to create a highly secure and accurate collaborative model.
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