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Abstract— After analyzing the long-term evolution (LTE)
authentication and key agreement process (EPS-AKA), its exist-
ing security vulnerabilities are pointed out. Based on elliptic
curve cryptography (ECC) self-certified public keys, this paper
proposes an ECC self-certified authentication key agreement
scheme (ESC-AKA). This scheme includes the addition of a
trusted center (TC), which generates the public keys for the home
subscriber server (HSS), the mobility management entity (MME),
and the user equipment (UE). Three communication protocols are
designed, including MME/HSS registration, UE registration, and
UE access. A strand space model is used to carry out the formal
analysis, and performance and security analyses are carried out.
The results show that this scheme can compensate for the security
vulnerabilities of the original EPS-AKA scheme. It implements
the encrypted transmission of the international mobile subscriber
identity (IMSI), and realizes the mutual authentication between
the HSS and MME, the MME and UE, and the HSS and UE.
Because the self-certified public key cryptosystem is adopted in
this scheme, communication encryption is ensured, and the risk
of the TC simultaneously mastering the public and private keys
is avoided. This scheme is proven to be effective in protecting
the communication security of the LTE network.

Index Terms—LTE, EPS-AKA, self-certified public keys,
authentication, key agreement protocol.

I. INTRODUCTION

ONG-TERM evolution (LTE) [1] is a new generation of

broadband wireless mobile communication technology,
and includes the use of orthogonal frequency division mul-
tiplexing (OFDM), multiple-input multiple-output (MIMO),
and other advanced technologies. These technologies greatly
improve the data transmission speed and meet the growing
demands of users for the quality of multimedia services. 4G
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LTE technology is undoubtedly the most widely used and
mature technology. In the Ericsson Mobility report in June
2022, global 4G population coverage was reported to be
around 85% at the end of 2021, and is forecast to reach around
95% in 2027. There are currently 809 commercial 4G networks
deployed around the world [2].

The widespread use of LTE networks and the upcoming 5G
network place more stringent requirements on the security of
LTE networks [3]. The multi-access function provided by LTE
networks greatly increases the risk of LTE systems, so the
design of a secure and efficient authentication protocol is
imperative. However, the authentication and key agreement
protocol in LTE networks (EPS-AKA) [4] has been demon-
strated to have numerous security vulnerabilities [5]. To ensure
the security of the current LTE network and the future mobile
Internet, the investigation of a new type of security protocol is
not only related to the user’s personal privacy and property, but
also has an important impact on social and national long-term
stability [6].

In the mobile communication network, if a user wants
to obtain a network service, he/she must first perform user
authentication and key negotiation through an access network.
Compared with 3G access network, LTE network reduces the
number of nodes [5]. There is only one node e-NodeB in the
access network, which makes the original tree branch structure
flat, thus reducing the system complexity and system delay.

EPS-AKA is the authentication and key agreement scheme
developed by the 3rd Generation Partnership Project (3GPP)
organization on the basis of the 3G-AKA scheme for LTE
networks [7], and is based on the “challenge/response”
process. Via the negotiation and authentication between mobile
users and network elements, the process of communication
key acquisition is completed, which provides security for
encrypted communication.

By analyzing the EPS-AKA process, the following security
problems can be found.

(1) Plaintext transmission of the international mobile sub-
scriber identity (IMSI): when the user equipment (UE)
accesses the network for the first time, or when the
mobility management entity (MME) requires the user to
transmit the IMSI, the user device transmits the IMSI
in plaintext. In this way, IMSI can easily be inter-
cepted, which can then lead to user identity disclosure
[8], man-in-the-middle (MITM) attacks [9], TORPEDO
attacks [10], denial-of-service attacks (DoS) and other
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dangerous events. In an MITM attack, the attacker
obtains the IMSI and then tries to register with the base
station [9]. TORPEDO attack is able to verify whether a
victim device is present in a geographical cell with less
than 10 calls [10].

(2) Plaintext transmission of the service network identity
(SNID) and authentication vector (AV) (1,...,n): the
communication between the MME and the home sub-
scriber server (HSS) uses plaintext transmission, so there
is a high security risk. For example, SNID leakage will
cause network spoofing, MITM attacks, pseudo base
stations, and the disclosure of the AV (1,...n). This
allows attackers to disguise themselves as an MME or
HSS to communicate with users, thereby stealing private
user data.

(3) The public key K between the UE and the HSS coex-
ists for a long period of time. Because the encrypted
transmission is based on the shared key K, once K is
cracked, the data transferred by the user will no longer
be confidential.

(4) The initial access message of the UE lacks authentica-
tion, and a DoS attack can be easily initiated. A DoS
attack makes the service unavailable and prevents legit-
imate users of the service from using it [9].

Table I refers to the notations and their representations used

throughout this paper.
In 1991, Girault first proposed the self-certified public key

system [11]. The self-certified public key system is different
from the certificate public key system because the authority
only takes part in the generation of the user’s self-certified
public key, but does not have the user’s private key, and the
self-certified public key contains two secrets: the user’s private
key and the private key of the authority. So the authority cannot
fake the certificates and fake the users [12].

The self-certified public key has the advantages of small
overhead and high security, which make it very suitable for
the authentication process of mobile devices. Aiming at the
security flaws of the EPS-AKA protocol, an LTE network
user authentication and key agreement scheme, namely ECC
self-certified authentication key agreement (ESC-AKA), is put
forward based on the elliptic curve self-certified public key.
In the scheme, three communication protocols are designed,
including MME/HSS registration, UE registration, and UE
access. The authentication test theory based on the serial space
model is used to conduct a formal analysis of each protocol.

The security and efficiency analysis results show that this
scheme can effectively resist various attacks launched against
the original EPS-AKA protocol vulnerabilities. ESC-AKA
can resist internal and external eavesdropping, counterfeiting
and tampering attacks, AK attacks caused by SQN guessing,
attacks caused by the leakage of shared key K value, and DoS
attacks, forged authentication request attack.

The ESC-AKA protocol achieves the third level of public
key system security. The 5G-AKA protocol uses plaintext
transmission to return error messages, which may leak the
UE’s location information and cause serious consequences
[13], [14]. Compared with 5G-AKA, due to the handling of
the returned error message, the confidentiality of the user’s
location is protected. Compared with the high deployment cost

IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 31, NO. 3, JUNE 2023

TABLE I
NOTATIONS AND THEIR REPRESENTATION

Notation Representation
UE User EquipMent
MME Mobile ManagementEntity
HSS Home Subscriber Server
TC Trust Center
EPC Evolved Packet Core
UMTS Universal Mobile Telecommunications
Service
IMSI International Mobile Subscriber Identity
SNID Serving Network Identity
AV Authentication Vector
CK Cipher Key
IK Integrity Key
SON sequence number
IDC identity certificate
USIM Universal Subscriber Identity Module
IDhss HSS identity
IDMME MME identity
IDug UE identity
PKug Public Key of UE
PKummE Public Key of MME
PKeiss Public Key of HSS
PKrc Public Key of TC
SKuE Secret Key of UE
SKmmE Secret Key of MME
SKtiss Secret Key of HSS
SKrtc Secret Key of TC
4 Large prime number
E Elliptic curve order

of 5G network elements [15], the ESC-AKA protocol could
be used to improve the security of LTE networks before 5G
is deployed in some countries and regions.

II. RELATED WORK

In view of the security problems of the EPS-AKA protocol,
many scholars have proposed their own schemes. To retain
the EPS-AKA architecture to the greatest extent and make
it a full mutual entity authentication protocol, Kien proposed
the EAKA protocol, which is a mutual authentication protocol
between the UE and HSS that operates by keeping a secret
parameter of the AV in the HSS [16]; however, the problem
of plaintext transmission still exists. Bai ef al. studied the
leak security risks of the key K and proposed the ES-AKA
scheme [17], but the scheme does not solve the problem of
plaintext transmission.

To solve the problem of plaintext transmission, Wang pro-
posed an identity-based public key cryptosystem [18]. The
scheme can truly protect the IMSI when transmitted, but there
exists the security risk of the trusted center (TC) storing the
public and private keys of users. Parne et al. also solved the
problem of plaintext transmission by pre-sharing a dynamic
symmetric key between the UE and HSS, and solved the prob-
lem of key exposure and key freshness [19]. In the scheme,
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cocktail therapy is used to generate AVs, which reduces the
computational overhead of the HSS and the communication
overhead from the HSS to the MME. Based on symmetric
and asymmetric encryption, Hamandi et al. proposed a scheme
to enhance user identity privacy, which can defend against
all kinds of active and passive attacks [20], [21]. However,
the scheme does not consider non-traceability. Prasad and
Manoharan proposed a two-way encryption and authentica-
tion algorithm (DS-AKA) [22] based on the combination of
the ElGamal digital signature and the Diffie-Hellman key
exchange protocol; the algorithm uses the certificate-based
public key cryptosystem, which requires the TC to issue a
digital certificate. Because there is no time stamp, the algo-
rithm may be subject to replay attacks. The scheme proposed
in this paper applies the self-certified cryptosystem to generate
a public and private key, which can keep the secret of the key
pair. The proposed scheme solves the security risk of the TC
forging the certificate.

Abdrabou et al. proposed a scheme to solve the exist-
ing problems based on simple cryptographic exponential key
exchange and symmetric encryption [23]. In the scheme, the
UE and MME compute the secret dynamic key through pre-
shared parameters, and then use the dynamic key to encrypt
the transmitted data in the latter authentication. However, it is
unreasonable to pre-share multiple parameters. Purkhiabani
and Salahi proposed a scheme to improve the performance
based on a shared key [24]. The scheme reduces the bandwidth
overhead, but it uses plaintext in the data transmission.

To avoid using an asymmetric encryption system but
keep the secret of the IMSI, Zhu et al. proposed an LTE
authentication and key agreement scheme [25] to strengthen
the protection of user identity confidentiality by changing
the IMSI; however, the scheme does not solve the problem
of the plaintext transmission of the SNID. Choudhury et al.
used the Dynamic Mobile Subscriber Identity (DMSI) instead
of the IMSI to prevent the leakage of the IMSI, and the
value of the DMSI changes after every authentication [26].
The scheme can effectively enhance user privacy, but the new
functions added and changing the DMSI increase the computa-
tional and communication overhead. Fan et al. considered that
the HSS writes a singed pseudo IMSI in the Subscriber Identity
Module (SIM) card of the UE in advance [27], and then the
UE uses the pseudo IMSI for authentication. The scheme can
solve the problem of privacy leakage to some extent, but is
impractical for multiple UEs.

Singh and Saini provided a robust authentication scheme
[28] to solve the problem of DDoS attacks in LTE systems.
Ekene er al. proposed a certificate-based public key encryption
scheme [29], but it cannot avoid the security problem of the
TC forging certificates. Arapinis et al. proposed a set of
patching methods for the original AKA protocol in view of
the vulnerable replay attack in LTE systems [30]. Li and Wang
proposed a public key-based SE-EPS-AKA scheme for IMSI
plaintext transmission, AV risk transmission, and the long-
term storage of a shared key K [31]. However, this scheme
was also proved to be risky by Abdo et al. [32]. Panda and
Chattopadhyay proposed an improved authentication scheme
for LTE/LTA-A networks based on ECC, ECDH, and the
Salasa2o algorithm [33]. The scheme can effectively solve
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TABLE II
COMPARISON ON RSA AND ECC
Crack time RSA ECC RSA/ECC
(MIPS year) | Keylength | Key length Key length
ratio
104 512 106 5:1
108 768 132 6:1
1012 1024 160 7:1
1020 2048 210 10:1

the security problems in the authentication process and avoid
the system suffering from security attacks. However, in the
registration, the UE sends the IMSI as a parameter to the HSS
in the form of plaintext transmission, which may lead to the
leakage of the IMSI.

Ma et al. considered authentication and key agreement,
privacy, and perfect forward/backward secrecy, and proposed a
scheme consisting of two phases: the initial attach phase and
the handover authentication phase [34]. In the initial attach
phase, the encryption algorithm elliptic curve E is used in
the HSS to generate partial system parameters. One of its
purposes is to prepare for the future handover authentication.
In the handover authentication phase, three kinds of scenarios
in LTE-A networks in which a UE moves from the source base
station to the target base station are described. The scheme
achieves secure authentication in different handover scenarios
with enhanced complexity in the handover authentication
phase.

III. SELF-CERTIFIED PUBLIC KEY CRYPTOSYSTEM
BASED ON ELLIPTIC CURVE

A. Elliptic Curve Public Key Cryptosystem

Public key cryptography is based on mathematical difficul-
ties, and the three most widely used mathematical problems
are now:

1. Decomposition of large integers

2. The discrete logarithm problem on a finite field multi-

plicative group

3. The discrete logarithm problem on elliptic curves

At present, the first two mathematical problems have the
sub exponential time algorithm.

In 1985, Indra and Taneja put forward the elliptic curve
cryptosystem (ECC), and the security of ECC is based on the
intractability of the elliptic curve discrete group [35]. The best
solution to this problem is the exponential time algorithm.
Generally speaking, RSA and Diffie-Hellman key exchange
protocols need more than 1024 bits modulus to be secure, but
for ECC, only 160 bits modulus can achieve the same security
level [36]. Table II shows the comparison on RSA and ECC.

The ECC has the following advantages: it can achieve
high security with a short key; digital signatures and cer-
tificates are small; calculation speed is fast. Due to these
advantages, the ECC public key algorithm is widely used
in the field of cryptography. Indra and Taneja proposed a
two-way authentication key management scheme for wireless
sensor networks based on ECC algorithm [35]. Haripriya and
Kulothungan proposed an ECC-based IoT self-authentication
key management scheme [36].
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B. The Basic Principle of Self-Certified Public Key

Fig. 1 is a schematic diagram of the authentication principle
of self-certified public key. In this system, the user first
generates its own private key, and the encrypted private key
(called private key shadow) is sent to the authority. The
authority makes a signature of the user’s private key shadow
and user’s identity to produce the user’s self-certified public
key [37]. Any third party can verify the user’s public key
through the public key of the authoritative organization and the
user’s private key shadow; the authority does not participate
in the authentication process of the user.

C. Security Level of Public Key Cryptography

Girault defines three security levels for public key cryptog-
raphy [11]:

Level 1: Corresponding to identity based public key system,
the authority grasps the public and private key of the users
and can impersonate any user to communicate in the network,
so the authority must ensure that it is fully trusted.

Level 2: Corresponding to certificate based public key
cryptosystem, authority does not grasp or not easily calculate
the user’s private key, but can generate fake proof of public key
and then fake the user to communicate, therefore the authority
must also be fully trusted.

Level 3: Corresponding to self-certified public key system,
authority does not grasp or not easily calculate the user’s
private key, and if the authority exists cheating, the cheating
behavior can be proved.

The three security levels theory is widely used in the secu-
rity level determination of certificateless public key system
[38], [39], [40], [41]. ESC-AKA system uses the self-certified
key generation algorithm in public key cryptosystem based on
the elliptic curve, adds the TC to produce the public key of
each element on the basis of the original LTE network. So,
the security level of the ESC-AKA system can reach level 3.

IV. ESC-AKA SCHEME DESIGN
A. Introduction of Trusted Center TC

In this scheme, a TC is added to the original LTE network,
and the TC can be set on the HSS side, which is responsible
for the distribution and management of the public key.

TC’s features include:

® TC accepts the registration request of the local
HSS/MME/UE, and verifies the identity (ID) of the HSS/MME
and the IMSI of the UE.
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@ In the registration phase of HSS/MME/UE, the self-
certified public key is generated and distributed by TC accord-
ing to the private key sent by each network element.

® After the HSS/MME registration is completed, the
HSS/MME’s public key and the ID are stored in the local data-
base if TC receives the authentication from the HSS/MME.

@ During the UE registration phase, TC is responsible for
sending the HSS public key requested by UE to the UE to
ensure that the IMSI uses the public key of the HSS to encrypt
the transmission during the UE access phase.

® The TC public key can be written into the SIM card when
the SIM card is shipped out of the factory and can be updated
periodically through the key exchange protocol, such as the
Diffie-Hellman key exchange protocol.

® TC has the anti DDoS attack characteristics, such as
establishing a sound firewall and packet filtering mechanism,
when a large number of registration requests are received from
the same user in a short time. The user can be regarded as an
attacker and these requests are shielded. If a large number of
new users initiate registration requests, multiple TCs can be
used to achieve load balancing. The TC will not have much
communication pressure because the UE registration process
is enabled only when the UE is first registered to the network
or a HSS public key error occurred.

B. ESC-AKA Schema Overall Architecture

The ESC-AKA scheme is divided into four phases: TC
system initialization, MME/HSS registration, UE registration,
and UE access. After the TC system is initialized, other
network elements can execute their registration process. The
registration process is the process of application for the public
key by each network element to the TC. The MME and
HSS can apply the public key directly from the local TC,
and the UE needs to apply it from the TC of the home
through the MME. In this scheme, the self-certified public
key generation algorithm is used only during the registration
phase of each network element, and the original EPS-AKA
authentication mechanism is still used in the UE access phase.
Therefore, this protocol has three main parts: the first is
the MME/HSS registration protocol, the second is the UE
registration protocol, and the third is the UE access protocol.

The overall architecture of the ESC-AKA scheme is shown
in Fig. 2, where the TC is responsible for the MME, the HSS,
UE registration, ID plausibility checking, and the generation of
a public key for each network element. The HSS is responsible
for managing the UE contract data, UE authentication, the
maintenance of the shared key K, and the generation of
AVs. The MME is responsible for positioning the UE, paging
process management, and forwarding the UE authentication
data.

C. Trusted Center Initialization

The initialization process of the trusted center TC is accord-
ing to the self-certified public key system based on elliptic
curve, and the specific process is as follows:

(1) TC selects a large prime p of 200bits and the parameters

a, b in elliptic curve equation y2=x3+ax2 + b,meet a,



LU et al.: LTE AUTHENTICATION AND KEY AGREEMENT PROTOCOL BASED ON THE ECC SELF-CERTIFIED PUBLIC KEY

UE registration process .

I

I

I

I

i

5 |

. . o — !
MME registration x l.,] :
I

I

1

process
T

HSS
| |

UE registration process—V‘\\! registration process
. ) N . !
UE access process—» % i :
I ! I
! | MM N !
[ PN N | § \
N § } UE access process— o' B |
N |
5 on s .
HSS !
o o o ™ !

Fig. 2. The overall architecture of the ESC-AKA scheme.

b less than p-1,and 4a + 27b2 # 0, and determines the
elliptic curve group Ep(a,b).

(2) Select a generator M (z\, ym) from the group Ep(a, b)
as the base point of the elliptic curve. The order of M
is n, oM, ym is required less than p-1, and n is a prime
number.

(3) Select a random integer SKt¢ as the private key of TC.
SKt¢ is a prime number between 1 to p-1. Calculate
PKrc =SKtcM as public key of TC.

(4) Select one-way hash function SH().

TC publics p, a, b, M, n, SH(), PKpc and keeps SKrc as
secret.

D. HSS/MME Registration Process

The process of HSS/MME registration is shown in Fig. 3.
The specific process:

(1) HSS/MME selects a random integer =z, calculates
identity information V. = SH(ID,z) e M, and
then HSS/MME connects ID to V and uses TC’s
public key to encrypt it to form a registration
request message {ID||V}pkrc. The message is sent to
TC then.

(2) TC receives and decrypts {{ID||V }pkrc, tests ID ratio-
nality and selects a random number k to calculates
PK= k ¢ M+V as the public key of HSS/MME.
It calculates w=(ID *k-X(PK) ¢ SKr¢) (mod n) as the
proof of the public key, where X (PK) represents the
abscissa of the PK. Then it sends the message PK||w to
HSS/MME.

(3) After the HSS/MME receives the message PK||w,
the private key SK is first calculated by SK= (w+
SH(ID, z) ¢ ID)(mod n). Then it checks whether SK
*M=ID*PK-X (PK)*PKrc. After the test, HSS/MME
sends message {w}gskto TC.

(4) After the TC receives the message {w}sk, the TC uses
PK to decrypt the message and checks whether the w
is equal to that w it sends. If they are equal, the ID of
HSS/MME and its corresponding PK are added to the
database.
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The proof process for validating equations:

SKe M = (w+ SH(ID, z) e ID)(modn) e M
=IDeke M-X(PK)eSKpc e M+ SH(ID, x)
eIDeM
=IDe (ke M+ SH(ID,x) e M)-X(PK) e PKrc
= ID ¢ PK-X (PK) e PKrc

The MME/HSS public key distribution process is completed
through the above registration protocol. In this process, only
the user knows its private key, and TC only knows the user’s
ID and identity information V. Because of the intractability
of the hash function and the elliptic curve discrete logarithm
problem, TC cannot compute the random number x according
to ID and V. So, the private key of the user can not be
known by TC. In the registration process, the public key PK
and the proof w are generated by TC using its private key
SKrc signature, that is to say TC is involved in the public
key generation, so the MME/HSS validation of the public key
can be passed. This eliminates the risk that an attacker forges
the public key.

E. UE Registration Process

The process of UE registration is shown in Fig. 4.

The specific process:

(1) UE selects a random integer xyg and calculates Vyg =
SH(IMSI,z) M. Then it connects IMSI to Vygand
uses TC’s public key to encrypt it. UE connects the
ciphertext to the target HSS’s serial number IDygg and
the target TC’s serial number IDp¢ to form a message
{IMSI||VUE}pKTc||IDHss||IDTc and sends it to MME
to request a registration.

(2) After MME receives the registration
information from UE, MME connects SNID
to its public key and wuses TC’s public key
encryption, then connects received UE’s identity
information and UE’s IDpyggto form a message
{SNID||PKymeE Jprre || {IMSI||Vug }pkc|[IDHSS,
sends to TC according to IDt¢ received from UE,
initiates public key request.

(3) TC decrypts {SNID||PKymME } PrTC and
{IMSI||Vug}pkrc and validates SNID,IMSI and
IDygg after it receives the UE’s registration request

request
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information from MME. If the validation succeeds,
TC selects a random number k, calculates PKyg = k&
* M + Vug as the public key of UE and calculates
wyp=(IMSI *k-X(PKyg) * SKpc)(mod n) as the
proof of the public key. Then it queries PKygg in the
local database according to IDpgs. Then it connects
generated PKyg, wyg to SNID,IMSI and IDggs
and uses MME’s public key to encrypt it to form a
message {PKUE | |wUE| |IMSI| |SNID| |PKHSS }PKMME.
The message is sent to MME.

MME receives the response message from TC, decrypts
it and sends the message PKyg||wyug|/PKuss to UE.
After UE receives the message PKyg||wug, the pri-
vate key SKyg is first calculated by SKyg = (wur+
SH(IMSI, zyg)*IMSI)(mod n) and UE checks whether
there is SKygeM=IMSI 'PKUE-X(PKUE)‘PKTc. If the
check passes, the PKyg is saved as its own public key,
and PKpgg is saved as the public key of HSS. Then the
access process is started.

F. UE Access Process

The process of UE access is shown in Fig. 5.
The specific process:

(1

2

UE selects a random number Ry and uses the f2
function and shared key K to calculates identity
certificate (IDC), IDC= f2x(Ry), and then it connects
IMSI, Ry, IDC to its public key PKygand uses
PKpssto encrypt it. Then it connects the ciphertext
to the public key PKpygs and the serial number
IDygs of the target HSS to form the message
{IMSI||Ry|[IDC||PKuE } pkuss|[IDuss|[PKhss.

UE sends it to MME and requests access.

After MME receives the UE’s access request informa-
tion, it selects a random number RANDy; and con-
nects SNID, PKymve to RANDy. Then MME uses
PKpuss which is included in the request information
to encrypt {SNID||PKyivig||[RANDy }, and then it con-
nects the ciphertext to the identity information received
from UE to form a message {SNID||PKynvg|RANDy
}pKHssH{IMSI||RU||IDC||PKUE}pKHss. The message
is sent to HSS according to IDygg provided by UE. The
authentication data request is initiated.
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The process of UE access.

HSS decrypts {SNIDHPKMMEHRANDM}pKHSS and
{IMSI||Ry||IDC||PKyE }pkuss after it receives the
authentication data request information from MME.
It validates the SNID and IMSI and queries the
database to find the shared key K through IMSI. Then
it validates the IDC through the f2 function. After the
validation, the authentication vector group AV (1,...,n)
is generated. HSS connects IMSI, PKyg, RANDy;, IDC
to AV and uses PKyvgto encrypt it to form message
{AV(I,...,TZ)HIMSIl|PKUE||RANDM||IDC}pKMME.
HSS sends the message to MME to make the
authenticate data response. The algorithm used to
generate parameter of AV is consistent with the original
EPS-AKA algorithm.

MME decrypts the response message when it receives
the message from HSS. It stores AV (I,...,n), chooses
a AV(i) from AV, extracts RAND(i), AUTN(i),
KASME(i) from AV(i) and assigns a key identifier
KSIasme(i) to KASME(i). After that MME uses
IMSI to generate temporary identity S-IMSI for UE,
uses PKygto form a message {RAND(4)||AUTN()||S-
TMSI||KSIasme(i)|[IDC}pkur and sends it to UE. The
user authentication request is initiated.

After the authentication request is successfully received
by UE, UE decrypts the message, extracts AUTN(:)
and calculates XMAC(z). Then UE verifies that whether
XMAC(i) and MAC(7) are equal, and also verifies that
the received sequence number SQN(i) is within the
valid range. If both are validated, K and RAND (i) are
used to compute RES(7) through the f2 algorithm, and
Kasmi(i) is computed. Then, the RES(4) is sent to the
MME as an authentication response.

MME receives the authentication response RES(7), and
compares it with the XRES (4) in the received authenti-
cation vector AV (i). If they are consistent, the authen-
tication is passed.

After the mutual authentication, MME and UE use
KASME (2) as the basic key. UE uses K and RAND(¢)
to calculate CK and IK by f3 and f4 algorithm. MME
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Fig. 6. HSS/MME registration protocol strand space model.

extracts CK and IK from AV(:) as the encryption key
and integrity protection key, and then the secure com-
munications are followed. The certification process is
finished.

G. Error Message Handling

When UE calculates the authentication vectors and finds
the authentication fails(e.g. SQN-Fail or MAC-Fail), UE gen-
erates error messages according to the original EPS-AKA
protocol and then uses the public key of MME to encrypt
the error message {Err-Message} to form a message {Err-
Message }PKyve. UE sends {Err-Message }PKyvip to the
MME.

V. FORMAL ANALYSIS OF ESC-AKA SCHEMES

A. Formal Analysis Method of Secure Protocol in Strand
Space Model

In 1998, Fabrega et al. established the strand space [42],
[43] model, which opened up a new field for the formal analy-
sis of security protocols. The strand space model combined
with theorem proving and protocol trace, and it is efficient,
rigorous and intuitive. It not only can prove the confidentiality
and integrity of a protocol or an authentication scheme [44],
but also can discover the inherent defect of a security protocol
by constructing attack string, so it has gradually become the
key direction of the security protocol formal research.

Authentication test method [45] is an analysis method
to an authentication protocol based on strand space theory.
This method can judge whether the security protocol can
achieve the security target of identity authentication by con-
structing the authentication test component, establishing the
authentication target of the security protocol and applying the
authentication test rules. This paper will validate the protocol
process based on this method.

B. HSS/MME Registration Protocol Formal Analysis

HSS/MME registration implements two-way authentications
between HSS/MME and TC. The strand space model diagram
and the proof process are as follows. Fig. 6 is a strand space
model diagram of the HSS/MME registration protocol.

Subject set THSS/MME,TCET,Strand space(}_, r)

The attack string is P, C'is a bundle of ), syss/mmes STC,
PecC, SHSS/MME €[ID, V, PK, w] with C-height 2

tr(sussvmme) =< +{ID||V}pxrc,-(PK||w), +{w}sk >

stc €[ID, V, PK, w],
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H. C-height=2

tr(src) =<-{ID||V}pkrc, +(PK||w),-{w}sk >

Attack string p € P,Kp is the key set attackers master.

Basic assumptions:

(1) PKpc and SKr¢ are public key and private key of TC,
and PKrpc is generated and published by TC. PK and
SK are public key and private key of HSS/MME with
PK, PKt¢ €Kp, SK, SKt¢ ¢ Kp.

(2) V is uniquely generated by HSS/MME. PK is generated
by TC through V, and w is uniquely generated by TC
through ID and SKt¢, and the attacker cannot launch
SK or SKt¢ from V, PK, w.

Proof: HSS/MME authentication process for TC:

(1) Construct test component. Since V is the only one
generated by HSS/MME, the message {ID||V}pkrc
containing V' is not a proper sub-term for any node.
So, the message can serve as a test component for V,
and the edge ng =T n; constitutes an outgoing test for
V in the {IDHV}pKTc.

(2) By authentication test 1: there exist regular nodes m,
m’ € C, such that {ID||V}pkrcis a component of m
and m =7 m/ is a transforming edge for V.

(3) Define node m. The result from the second step is that m
is the negative node. Suppose m is a node in a TC string
s’, s’e[ID’, V°, PK’, w’], m =< &',1>, and term(<
8/,1>) ={ID’ V/}PKTC/~

(4) The comparation between the components of ferm(<
s’,1>) and TC string shows ID= 1D’V = V.

(5) Use the second part of the authentication test 1. Since
PK is generated by V' and the ¢’=(PK||w) is used as
the test component of the V' outgoing test, there exist a
regular negative node m with term(m) = t’.

(6) Define node m”. If m” is a node in a HSS/MME
string s”, s’ €[ID”, V7, PK”, w”], m”"=<s",2>,and
tr<s”2>=-(PK”||w").

(7) Compare the components of string s and string s”.
Since V is uniquely produced by HSS/MME and PK
is generated by TC through V, and w is uniquely
generated by TC through ID and SKc, it can be seen
that PK=PK”, w = w"”. This proves that HSS/MME can
complete the authentication of TC.

TC authentication process for HSS/MME:

(1) Construct the test component. Since w is only generated
by node m; and the message {w}sk containing w is not
a proper sub-term for any node, the message can serve
as a test component for w. By assuming SK¢ Kp, the
edge m1 =7 maconstitutes an incoming test for w in
the {w}sk.

(2) By authentication test 2: There exist regular nodes n,
n’ € C, which makes {w}sk €term(n’) and n =T n’
is a transforming edge for w.

(3) Define node n'. The result from the second step is that n
is a positive node. Since w is only generated in node m,
there must be a regular negative node n to receive the w.
Suppose HSS/MME string s’ €[ID’, V’, PK’, w’], and
because of its structure, n is located in the node <s’,2>.
Because of <s',2>=1<s’ 3>, n’ is located in <s’,3>.

(4) Compare the components of strings. Since w is only pro-
duced, by comparing the components in term(<s’,2>)
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and HSS/MME string, what can obtain are w = w/,
PK=PK’, which proves that TC can complete the
authentication to HSS/MME.

C. UE Registration Protocol Formal Analysis

The registration of the UE implements unidirectional
authentication, which is the authentication of the UE to the
MME and the authentication of the MME to the TC. It ensures
that the UE can obtain a valid public key. The strand space
model diagram and the proof process are as follows:

Fig. 7 is a strand space model diagram of the UE registration
protocol.

Subject set T,UE,MME,TC€T. Strand space(}_, tr)

The attack string is P,C is a bundle of >, sug, SMMEs
stc, PeC

UE String SUE G[IMSI, VUE, IDHSS, IDTc, PKUE, wUE]
with C-height=1

Trace tr(sUE) =< +{IMSI||VUE}pKTc||IDHss||IDTc,-
PKug||wug||[PKass >

MME string SMME E[IDHss, IDTc, SNID, PKMME, PKUE,
wyug,PKgss] with C-height =1

Trace tr(smme) =<-{IMSI||Vug}pkrc|/IDass|[IDTc,

+{SNID||PKymvg }prc || {IMSI|[Vug }prTc|[IDaSS,

-{PKug||wug|[IMSI||SNID||PK#ss } Pk MME,

+PKUE||wUE||PKHSS >

stc €[SNID,PKyivig, IMSLVug,IDiss,PKuss,PKug,

PKyivEe, wugr] with C-height 1

tr(stc) =<-{SNID||PKnwmE }prrce || {IMSI]|Vug }pkrc|

IDyss, +{PKug||wug|[IMSI||SNID||PKyss } Pk MME >

Attack string p € P,Kp is the key set that attackers master.

Basic assumptions:

(1) PKprc and SKrpc are public key and private key
of TC. PKpc is generated and published by TC.
PKyive and SKywvg are public key and private
key of MME. PKygr and SKyg are public key
and private key of UE. PKpyggis the HSS public
key applied by UE. And, PKyss,PKtce,PKyrg €Kp,
PKyviveSKyvive,SKrco,SKug ¢ Kp.

(2) Vug is generated by UE only. PKyg is generated by
TC through Vyg. wyug is generated only by TC through
IMSI and SKrc. The attacker cannot derive SKyg,
SKMME or SKTC from VUE7 PKUE, WUE, PKTc.

Proof: UE authentication process for MME:

(1) Construct test component. Since Vyg is the only one

generated by UE, the message {IMSI||Vug}pkrc con-
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taining Vyg is not a proper sub-term for any node. So,
the message can serve as a test component for Vyg, and
the edge <syg,l>=T<syg,2> constitutes an outgoing
test for Vyg in the {IMSIHVUE}PKTC

(2) By authentication test 1: there exists regular nodes
m, m’ € C, and this makes {IMSI||Vyg}pkrcbe a
component of m and m =T m/ is a transforming edge
for VUE»

(3) Define node m. The result from the second step is
that m is the negative node. Suppose m to be a
node in a MME string s°, s’€[IDyss’, IDp¢’, SNID’,
PKyive’, PKugr’, wur’, PKuss’], and  ferm(< s 1>
) ={IMST’||Vyug’ }pxrCr.

(4) The comparation between the components of term(<
s’,1>) and MME string shows IMSI= IMST",Vyg =

VUE’.
(5) Use the second part of the authentication
test 1, since PKygp is generated by Vyg, the

t’=(PKyg||wur||PKuss) is used as the test component
of the Vygr outgoing test, and there exists a regular
negative node u, and term(u) =t’.

(6) Define node u'. If «' is a node in a UE string s”,
uw'=<s"2>and tr<s”2>=-(PKug”||wg||PKuss”).

(7) Compare the components of string s and string s”.
Vug is only produced by UE; PKyp is generated
by TC through Vyg, and wyg is generated by TC
through IMSI and SKr¢ only. Thus it can be seen that
PKUE :PKUE”, wUE=wUE”, PKHSS :PKHSS”, which
proves that UE can complete the authentication of MME.

MME authentication process for TC:

(1) Construct test component. Since SNID is only
generated by node <symE,2> and the message
{PKug | |’LUUE| |IMSI| |SNID| |PKHSS }PKMME containing
SNID is not a proper sub-term for any node, the mes-
sage can serve as a test component for SNID. Assum-
ing SKt¢ ¢ Kp, the edge<sMME,2>:+<sMME,3>
constitutes an incoming test for SNID in the
{PKug||wyug|[IMSI|[SNID||[PKuss } Pk MME-

(2) By authentication test 2: there exist reg-

ular nodes n, n’ € C, which makes
{PKUE||’LUUE||IMSI||SNID||PKHSS}pKMME cterm(n’)
and n =71 n’ is a transforming edge for SNID.

(3) Define node n/. It can be known that

n is the positive node and {PKyg|lwug
||IMSI||SNID||PKHSS}pKMME Gterm(n’) from the
result of the second step. Since SNID is only generated
in node <syumE,2>, there must be a regular negative
node n to receive the SNID. Suppose TC string
s”€[SNID’ ,PKnive’ IMSI, Vi,
IDuss’,PKyss’,PKug’]. According to its structure, n is
located in the node <s’,1>.Because of the presence of
<s',1>=1<s’ 2>, n' is located in <s’,2>.

(4) Compare the components of strings. Since SNID is
only produced, the comparation between the compo-
nents term(<s’,2>) and TC string can get SNID=
SNID’,PKyg  =PKyg’, w = w', IMSI=IMST,
PKpss = PKpgs’, which proves that MME can com-
plete the authentication of TC.
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Fig. 8. UE access protocol strand space model.

D. UE Access Protocol Formal Analysis

UE access protocol achieves the mutual identification
between HSS and MME, MME and UE, and HSS and UE.
The strand space model diagram and the proof process are as
follows:

Fig. 8 is a strand space model diagram of the UE access
protocol.

M1={IMSI||Ry|[IDC||PKuE } pknss||IDuss|[PKuss

M2={SNID||PK x| [RANDy
}pruss|[{IMSI|[Ry|[IDC||[PKuE } pknss

M3:{AV(1,...,n)||IMSI||PKUE||RANDM||IDC}1:>KMME

M4={RAND(i)||AUTN()||S-TMSI||KSIasnr(7)|| IDC)

M5=RES(%)

Subject set T, MME,UE,HSSET, strand space(}_, tr)

The attack string is P,C is a bundle of ), sur, SmMmEs
suss, P e C

sur €[IMSLRy,IDC,IDyss,RAND(7),AUTN(?),

S-TMSI, KSIASNIE(i)ypKUE»PKHSS] with C—height 2

tr(sUE) =< +M1,-M4,+M5>

sume €[PKpuss, IDuss, SNID, RANDy;, PKyg, IMSI,
IDC, RAND, Kasme, AMF, SQN@&AK, MAC, XRES, RES]
with C-height 4

tr(sMME) =<-M1,+M2,-M3,+M4,-M5>

suss E[IMSLPKyg,Ry,IDC,SNID,PK yivir,RANDy,

RAND,SQN®AK, AMEMAC,Kasyme] with C-height 1

tr(sgss) =<-M2,+M3>

Attack string p € P, Kp is the key set that attackers master.

Subject set T,UE,MME,TC€ET,strand space(>_, 1r).

The attack string is P,C is a bundle of >, sug, SMMEs
stc, PeC

SUE G[IMSI, VUE’ IDHSS’ IDTc, PKUE, wUE] with C-
height 1

tr(sug) =< +{IMSI||VuE }pkrc||IDuss||[IDTc,-PKuE||
wur||PKuss >

smME €[Dgss, IDT¢, SNID, PKyme, PKue, wue,
PKpss] with C-height 1

tr(snvg) =<-{IMSI||Vug}pkrc||IDuss||[IDrc,
+{SNID||PKynve }pxre || {IMSI||Vug }pxrc |[IDHSS,

-{PKug||wug|[IMSI||SNID||PKgss } Pk MME.

+PKUE||wUE||PKHSS >

stc €[SNID,PKyivig,IMSL Vug,IDgss,PKuss, PKug,

PKMME7 wyg] with C-height 1

tr(stc) =<-{SNID||PKywmeE }prrc|[{IMSI||Vug }prrcl|
IDyss, +{PKug||wug|[IMSI||SNID||[PKyss } Pk MME >
Attack string p € P,Kp is the key set that attackers master.

Basic Assumptions:

(1) PKpss and SKpsg are the public key and private key
of HSS. PKygg is generated by TC and stored in the
database during the HSS registration phase. UE gets the
PKpsgs of the corresponding HSS from TC after the reg-
istration phase. PKymvg and SKyvg are the public key
and private key of MME. PKyg and SKyg, are the public
key and private key of UE. The public keys are generated
by TC during the registration phase, and the private keys
are stored locally. PKug, PKuss €Kp,SKug, SKnvEe,
SKuss, PKnvre ¢ Kp.

(2) IMSI is a unique identifier for UE. Ry is generated by
UE only, and IDC is calculated by UE through Ry;
RANDy; is only generated by MME and S-TMSI is
calculated by MME through IMSI. The authentication
vector AV and each component of it is generated only
by HSS.

Proof: The UE authentication process for MME:

(1) Construct test component. Since IMSI s
a unique identifier for UE, the message
r :{IMSI||RU||IDC||PKUE}pKHSS containing IMSI
is not a proper sub-term for any node. S-TMSI is
generated by IMSI and SKyive, SKnss, ¢ Kp, so the
message r can serve as a test component for IMSI, and
the edge <syg,l>=T<syg,2> constitutes an outgoing
test for Vyg in the r.

(2) By authentication test 1: there exist regular nodes m,
m’ € C, which make rbe a component of m and m =
m' be a transforming edge for IMSI.

(3) Define node m. From the result of the second step,
m is the negative node. Suppose m to be a node in
a MME string s°, m =< s,1> and fterm(< s',1>

) ={IMSI’||Ry’|[IDC’||PKuE’ }prHSS".

(4) The comparation between the components of
term(< s’,1>) and MME string shows that
IMSI=IMSI’, Ry = Ry’ IDC= IDC’, PKyg
PKyg’.

(5) Use the second part of the authentication
test 1. Since S-TMSI is generated by IMSI,

and the ¢ ={RAND(4)||AUTN(:)||S-TMSI
[|[KSIasmE(7)|[IDC}pkuk is used as the test component
of the IMSI outgoing test, there exists a regular negative
node u, and rerm(u) = t’.

(6) Define node u'. If «' is a node in a UE string s”,
u'=<s"2>and tr(<s”,2>)=-{RAND(:)”||AUTN()”
[|S-TMST”||KSIasme(2)”|[IDC”} prus:-

(7) Compare the components of string s and string s”.
Since IMSI is only produced by UE, S-TMSI is
generated by MME through IMSI. Thus, it can be
known that S-TMSI=S-TMSI”, RAND(i) =RAND(7)”,
AUTN(i) ZAUTN(i)”, KSIASME(i) ZKSIASME(Z')”
and IDC=IDC”. This proves that UE can complete the
authentication of MME.

MME authentication process for UE:

(1) Construct  test  component. Since  RAND(¢)
is only generated in the node <symE,3>,
the message {RAND(?)||AUTN()||S-TMSI
||[KSIasme(7)|[IDC}pkur containing RAND(Z) is not
a proper sub-term for any node and SKyivge, SKug ¢
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Kp, so the message can serve as a test component
for RAND(i), the edge <SMME.3>= T <svvE.4>
constitutes an outgoing test for RAND(:) in this
message.

(2) By authentication test 1: there exist regular node
n, n' € C, such that {RAND()||AUTN()||S-
TMSI(i)||KSIASME(i)||IDC}pKUE Eterm(n) and n =1
n' is a transforming edge for RAND(3).

(3) Define node n. The result from the second
step shows that n is the negative node.
Suppose n is a node in a UE string s’'yg, and
syg €[IMSI’,Ry’,IDC’,IDyss’ , RAND(:)’,AUTN(?)’,S-
TMSI’,KSIASME(Z')’,PKUE’,PKHSS,], by the structure
of UE string, n is located in the node <sy;p,2>,
and {RAND(i)’||[AUTN(i)’||S-TMSI’||KSIxsme(i)’||
IDC’ }pxuE Gterm(n).

(4) Because RAND() generated only by MME, < syg
’2>= + <syg ’,3> and {RAND()’||AUTN()’||
S—TMSI’||KSIASME(Z')’||IDC’}pKUE cterm(< sygr’,2>
), it can be known that RAND(7) = RAND(4)’, S-TMSI
=S-TMSI’, AUTN(i) = AUTN()’, KSIasmp(i) =
KSIasmi(i) °, IDC= IDC’, which proves that MME
can complete the authentication for UE.

HSS authentication process for MME:

(1) Constructing test component. SNID is generated
only in the node < symE,2>, and the message

{SNID||PKyme|[RANDy Jpkiss IS a  component
of SNID at <sggs,1> and SNID does not
appear in any component form except in
{SNIDHPKMMEHRANDM}pKHssat < SMME-2>>,

so the message can serve as a test component for SNID.
By the assumption SKyve ¢ Kp, the negative node
< syss,1> constitutes an unsolicited test for SNID in
this message.

(2) By the unsolicited test: there exist positive regular
node n, n’ € C, such that {SNID||PKynmg|[RANDy
}prHSS € term(n).

(3) Define node n. From the results of the second step,
n is a positive node. Suppose n is a node in a
MME string s’vue, and Syyp  €[PKuss’,IDuss’,

SNID’, RANDy;’, PKyg’, IMSI’, IDC’, RAND’,
Kasme’, AMF’ ,SQN®AK’,MAC’, XRES’,RES’],
n is located in the node <  syp.2> and

{SNID’||PKymme’|[RANDN  prass
the structure of MME string.

(4) Compare the contents of strings. Because SNID
generated only by MME and {SNID’||PKymE’

cterm(n) by

||RAND\ Jpkmss  Eterm(sypp»2), SNID=SNID’,
PKMME :PKMME’, RANDM :RANDM’, which
proves that HSS can complete the authentication of
MME.

MME authentication process for HSS:
(1) Constructing test component. RANDysis generated

only in node <symp,2>, and the message
{SNID| |PKMME||RANDM }PKHSS containing SNID
is not a proper sub-term for any node,

so {SNID||PKyume||[RANDy }pkuss can  serve as
a test component for RANDy; by the assumption
SKHss ¢ Kp. The edge <SMME,2>:>+<SMME’3>
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constitutes an outgoing test for RANDy; in this
message.

(2) The results by authentication test 1: there exists regular
node n, n’ € C, such that {SNID||PKnnig|[RANDyM
Ypknuss € ferm(n) and n =T n' is a transforming edge
for RAND);.

(3) Define node n. The result from the second step
is that n is a negative node. Suppose n to be a
node in a HHS string shgq and shgg €[IMST,
PKyg’,Ry’,IDC’,SNID’ ,PKnivie”,RANDy .,
RAND’,SQN’®BAK’, AMF’ MAC’ Kasve'], by  the
structure of HHS string, n is located in the node <sj4g.
1> and {SNID’||PKMME’||RANDM’}pKHss* Gterm(n).

(4) Because RANDy;generated only by
MME, < s Hss,1>=1< Shss,2> and
{SNID’ | |PKMME’ | |RANDM ) PKHSS Gterm(shss, 1),
it can be known that RANDy =RAND),’,
SNID=SNID’ . PKMME ZPKMME’ . which proves

that MME can complete the authentication of HSS.

The UE authentication for the HSS is done by checking the
received MAC and SQN. Since K is the shared key between
the UE and the HSS, a valid MAC can be generated from the
RAND only when the key K is owned.

The HSS authentication for the UE is achieved by the
validation of the IMSI and the IDC generated by Ry and the
shared key K.

Therefore, this scheme achieves the mutual identifications
between HSS and MME, MME and UE, and HSS and UE,
which greatly improves the security of the communications.

VI. SECURITY ANALYSIS OF THE ESC-AKA SCHEME

A. Security Attributes for the ESC-AKA Scheme

1) Confidentiality of Data Transmission: In the processes
of registration and access, data clearly transmitted are non-
critical data, such as PKy g and IDpyss. Even if the data are
stolen, it will not affect the communication process. The fields
of privacy, including the IMSI, SNID, and AV, are encrypted
by public key encryption, so it is very difficult for attackers to
obtain the key identity information from the messages without
the private key.

Because the self-certified public key system is adopted, the
private key of the network element is only known by itself,
and the TC only participates in the generation of the public
key. This avoids the risk of the TC mastering the private key,
thereby improving the security of the communication.

2) Freshness of Session Keys: The UE generates the private
key and gets its own public key when it is registered or
accesses the network for the first time. The MME and HSS
can also periodically change the public and private keys via
the registration process to ensure the freshness of the public
and private keys.

In each authentication, the HSS selects a new random
number (RAND) to generate a cipher key (CK) and integrity
key (IK), so the CK and IK can maintain their freshness
after each certification. Additionally, the introduction of an
independent sequence number (SQN) mechanism allows the
system to resist replay attacks.
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Fig. 9. The process of a pseudo base station attack.

B. Anti-Attack Ability of the ESC-AKA Scheme

1) Resisting Internal and External Eavesdropping, Counter-
feiting, and Tampering Attacks: For attacks from within the
system, such as eavesdropping or tampering with malicious
insiders, because of the public key encryption system, valuable
private information cannot be obtained without the private key,
even if the eavesdropper has obtained the information on the
channel. Furthermore, the risk of information being tampered
with is avoided. For attacks from outside of the system, such
as pseudo base station attacks, the achievement of mutual
identification between the HSS and MME, the MME and UE,
and the HSS and UE makes it difficult for the pseudo base
station to hijack a UE that has been authenticated.

Regarding the vulnerability of the original EPS-AKA,
namely that it is easily exploited by the pseudo base sta-
tion, the scheme is also well compensated. For example,
Fig. 9 presents the flow diagram of a pseudo base station attack
on the original EPS-AKA.

(1) The pseudo base station selects a UE within the range of
action and sets an abnormal TAC (tracking area code),
which will cause the UE in the RRC idle state to be
reallocated to the pseudo base station and to initiate TAU
(Tracking, Area, Update) requests to the pseudo base
station. After the pseudo base station rejects the request,
the access request by UE will be initiated to the pseudo
base station according to the protocol.

(2) After receiving the access request, the pseudo base
station pretends that the user initiates an access request
to the MME.

(3) After a series of communications between MME and
HSS, the authentication vector is transmitted to the
pseudo base station.

(4) The pseudo base station transmits the authentication
vector to the blocked UE.

(5) UE sends the response information RES to pseudo base
station.

(6) pseudo base station sends the response information RES
to MME.

Through the above process, the attacker can masquerade as a
legitimate UE, establish communication with MME, or pretend
to be MME to communicate with the UE. Since AUTN(¢) uses
plaintext transmission in the user authentication request sent
by MME to UE, the attacker can easily obtain the based key
Kasme(i). When the attacker masters the shared key K, it can
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calculate the encryption key CK and integrity protection key
IK according to the algorithm, so as to it completely pretends
to be the user or MME to establish communication, which has
serious consequences.

In this scheme, the transmitted information on the channel
is encrypted using the public key, and the attacker cannot get
the correct key in the absence of the private key, even via
eavesdropping. The self-certified public key system greatly
improves the security of the communication.

2) Resisting AK Attacks Caused by SON Guessing: If
AUTN plaintext is transmitted, the value of the anonymity
key (AK) can be obtained by the attacker by eavesdropping on
the AUTN transmitted in the plaintext. However, because the
AUTN transmitted in this scheme is encrypted by the public
key, it can effectively resist the AK leak attack caused by SQN
guessing.

3) Resisting Attacks Caused by Shared Key K Leaks: The
shared key K value between the UE and the HSS is a key
parameter of the original EPS-AKA protocol, and the CK,
IK, and AK are generated by the K value and RAND via
the f3, f4, and f5 functions. Because RAND is plaintext
during the transmission, it can easily be intercepted by an
attacker. Therefore, once the K value is leaked, the attacker
can either pretend to be a user to initiate a request to the HSS,
or can pretend to be the HSS to establish a connection with
the user to further obtain the user’s information or launch an
attack. Moreover, because the frequent occurrence of K in the
key agreement process will increase the probability of being
attacked by the attacker, the K value exists as a shared key
between the UE and the HSS for a long amount of time, and
will not be updated.

In this scheme, due to the use of a public key system, even if
the shared key K is exposed, the attacker cannot calculate the
correct IDC and verify it through the UE if the attacker does
not have the HSS private key to obtain the random number
Ry. To some extent, this solves the security problem caused
by the leakage of the shared key K value.

4) Resisting DoS Attacks: The server verifies the random
value Ry and the IDC generated by the UE, which reduces
the risk of DoS attacks to some extent.

C. Resisting Attacks of Forged Authentication Requests

Arapinis et al. analyzed the 3G-AKA protocol and found
that there was a linkable attack in 3G networks [30], i.e.,
the attacker could judge whether the user is in a specific cell
according to the message returned by the target UE’s authenti-
cation response. The EPS-AKA protocol was analyzed, and it
was found that the authentication response failure message of
the EPS-AKA protocol is transmitted in plaintext. Therefore,
an attacker can intercept the UE’s return error message by
eavesdropping and other attack methods, and can then judge
whether the target UE is in a specific cell according to the error
message. The specific steps of attack are as Fig. 10 shows.

In a 4G network, an attacker can set a malicious E-NodeB
in the areas where the target UE may appear, and judges
whether the target UE is in the certain area according to the
attack method. The attack process will not be detected by the
target UE.
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TABLE III
SECURITY COMPARISON OF ESC-AKA PROTOCOL
EPS- LTE-ID- | 5G-AKA ESC-
AKA AKA AKA
User identity con- No Yes Yes Yes
fidentiality
Authentication No Yes Yes Yes
vector privacy
Three way authen- |Incom- Incom- Yes Yes
tication plete plete
Shared key K leak Yes No No No
risk
DDOS attack pro- No No Yes Yes
tection
User location confi- No No No Yes
dentiality
Security level of Non Level 1 Level 3 Level 3
public key system | public
key

The 5G-AKA protocol uses plaintext transmission to return
error messages, which may leak the UE’s location information
and cause serious consequences [13], [14]. In the ESC-AKA
scheme, error message handling is added. The UE returns
the error message in the form of ciphertext. The attacker
cannot get any useful information from the error message,
so it cannot obtain the location of the target UE via this type of
attack. Therefore, the ESC-AKA scheme is safe and effective
in resisting this linkable attack.

D. Scheme Security Comparison

Table III compares the security performance of the original
EPS-AKA, LTE-ID-AKA, and ESC-AKA.

It can be seen from Table III that the proposed scheme
achieves the third level of public key system security due
to the use of the self-certified public key encryption system.
Moreover, the scheme realizes the encrypted transmission of
the user identity and AV, and realizes mutual authentication
among the UE, MME, and HSS. Due to the use of public
key encryption, ESC-AKA avoids the security risk caused by
the leakage of the shared key /K, and has the ability to defend
against DDoS attacks. Due to the handling of the returned error
message, the confidentiality of the user’s location is protected.
Compared with the EPS-AKA, LTE-ID-AKA, and 5G-AKA
schemes, ESC-AKA has better security performance.
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TABLE IV
THE ENTITY LENGTH OF HSS/MME REGISTER PROTOCOL
Entity name Length/bits
1D 64
x, V, k 128
w, SKrc, SK 200
PKrc, PK 400

VII. PERFORMANCE ANALYSIS OF
THE ESC-AKA SCHEME

A. Bits Traffic Analysis

1) Selection of ECC Parameters and Implementation
Process of Encryption: The selection of large prime number
p: By the ECC principle, the larger the p, the safer the
algorithm. However, considering the algorithm efficiency, the
prime number of p is 200 bits.

The implementation of the encryption: because p is 200bits,
the length of the plaintext should be less than 199bits, in addi-
tion, an identifier byte char (255) is required, the maximum
text length of the plaintext at one time is 191bits. Therefore,
consider to encrypt 20 bytes at a time. Because the cipher text
of ECC is made up of dots, the plaintext can be divided into
two segments. The first segment is used as the X coordinate,
and the second segment is used as the Y coordinate. Since
each coordinate can be encrypted with 20 bytes, 40 bytes
of plaintext are encrypted at one time. When the remaining
plaintext length is less than 20 bytes at the end of the file,
the remaining plaintext is used as the X coordinate, and the
Y coordinate is marked as 0, without identifying bytes. Thus,
the program does not decrypt the contents of the Y without
finding the identifying byte in the Y during the decrypting.

2) HSS/MME  Registration  Process Bits  Traffic:
Table IV shows the entities and their lengths involved
in the HSS/MME registration process.

Parameter Description: 1D: It is the unique identification
information of each network element. To maintain its inde-
pendence, it is the same as the identity information SNID in
the original protocol, taking 64-bit integer.

x,k: They are random numbers selected by the protocol; they
are the key elements for generating the private key. To ensure
the complexity, x and k are 128-bit integer.

SK: It is the private key of each network element, which is
a prime number between 1 and a 200-bit large prime number
p-1. To ensure the complexity, SK is a 200-bit integer.

PK: It is the public key that is transferred in the form of
coordinates. The X and Y coordinates are calculated according
to the private key SK, which are both 200-bit integer. There-
fore, the PK is a 400-bit integer.

Bit traffic for each message:

(1) Registration request M7 ={ID||V }pkrc, the length of
the plaintext is 192bits and the length of the encrypted
cipher text is 400bits.

Public key and proof distribution Ms =PK||w, there is
no encryption process, the length is 600bits.

Verify feedback M3 ={w}sk, the length of the plaintext
is 200bits, and the length of the encrypted cipher text is
400bits.

)
3)
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TABLE V
THE ENTITY LENGTH OF UE REGISTER PROTOCOL
Entity name Length/bits
SNID, IDyuss, IDtc 64
xug, Vug, wug, IMSI, k 128
wug, SKrc, SKug 200
PKrc, PKyvvie, PKug, PKyss 400
TABLE VI
THE ENTITY LENGTH OF UE ACCESS PROTOCOL
Entity name Length/bits
S-TMSI 48
SNID, IDyss, RES, XRES 64
IMSI, Ry, IDC, IDuss, RANDy,,
RAND, CK, IK, AUTN 128
wug, SKrc, SKug 200
Kasme 256
PKwmme, PKug, PKrss 400

According to the computation results, the total of bits trans-
ferred during the HSS/MME registration process is 1400bits.

3) UE Registration Process Bit Traffic: Table V shows
the entities and their lengths involved in the UE registration
process.

Bit traffic for each message:

(1) Registration request, M7 ={IMSI||Vug}pkrc|/Duss||
IDrc, the length of IMSI||Vyg plaintext is 256bits, and
the length of the encrypted cipher text is 400bits, the
total message length is 4004-64+64=528bits

(2) Public key request, My ={SNID||PKymmE }pxTc||
{IMSI||-Vug }pkrc|[IDuss, the total message length is
1264bits.

(3) Public key request response, M3 ={PKyg||wug||IMSI
||SNI-D||PKyss }pkvME, the total message length is
1600bits.

(4) Public key distribution My :PKUEH’WUEHPKHSS, total
message length is 1600bits.

According to the computation results, the total of bits

transferred during the UE registration process is 4792bits.

4) UE Access Process Bit Traffic: Table VI shows
the entities and their lengths involved in the UE access
process [7].

Parameter description:

S-TMSI and Kagyme are the access layer entity that are
existing in the original LTE access protocol, S-TMSI is 48-
bit integer, Kagmp is 256-bit integer. The meaning and value
of other parameters are the same as the original LTE access
protocol.

Bit traffic for each message:

(1) Access request, M7 ={IMSI||Ry|/IDC||PKuE }pKkuss
|| IDyss-||PKuss, the length of IMSI||Ry||IDC||PKug
plaintext is 784 bits and the length of encrypted
cipher text is 1200bits, the total message length is
1200+64-+400=1664bits.

(2) Authentication data request My ={SNID|PKyug
||[RANDy } prrss|| {IMSI||Ry|[IDC|[PKug } pknss, the
total message length is 2000bits.
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Fig. 11. The comparison of ESC-AKA bit traffic.

Authentication data response M3={AV(l,...,n)|[IMSI||
PKUE|RANDM||IDC} PKMME, suppose that the M
group authentication vector AV is generated, the total
message length is 400 x [SB8IATEL] b,

(3) User authentication request
M4={RAND()||AUTN()||STMSI||KSTASMEG)||
IDC}pkuE, the total message length is 800bits.

(4) user response RES, message length is 64bits.

(5) According to the computation results, the total bits

transmission during the UE access is 4528 + 400 x

|'6087?:L246784'| bits.

5) Bit Traffic Comparison: Fig. 11 presents the bit traffic
comparison of the ESC-AKA and some other AKA protocols,
including EPS-AKA, LTE-ID-AKA, HSK-AKA [20], AKA
[24], and SE-EPS-AKA [31], when the AVs are the same.

As can be seen from the figure, the public key encryption
system is adopted, and the proposed protocol consumes more
bit traffic than the improved protocols that do not use public
key cryptography, such as HSK-AKA and AKA. However,
compared with the improved protocol using public key cryp-
tography, such as SE-EPS-AKA, the uplink and downlink bit
traffic used in the proposed protocol is reduced by 25%, and
the total bit traffic is reduced by 2.7%. Moreover, the traffic of
the proposed protocol is mostly core traffic. Compared with the
uplink or downlink traffic, the information transmission in the
core network is obviously more efficient and safer.

In practice, the re-access scenario is more frequent. Since
this protocol can use the context information after the com-
pletion of the first access procedure when re-accessing, the
traffic in the access process is greatly reduced. The traffic of
the whole re-access process is only 918bits.

B. Efficiency Analysis

Due to the adoption of the public key cryptosystem and the
limitation of the USIM computing power in the UE, ESC-AKA
adds some encryption and decryption delays to the original
EPS-AKA. Four metrics that represent the communication and
computational overhead are used to measure the efficiency
of authentication. Table VII exhibits the comparison between
ESC-AKA and other protocols. The metric number of message
transfers refers to the number of message transfer instances
among the UE, MME, and HSS. The number of encryptions
refers to the number of times the transmission data are
encrypted with a public key at the UE, MME, and HSS. The
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TABLE VII TABLE VIII
EFFICIENCY COMPARISON OF ESC-AKA PROTOCOL TRANSMISSION DELAY AND PRIME p

Number |\ Number | Number Bit of Transmis- Transmis- | Transmis- Total

of mes- | encryp- | of verifi- Ofl {—I ash prime p | siondelay of | siondelay | sion delay trans-

T e | tions cations | {2 T HSS/MME | of UE’ s | ofUE’ s | mission
EPS-AKA 6 0 3 6 " sregistra- registra- access delay
LTE-ID-AKA 6 5 3 6 tion (s) tion(s) ©) ()
SE-EPS-AKA 6 4 3 6 8bits 0.048 0.057 0.012 0.117
HSK-AKA 6 0 1 3 16bits 0.054 0.059 0.016 0129
ESCAKA (HSS/MME 3 ) 5 ) 64bits 0.071 0.064 0.032 0.167
registration) 160bits 0.083 0.073 0.065 0.221
ESC-AKA (UE registra- 4 1 2
tion) registration of the ESC-AKA scheme on computer, including
ESC-AKA (UE access) 5 4 4 HSS/MME registration, UE registration, and UE access. For
ESC-AKA  (HSS/MME 7 6 3 4 a small prime number p, 10 experiments were conducted, and
and UE registration) the results were averaged over 10 times. It is not easy to
ESC-AKA  (UE  re- 3 1 3 6 find a 160-bit large prime number p, so one was found for
registration) experimentation. The computer used for the experiment was

number of verifications refers to the number of times the UE,
MME, and HSS verify the received data. Finally, the number
of Hash calculations is the number of times the transmission
data are computed with Hash functions.

Due to the use of the self-certified public key system, the
HSS/MME registration and UE registration phases have been
added. Consequently, the system efficiency of ESC-AKA is
not as good as those of EPS-AKA and other solutions, but
the security of the system is guaranteed and reaches the third
level of the public key cryptosystem. None of other proto-
cols reaches the third level of the public key cryptosystem.
Moreover, the ECC algorithm used in this scheme has a
faster encryption and decryption speed than the RSA and
other algorithms, which reduces the impact on the system
efficiency due to the increase of the numbers of encryption
and decryption.

With the advancement of technology, the computing power
of each network element is becoming increasingly more pow-
erful. It is believed that the increase in the number of opera-
tions will not have a significant impact on the performance of
the authentication process.

In addition, the UE can use the previous authentication
information to conduct the authentication process when re-
registering or re-calling authentication under the same MME.
When the UE switches the MME for authentication, because
there is a communication interface S10 between the previous
MME and the new MME [7], the new MME can obtain
the authentication information of the previous MME for UE
identity authentication via the communication between the
MMEs, without communicating with the HSS. It can also
reduce the complicated work of AV generation and improves
the system efficiency. These two scenarios are the most used
scenarios in practical applications. Therefore, in general, ESC-
AKA does not significantly affect the efficiency of the system.

C. Influence of Prime Number p

To study the influence of the prime number p on the
ESC-AKA scheme, a program was developed to realize the

an Intel i5 CPU with 4G memory and a 1T hard disk.

Table VIII presents the influence of p on the transmission
delay. The system transmission delay increased with the
increase of the prime number p. The reason for this is that
the increase of the number of bits of prime number p led to
the increase of the complexity of encryption and decryption.
However, the increase of the transmission delay was not
large, and was within the acceptable range. Moreover, the
transmission delay is believed to have been reduced if a better
computer was used in the experiment.

The experimental results show that the increase of the num-
ber of bits of p did not significantly increase the transmission
bytes and transmission delay in the system authentication
process, but it could significantly improve the security of the
system. However, too many bits of p will cause a greater
time overhead in the elliptic curve generation and order
calculation in the system initialization process. Therefore, it is
recommended that the prime number p be between 64 and
200 bits. In the experiment, p was 64 bits.

VIII. DISCUSSION

Compared with the use of the EPS-AKA protocol in LTE
networks, the TC in the ESC-AKA protocol is an additional
node that brings an extra cost to the user authentication
process, and the asymmetric encryption in the whole process
of authentication introduces a large amount of computational
overhead. However, these detractions are worthwhile. In terms
of practical costs, compared with the original solution, the
increased cost is mainly due to the increase of the TC. Because
the TC is only responsible for the distribution of public and
private keys during the registration process of each network
element, it will not cause a lot of communication pressure.
During actual deployment, only a small cost is required to
deploy the TC server and the corresponding data link. The
computational overhead of the encryption algorithm is also
completely within the computing capability of the current
equipment.

At present, the 5G network is gradually becoming commer-
cial, and it can provide higher bandwidth and faster speeds.
However, security issues remain, and some schemes have been
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proposed as solutions [46]. The present research shows that
although the 5G-AKA protocol can solve the problems of
IMSI plaintext transmission, delegation authentication, etc.,
the use of plaintext transmission by 5G-AKA to return error
messages may reveal the user’s location information and bring
serious consequences. ESC-AKA can avoid the reveal of the
user’s location privacy caused by the plaintext transmission of
error messages.

Although the ESC-AKA protocol is characterized by
increased computational overhead, it provides completely
secure authentication. People pay more and more attention to
network security and personal privacy [47], so improving LTE
network security is completely meets people’s requirements.

Compared with the high deployment cost of 5G network
elements [15], the proposed scheme is based on the optimiza-
tion of the LTE authentication protocol and has high practical
operability. The ESC-AKA protocol could be used to improve
the security of LTE networks before 5G is deployed in some
countries and regions.

At present, the Internet of things (IoT) and edge computing
are becoming increasingly more popular. IoT can be used
for field data acquisition and remote equipment operation.
However, it remains a problem for massive IoT devices to
get access to networks with high security and low delay [49].
Some IoT applications require high security and can tolerate
data transmission delays, such as the remote operation of oil
pipeline valves. For this kind of high-security IoT application,
it is necessary to use secure and reliable protocols to provide
mutual authentication and effectively resist attacks. In this
case, ESC-AKA can play a full role and provide completely
secure message transmission.

IX. CONCLUSION

In this work, an improved LTE authentication protocol
called ESC-AKA was proposed by employing a self-certified
public key cryptosystem based on the elliptic curve. The
proposed ESC-AKA protocol effectively protects transmission
messages by introducing a TC that produces the public key of
each element on the basis of the original LTE network. The
correctness of the proposed ESC-AKA protocol was formally
verified using the strand space model. The performance analy-
sis demonstrated that the ESC-AKA protocol consumes more
bit traffic than the standard EPS-AKA due to the adoption
of the public key encryption system. However, the security
analysis revealed that ESC-AKA can successfully solve many
of the security problems of the original EPS-AKA, and can
effectively protect the security of the communication between
users.

Compared with the 5G-AKA protocol, ESC-AKA can avoid
the reveal of the user’s location privacy caused by the plaintext
transmission of error messages. The ESC-AKA protocol could
be used to improve the security of LTE networks before 5G
is deployed. In the future, if the ESC-AKA protocol can be
combined with 5G, a new completely secure authentication
solution can be provided.
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