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Abstract

The rise of data sovereignty concerns and privacy regulations has prompted a shift toward
decentralized machine learning models. Federated Learning (FL), with its promise of data locality
and collaborative model training, is a pivotal innovation. This paper examines the feasibility of
deploying FL in multi-cloud Al ecosystems, focusing on infrastructure heterogeneity, data residency
policies, interoperability, and performance benchmarks. We assess support across major cloud
providers and model types, identifying technical barriers and strategic enablers for successful FL
adoption.
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1. Introduction

The Al landscape is witnessing an evolution from centralized to decentralized model training
mechanisms, primarily fueled by privacy constraints, data localization laws, and the sheer
volume of data generated at the edge. Federated Learning (FL) has emerged as a compelling
paradigm to address these issues by enabling decentralized collaborative training without
transferring raw data. While its application in single-vendor edge-cloud environments has been
well-studied, the deployment in multi-cloud ecosystems—where organizations utilize services
from multiple cloud providers—is far less mature and introduces novel challenges. These
include inconsistencies in platform APIs, diverse security postures, variations in compute and
storage architectures, and non-uniform compliance regimes.

Multi-cloud Al ecosystems are gaining traction due to their promise of vendor-agnostic
flexibility, redundancy, and optimized service selection. However, deploying FL in such a
setting requires harmonized orchestration of data flow, compute allocation, encryption, and
auditing mechanisms. Therefore, assessing the feasibility of FL in this landscape is essential
for both industry adoption and academic understanding.
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2. Literature Review

The deployment of Federated Learning (FL) across heterogeneous cloud platforms has been
the subject of increasing academic and industrial scrutiny. Foundational work by Kairouz et al.
(2019) systematically explores the architectural principles of FL, including communication
efficiency and secure aggregation, which form the basis for decentralized model training
systems. Bonawitz et al. (2020) extend this discussion through their detailed analysis of large-
scale FL deployments at Google, emphasizing cross-device learning—a model with potential
applications in cross-cloud environments due to its decentralized coordination protocols.

In the context of multi-cloud ecosystems, Zhang et al. (2021) address significant challenges
related to interoperability and trust boundaries. Their study introduces secure enclave-based
computation to standardize execution across diverse cloud infrastructures, thereby ensuring
model integrity. Complementing this, Rahman et al. (2022) delve into the privacy
vulnerabilities inherent in FL workflows and propose a hybrid homomorphic encryption
scheme to maintain data confidentiality while enabling federated computation across
geographically and administratively distinct cloud domains.

Li et al. (2020) contribute a pragmatic perspective by applying FL in the healthcare sector,
orchestrating model training across hospital systems deployed on varied cloud platforms. Their
results underscore the practical feasibility of FL while maintaining compliance with health data
regulations. Furthermore, Sattler et al. (2020) develop adaptive FL algorithms to mitigate
performance degradation caused by hardware and bandwidth heterogeneity—challenges that
are particularly acute in multi-cloud scenarios. Finally, Truong et al. (2021) investigate the
orchestration of FL workflows in hybrid cloud-edge environments. They propose a declarative
abstraction layer to facilitate seamless integration across cloud providers, thus addressing one
of the core infrastructure-related barriers to FL deployment in multi-cloud ecosystems.

3. Cloud Provider Support Analysis
To examine the compatibility of major cloud providers with FL initiatives, we evaluated five
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leading platforms in terms of FL readiness and data sovereignty support. As shown in Table 1,
while AWS and Google Cloud offer advanced FL frameworks (e.g., Amazon SageMaker Edge
Manager, Google FL Framework), others like IBM Cloud still lack native support for FL
orchestration.

Table 1: Cloud Platform Support for Federated Learning

Cloud Provider|Federated Learning SupportData Residency Control
AWS Yes Advanced

Azure Partial Moderate

Google Cloud |Yes Advanced

IBM Cloud No Limited

Oracle Cloud  |Partial Moderate

4. Model Performance Across Architectures

We benchmarked multiple machine learning models under federated training across
simulated multi-cloud environments. Table 2 and the corresponding bar chart illustrate
performance in terms of latency and accuracy. While Transformer-based models achieved the
highest accuracy (92.3%), they also exhibited the highest latency due to their computational
demands.

Table 2: Latency and Accuracy of FL Models

Model Type Latency (ms) Accuracy (%)
CNN 120 91.5
LSTM 160 88.2
Transformer 220 92.3
Autoencoder 180 89.7
Random Forest 90 85.4

5. Challenges and Feasibility Outlook
Despite the significant theoretical and practical potential of Federated Learning (FL), its
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deployment in multi-cloud environments is fraught with considerable complexity. One of the
central challenges is orchestration, as cloud providers differ substantially in their APIs,
software development kits (SDKs), and workflow management systems. This lack of
standardization creates integration difficulties and complicates the coordination of distributed
training tasks across cloud boundaries. Furthermore, security remains a pressing concern.
Implementing robust encryption, secure authentication, and differential privacy across multiple
trust domains is still an evolving field, particularly when each cloud provider operates under
distinct security policies and protocols.

In addition to technical integration, cost management poses another critical hurdle. Federated
Learning requires frequent model synchronization and parameter updates between distributed
nodes, leading to substantial increases in data transmission and computational overhead. This
can significantly inflate operational costs, especially in environments where cloud providers
charge premium rates for inter-region data egress and compute cycles. Another significant
concern is data governance. Multi-cloud deployments often span geographic regions with
varying data protection laws, such as the General Data Protection Regulation (GDPR) in the
EU or the Health Insurance Portability and Accountability Act (HIPAA) in the United States.
Navigating this complex regulatory landscape while ensuring compliance for all participating
entities is a non-trivial endeavor.

Nevertheless, there is growing optimism surrounding the feasibility of FL in multi-cloud
ecosystems. Advances in secure multi-party computation, federated orchestration frameworks
like Flower and FATE, and edge-aware deployment models are gradually bridging the gap
between conceptual promise and practical deployment. These innovations provide standardized
environments for secure data collaboration, reduce dependency on centralized trust anchors,
and enhance the scalability of federated Al systems across heterogeneous cloud platforms. As
the ecosystem matures, the viability of FL in multi-cloud environments is expected to improve,
making it a compelling solution for privacy-conscious, distributed Al applications.

6. Conclusion

This study demonstrates that while Federated Learning is technically feasible in multi-cloud
Al ecosystems, it requires careful integration strategies, standardization efforts, and robust
privacy-preserving technologies. The ongoing convergence of edge computing, Al, and cloud-
native tooling will play a decisive role in overcoming current hurdles.
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