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Abstract

The existing agriculture system is having several components such as supply chain management, crop insurance, the shipment of goods,
and it involves numerous untrusted stakeholders such as users (farmers, retailers, customers, wholesalers, etc.), agencies (bank, insurance
company) and regulators (assessor, surveyors). Due to the active engrossment of the middle man (mostly human beings or agencies operated
by human beings) some key issues are raised such as transparency, timeliness, traceability, security, and immutability resulting in financial loss,
crop contamination, and spoilage. Secure distributed public ledger technology and decentralized computing paradigm make Blockchain an
appropriate alternative to resolve these issues and to achieve profitability & trust for all its stakeholders. In this research, we intend to propose
a Blockchain-based mechanism viz. AgriOnBlock which would address the issues mentioned in the agriculture sector by connecting various
stakeholders through the usage of 10T devices and smart contracts in Ethereum. We further discuss implications, constraints (methodological,

awareness related, regulatory, etc.), and potential for actual adoption of AgriOnBlock.
© 2021 The Korean Institute of Communications and Information Sciences (KICS). Publishing services by Elsevier B.V. This is an open access
article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

According to the UN Food and Agriculture Organization
reports of 2012, 2.5 billion people in developing countries
obtained their livelihood from agriculture that was over a third
of the world’s population [1] and the number kept on growing
since then. In developing economics like India, farmers with-
out sufficient technical knowledge, financial resources, and
business skills struggle to receive a proper monetary gain from
their crops. Their part of the profit goes to intermediaries due
to lack of direct communication platform between two end
parties viz. farmers and consumers. Due to enormous human
intervention at every stage of supply chain management and
on few occasions due to corrupt intermediaries, farmers do
not get what actually they are entitled to. Along with supply
chain management, an insurance claim is also an important
module in the agriculture sector wherein receiving the insur-
ance amount from legitimate agencies is a very tedious and
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cumbersome process for a farmer. There is a need of a time
to make use of technology to reduce time consumption and to
ease the process for the betterment of genuine stakeholders.
Blockchain is one of such technologies which may help to
integrate various non-trusting entities on a single platform
with public verifiability and adequate security aspects. As
per NIST [2], Blockchains are immutable distributed digital
ledgers implemented without a central repository/authority.
The transactions stored on Blockchain are immutable that
is they cannot be altered or deleted, and every node of the
network is having a complete set of a chain containing all the
transactions till date. Hence, the transactions and authentic-
ity can be publicly verifiable. Hence, Blockchain is used to
improve safety, efficiency, and accountability at every stage
of the process [3]. Blockchain is a chain of multiple blocks
where each block contains a set of transactions and each
block is linked with other blocks with a cryptographically
secure hash code. The blocks are linked together in such
a way that making a change in one block would require
changing the entire chain, which is theoretically possible but
practically infeasible. Appropriate hard work (sometimes in
form of computational) is required to add a block into a chain
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by an authorized node of the network (sometimes known as
a miner), and such miners get mining rewards, some gain in
form of finance or otherwise, upon successfully adding the
block into the chain. The idea of Blockchain was introduced
for a cryptocurrency called Bitcoin by Satoshi Nakamoto [4].
The success of Bitcoin leads to enhancement to the application
domain and introduced a programmable Blockchain via the use
of smart contracts [5]. Smart contracts are self-executing con-
tracts or codes with the terms of the agreement between buyer
and seller being directly written into lines of code. The code
and the agreements contained therein exist across a distributed,
decentralized Blockchain network. Blockchain is adopted by
many of the organizations and in the many domains viz.
healthcare [6], supply chain [7], transportation [8] and many
more. Agriculture is also one of the prominent domains which
can have utilization of Blockchain technology to address the
issues being face as mentioned above. In this paper, we explore
three potential scenarios viz. (1) supply chain traceability (2)
insurance claims, and (3) shipments covering many stakehold-
ers like farmers, retailers, distributors and end customers. To
address these scenarios, we present a smart contract-based
Blockchain mechanism called AgriOnBlock which is permis-
sioned Blockchain with a decentralized traceability function.
Specifically, we intend to implement AgriOnBlock on the
Ethereum [9], which is a global, open-source platform for de-
centralized applications. AgriOnBlock guarantees transparent
and auditable asset traceability. To assess the feasibility of
the proposed solution, we discuss different use-cases including
Shipment from Warehouse to Retailer, Insurance Claim, and
Supply Chain Management. We further present the templates
of the smart contracts with these use cases. The rest of this
paper is organized as follows. Section 2 summarizes the back-
ground of Blockchain technology and discusses various issues
in the agriculture sector and subsequent opportunities through
Blockchain. Section 3 describes the state of the art/related
work in the domain. In Section 4, we present our proposal
viz. AgriOnBlock. Section 5 discusses the tools and technol-
ogy used to implement the proposed method and lastly, in
Section 6, we conclude the paper followed by future prospec-
tive directions in this regard.

2. Background

In this section, we intend to first explore various issues
currently being faced by the farmers in the agriculture sector
and subsequently we depict how Blockchain technology could
be useful in addressing the issues.

2.1. Issues in agriculture sector

Agriculture is one of the major contributors to GDP to
any agriculture-based economics. Particularly India, with the
production of agriculture activity of $375.61 billion is 2nd
larger producer of agriculture products. India accounts for
7.39% of total global agricultural output. The contribution of
the Agriculture sector in the Indian economy is much higher
than the world’s average (6.4%) [10]. In spite of all these
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facts and along with fertile land with water, the situation of a
common farmer in India is not very good and there are various
reasons behind it. In this section, we discuss the reasons for
the same.

1. Too many intermediaries, information asymmetry: In
the agriculture supply chain, crop moves from farm
to warehouse to wholesaler/distributor to retailer to
consumer. The price of the crops gets changed at each
step. Every intermediary adds its own profit percentage
to the original price resulting in the higher price of the
crop for the end-user whereas the farmer still gets a very
small part of the final amount. Also, due to the lack of
variable-natured technology, there remains asymmetry
in information/data shared among the stakeholders.

2. Lack of transparency and traceability in the agriculture
supply chain: From the cultivation, treatment, and har-
vesting in the field to transportation, storage, quality
control to production and then to the customer, the
details are not maintained in any uniform way. All de-
tails are tracked and made available on the Blockchain
system that the customer can verify.

3. Reducing the transaction delay/charge (by avoiding
or reducing the role of intermediaries): In developing
economies like India, where poor farmers are made to
pay high premiums, Blockchain solution cuts out the
middle person, resulting in higher profit gain on the
part farmers, reduction in processing time & cost and
ease in product and transaction chain management in
agriculture.

4. Misusing and tempering of records: In the current sce-
nario, the price of a crop/product varies every day
mainly due to global market change and the quality of
the product. One may try to sell a low-quality product
at high prices or vice-versa with manual tempering.
Technology can be used to address many issues in the
agriculture sector. One of such technologies which have
emerged for the last few years is Blockchain technology.
In the next subsection, we describe how Blockchain
technology can be utilized to address the issues raised
above.

2.2. Opportunities through blockchain

Blockchain technology has gained popularity due to its
distributive nature and highly secure mechanism to make its
data tempered proof. By applying Blockchain to agriculture
one may reduce fraud and cheating among untrusting partners.
Following are the few of the opportunities through Blockchain
to enhance efficiency in the agriculture sector:

e Transparency in supply chain management: Once the
transaction is stored on the chain, it cannot be altered.
However, all the transactions can be viewed by all the
legitimate stakeholders of the system. Transactions that
may contain data like crop origin, shipment timestamp,
price, etc. cannot be modified once they are stored on
Blockchain. Thus, every stakeholder transparently tracks
the location and quality of the crop which is also known
as public verifiability.
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e Fair prices of crops and payment facilities to stakehold-
ers: Every stakeholder transparently views the original
price of the crop. So, farmers, retailers, and wholesalers
get a fair price for their crops. Alteration in the prices
is not possible once it is written on Blockchain. Un-
stipulated price reduction or increase will be impossible
resulting in the rare possibility of any fraud.

e Eagsy traceability and auditability: Starting from farmer
& farm information to crop and transportation, all the
information is digitally linked to the crops within the
Blockchain; every stakeholder covering farmers to end-
customers/consumers can explore everything by back-
tracking the entire supply chain cycle. The food supply
chain based on the Blockchain can help different stake-
holders to access information related to the food’s quality
at every stage. As Blockchain brings transparency to the
food supply chain network, it will be easier to figure out
when and how food has been contaminated.

e Tracking and payments of subsidies: In case of the
loss during a weather crisis, farmers can quickly ap-
ply for the crop insurance claim amount through the
Blockchain. The transparent and immutable behavior of
the Blockchain will enable insurance companies and
other authorized parties can access the data provided by
farmers easily. They can directly query the Blockchain
to fetch the required information with the help of smart
contracts. After the insurance claim request is approved,
farmers will automatically get the requested amount in
their respective wallets. Also, during the whole process
farmers can trace the activity of approval of subsidy.
Thus, through Blockchain farmers can get compensation
seamlessly and quickly.

3. Related work

In recent years, enormous research is being carried out
around Blockchain technology to make its conceivable use
with other technologies such as IoT, machine learning, and
wireless sensor networks, for practical adaptability for various
applications. Agriculture is identified as one of the prospec-
tive areas to implement Blockchain with IoT to facilitate
different processes like supply chain, insurance claims, land
registrations/buy/sale, etc.

In this section we present a brief survey on current re-
search on Blockchain in agriculture domain-containing mod-
ules such as supply chain, insurance claiming, and practical
implementation of smart contract [3,11-21].

Caroet et al.[17] introduce AgriBlockloT, a Blockchain-
based application for the AgriFood supply chain. They con-
verse the different use cases covering the main activities of
agriculture. They also confer two possible implementation
platforms viz. Ethereum [9] and Hyperledger Sawtooth [9]
and claim traceability. They also evaluate and compare the
performance of both the deployments, in terms of latency,
CPU, and network usage. It has been mentioned in their work
that the performance of their proposed work got influenced
by the underlying hardware. Andreas Kamilaris et al. [12]

ICT Express xxx (xxxx) xxx

study the impact of Blockchain technology in agriculture
and food supply chain and discuss overall implications, chal-
lenges, and prospective constraints. They have also highlighted
many challenges including technical aspects, education, poli-
cies, and regulatory frameworks. Kaijun et al. [22] propose
agricultural supply chain system based public Blockchain on
double chain architecture and present the dual chain struc-
ture and its storage mode, resource rent-seeking, matching
mechanism, and consensus algorithm. Their results show that
the chain of agricultural supply chain based double chain
structure can take into account the openness and security of
transaction information and the privacy of enterprise informa-
tion, can self-adaptively complete rent-seeking and matching
of resources, and greatly enhance the credibility of the public
service platform and the overall efficiency of the system.
Kaijun et al. [22] propose a trusted, self-organized, open, and
ecological food traceability system that relied on Blockchain
and Internet of Things (IoT) technologies covering all non-
trusted stakeholders. They use IoT devices to replace manual
recording and verification to reduce the human intervention
to the system effectively. However, they do not discuss any
particular smart contracts for automated warning codes in
the system. Henry Kim et al. [3] discuss applications of
Blockchain across the agricultural sector covering provenance
tracking or traceability across the various stages of the global
food supply chain ensures food safety both for direct con-
sumers as well as for a global community vulnerable to
a food-born pandemic. They further explore possible smart
contracts and chain of custody records to mitigate instances of
food fraud and identify untrustworthy middlemen and business
practices that exploit both independent farmers and coopera-
tives. They present AgriLedger with pilot programs in Kenya,
Myanmar, and Papua New Guinea. Yadav and Singh [23]
discuss the recent trends about Blockchain research covering
man security and privacy mechanisms in agriculture and subse-
quently provides future research directions. Pouyan et al. [24]
present a model to increase trust among agricultural supply
chain parties to guarantee food quality, safety, and sustain-
ability from a supply chain management perspective. They
also study Blockchain information systems for real-time agri-
cultural food traceability. Special emphasis has been placed
on the roles of the incorporation of the IoT in Blockchain-
based solutions. However, the authors have not discussed any
implementation or prototype. Demestichas et al. [25] discuss
relevant existing commercial applications, challenges, and fu-
ture prospects of the application of blockchain technologies
in the agri-food supply chain. With their extensive literature
survey, they show that Blockchains can advantageously help
to achieve traceability by irreversibly and immutably storing
data. It creates a unique level of credibility that contributes to
a more sustainable food industry. Hang et al. [26] propose a
blockchain-based fish farm platform to guarantee agriculture
data integrity. They designed platform for preserving large
amounts of agriculture data securely. They introduced different
processes in the fish farm using the smart contract to reduce
the risk of error or manipulation. Thus, they use smart con-
tracts to automate the data processing in the fish farm and
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Fig. 2. Physical and digital flow in AgriOnBlock.

implemented a proof of concept that integrates a legacy smart
fish farm system with the Hyperledger Fabric.

Moreover, there is much similar work carried out which
discusses the efficient use of a smart contract for other ap-
plications too. Hasan and Salah [27] discuss the decentralized
proof of delivery solution for digital assets. They use key fea-
tures of blockchain and Ethereum smart contracts to provide
immutable and tamper-proof logs, accountability, and trace-
ability. They use Ethereum smart contracts to control all trans-
actions and interactions for the sale and download of digital
items. They demonstrate, implement, and test the full function-
alities of smart contracts. Almadhoun et al. [28] propose a sys-
tem design and implementation of a Blockchain-based solution
using Ethereum smart contracts for IoT devices authentication.
They authenticate numerous IoT devices including fog nodes
with interfacing with the Ethereum Blockchain network. They
discuss the security and vulnerability of the use of Ethereum
smart contracts for their application.

4. Our proposal
4.1. Key components/Stakeholder of the system

Though there are many different stakeholders in agriculture
ecosystem, we have identified few of them, which we wish to
implement on smart contracts with Blockchain platform such
as Ethereum during the latter part of this research. Fig. 1 shows
all the entities involved in the AgriOnBlock. Broadly these
entities are classified among three categories viz.

1. data
2. process and
3. stakeholders

Data is the entity that retrieves data from various sources
such as farmer, seed quality, soil moisture, climate/environ-
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Fig. 3. Direct and indirect stakeholders of the system.

mental data, demand and sale price of various crops/seeds,
and harvest yield. The various processes incorporated in the
ecosystem are classified among (a) item traceability (b) smart
contract and (c) (crypto) currency exchange. Finally, various
stakeholders involved in the overall agricultural domain are
divided among

e users such as customer, retailer, farmer, and wholesalers

e agencies such as bank and insurance company and

e regulators such as assessors and surveyors. The entities’
data, processes, and stakeholders interact among them-
selves through the smart contract-based Blockchain tech-
nology AgriOnBlock. All the transactions being made
among these entries are recorded on the immutable
ledger AgriOnBlock for various purposes. Between var-
ious entities/stakeholders of the agriculture ecosystem,
data/documents flow physically as well as logically. The
transactions are combined together to form a block of
a chain. Fig. 2 depicts how such various participants
interact with each other and how the data/transactions are
combined together to form a chain. All such records are
stored on the immutable ledger AgriOnBlock for future
purposes. The transaction among the participants (for
example between the farmer and warehouse or between
the retailer and the consumer) are driven through the
code written in the smart contracts built for the same.
Smart contracts are basically computer codes written for
two parties to interact with each other on predefined
agreements without a third party.

The stakeholders in the agriculture ecosystem can be di-
vided among direct and indirect stakeholders based on the
actual product/crop that they refer to. For example, farmers,
warehouse, wholesaler/distributor, retailer, and consumer are
direct stakeholders which deal with the crop/product directly.
On the other side, shipping companies (which is more towards
handling invoices), insurance companies, banks, and surveyors
are indirect stakeholders of the system. Fig. 3 illustrates the
communication among direct and indirect stakeholders of the
system through the AgriOnBlock.

With this basic introduction on key components, partici-
pants, and stakeholders of the agriculture sector, in the next
sub-section, we depict few case studies along with template
code for the smart contracts.
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Table 1
Acronyms and abbreviations.

Symbol Details

Private key of retailer
Public key of retailer

EpRRetailer
EPUR('miler

IDRetaiter Unique identification of retailer
EprBank Private key of bank

EpuBank Public key of bank

IDpank Unique identification of bank
Eprwarchouse Private key of warehouse
Epuwarehouse Public key of warehouse
IDwarehouse Unique identification of warehouse
EprFarmer Private key of farmer

EpvuFarmer Public key of farmer

IDFrarmer Unique identification of farmer

Private key of insurance company
Public key of insurance company
Unique identification of insurance company

EpRinsurance
EPUInmrance
ID1nsurance

EPRSurveyor Private key of surveyor
Epusurveyor Public key of surveyor
IDgurveyor Unique identification of surveyor

Retailer Bank

Fig. 4. Shipment from warehouse to retailer.

4.2. System architecture/design

In this subsection of the paper, we demonstrate three mod-
ules of the agricultural system viz. (a) Shipment from Ware-
house to Retailer, (b) Insurance claim and (c) Supply Chain
Management (Farmer, Retailer, and Distributor). Table 1 de-
picts the acronyms and abbreviations used in this section.

4.2.1. Shipment from warehouse to retailer

This module has been presented in Fig. 4. This module
requires three stakeholders to interact with each other viz. (i)
retailer (ii) bank and (iii) warehouse, through the Blockchain
AgriOnBlock. The system flow of the same is shown in
Fig. 5.

Following are the steps mentioned for the interactions
among themselves. To avoid non-repudiation at later stage and
to verify the authenticity of the sender, the transaction shall
be encrypted using private key of the sender through public
key cryptography algorithm such as RSA. Receiver would
verify the authenticity of the sender using the public key of
the sender.

1. When Retailer wants to retrieve some goods/product
from warehouse, it communicates with the AgriOn-
Block as well as Bank stating its identity, item code,
item quantity along with its rate per unit.
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Retailer AgrionBlock Bank Ware House
Submit the requirement |

Submit Cedentials

Credential Verified

Instruct to ship the requirement

Trafsfer of requirement through shipment

Intimate the validity of transaction

Corhmit

Yranﬁamon

Fig. 5. System flow: Shipment from Warehouse to retailer.

2. Once the Retailer’s credentials are verified and the
Retailer has sufficient balance (in the bank) then, the
required amount has been transferred from the account
of the Retailer to that of AgriOnBlock.

3. Bank intimates AgriOnBlock regarding successful pay-
ment transaction.

4. Once the payment confirmation is received from Bank,
AgriOnBlock instructs the Warehouse to transfer the
required item in specified quantity to the Retailer, and
the Warehouse transfers the required items to Retailer.

5. The transaction is added into the AgriOnBlock.

Following code demonstrates the smart contract template for
the process of Shipment from Warehouse to Retailer

Algorithm 1 Smart Contract Template: Shipment from
Warehouse to Retailer
1: SEND (i) Epgrretaiter (Epvaon (IDgreraiter» $Amt, Item-
Code, ItemQty)) FROM Retailer TO AgriOnBlock (ii)
EPRRetailer (EPUBank(IDRetailer’ To: AgriOHBIOCk, $Amt))
FROM Retailer TO Bank
2: IF (a) Retailer’s credentials are verified AND (b) Retailer
has sufficient balance THEN TRANSFER $Amt FROM
BankAccountRetailer TO BankAccountWarehouse
3: IF amount transferred successfully THEN intimate the
AgriOnBlock
4: IF confirmation received from Bank to AgriOnBlock
THEN SEND EPRAoB (EPUWarehouse(ItemCOdev ItemQt}’)
) FROM AgriOnBlock TO Warehouse
5: SEND EPRWarehnuse(EPURetailer (ItemCOde, ItemQty) )
FROM Warehouse TO Retailer
6: Transaction is added into the AgriOnBlock

Sample contract in Solidity [25] has been illustrated be-
neath which shows how the amount is being transferred from
Retailer to Warehouse.

pragma solidity CompilerVersion;

contract Warehouse2Retailer

address public Retailer;

mapping (address =;, uint) public balances; —

function send(address WareHouse, uint amount)

public

{

if (!(sender == Retailer && balances[Retailer] ;, amount))
return;
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Fig. 6. Insurance claim.

i Makespayment !
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h | Intimate the AgriOnBlock
—_

Fig. 7. System flow: Insurance claim.

balances[Retailer] -= amount; balances[WareHouse] +=
amount;

}_

4.2.2. Insurance claim

This module has been presented in Fig. 6. This module
requires four stakeholders to interact with each other viz.
(i) farmer (ii) insurance company (ii) surveyor and (iv) bank,
through the Blockchain AgriOnBlock. Following are the steps
mentioned for the interactions among themselves. The system
flow of the same is shown in Fig. 7.

1. Farmer submits a claim for insurance to the Blockchain
AgriOnBlock

2. After due verifications, Blockchain AgriOnBlock sends
the details to the Insurance company.

3. Insurance company hands over the claim to Surveyor
for physical verifications.

4. Surveyor physically makes survey by visiting the site.

5. Surveyor submits report to Insurance company with
insurance amount to be settled.

6. After receiving the report from Surveyor, Insurance
company intimates Bank to make payment to the
Farmer.

7. Bank makes payment to Farmer.

8. Insurance Company intimates about the transaction to
AgriOnBlock and the transaction is added to the
Blockchain

Following code demonstrates the smart contract template
for the process of Insurance claim
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AgriOnBlock
o

Retailer Wholesaler / Distributor

fw = & =" ®

Shipping Company Shipping Company
e

<.

Farmer

Bank

Fig. 8. Supply chain management (farmer, retailer, distributor).

Farmer Bank

Fig. 9. System flow: Supply chain management (farmer, retailer, distributor).

Algorithm 2 Smart Contract Template: Insurance Claim

1: SEND EPRFarmer (EPUAOB (IDFarmer’ ClaimForInsur-
ance)) FROM Farmer TO AgriOnBlock

2: SEND EPRAOB (EPUlnsurance (IDFarmer» ClaimForInsur-
ance)) FROM AgriOnBlock TO InsuranceCompany

3: SEND EPRlnsurance (EPUSurveynr (IDFarmeh ClaimForln-
surance)) FROM InsuranceCompany TO Surveyor

4: Surveyor physically makes survey by visiting the site.

5. SEND EPRSurveyor (EPUlnsurance (IDFarmeh ClaimForIn-
surance, $Amt, OtherDetails)) FROM Surveyor TO
InsuranceCompany

6: IF confirmation received from Surveyor THEN SEND
EPRInsurance (EPUBank(IDFarmer’ $Amt, Source Account:
Insurance, Destination Account: Farmer)) FROM Insur-
anceCompany TO Bank

7: IF confirmation received from InsuranceCompany THEN
SEND EPRBank (EPUFarmer (IDFarmer, $Amt, Source Ac-
count: Insurance, Destination Account: Farmer)) FROM
Bank TO Farmer

8: InsuranceCompany intimates about the transaction to
AgriOnBlock and the transaction is added to the
Blockchain

4.2.3. Supply chain management: Farmer, retailer, distributor

This module and its system flow have been presented in
Figs. 8 and 9. This module requires four stakeholders to
interact with each other viz. (i) farmer (ii) retailer (ii) whole-
saler and (iv) shipping companies, through the Blockchain
AgriOnBlock. Following are the steps mentioned for the inter-
actions among themselves. Here, the smart contract template is
self-explanatory. Algorithm 3 demonstrates the smart contract
template for the process of supply chain management and sam-
ple contract in Solidity [29] has been illustrated beneath which
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shows how the amount is being transferred from Insurance
company to farmer based on the report of Surveyor.

Algorithm 3 Smart Contract Template: Supply Chain Man-
agement (Farmer, Retailer, Distributor)

1: If the Farmer is not ready with a crop then stay on step 1
else go to step 2

2: (2.1) Farmer generates an invoice for the crop and it is
sent to the Retailer (2.2) Request is sent to the Shipping
company to pick up the crop

3: If the Retailer verifies the invoice received from the
Farmer, then it sends confirmation Shipping company (and
go to step 4) else go to error step (error code = 1)

4: (Upon receiving the invoice from the Farmer and confir-
mation from the Retailer) The Shipping company (4.1)
picks up the crop from the Farmer and delivers it to
the Retailer and (4.2) updates the transaction on the
AgriOnBlock.

5. If the transaction updated by the Shipping company on
AgriOnBlock is verified then (5.1) Smart contract between
the Retailer and the Farmer gets executed to intimate
the Bank to transfer the ‘amount’ from the Retailer to
the Farmer and (5.2) the transaction is updated on the
AgriOnBlock else go to error step (error code=2)

6: The Retailer generates an invoice for the crop and it is
sent to the Wholesaler/Distributor.

7: If the Wholesaler/Distributor verifies of the invoice sent
by the Retailer then (7.1) Wholesaler/Distributor sends a
request to the Shipping company (7.2) the transaction is
updated on the AgriOnBlock else go to error step (error
code=3)

8: If the Shipping company verifies the invoice received
from the Wholesaler/Distributor then (8.1) the Shipping
company delivers the crop from the Retailer to the Whole-
saler/Distributor and (8.2) the Shipping company updates
the transaction on the AgriOnBlock else go to error step
(error code=4)

9: Go to step 11.

10: Error : If error code = 1 then the Retailer intimates to
the Farmer about the reasons for not accepting the invoice
Else if error code = 2 then the Retailer and the Farmer
are intimated about the denial of the Bank transaction
Else if error code=3 then the Wholesaler/Distributor in-
timates the reasons of not accepting the invoice to the
Retailer Else if error code=4 then the Shipping company
intimates the reasons of not accepting the invoice to the
Wholesaler/Distributor

11: STOP

Solidity pseudocode:

pragma solidity CompilerVersion;

contract insuranceClaim

{

address public insuranceCompany;
mapping (address =;, uint) public balances;

ICT Express xxx (xxxx) xxx

function send(address farmer, uint sanctionedAmount) pub-
lic

{

— if (!(sender == Surveyor && response[Surveyor] ==
“YES’”’)) return;

balances[insuranceCompany] -= sanctionedAmount;

balances[farmer] += sanctioned Amount;

}

}

4.3. Security analysis

In this subsection of our research, we discuss the security
analysis of the proposed system. It elaborates how secu-
rity goals like integrity, non-repudiation, confidentiality, and
authentication can be achieved by providing sound authenti-
cation, access control, and data encryption schemes. We have
used Scyther [30], the tool for the automatic verification of
security protocols. It is one of the formal security parameters
verification tools that is designed for automatic verification,
falsification, and analysis of security protocols. Basic four
claims of Scyther viz. Commit, Aliveness, Secret, and Nisynch
use to verify the Impersonation attack, Authentication check,
Confidentiality, and No replay attack respectively. We have
made these claims for two processes: shipment and Insurance
claim. For the shipment process, these security claims are
checked between the warehouse and the retailer. Wherein,
for the insurance claims process, the security goals/claims
are checked for all participating users viz. (a) between the
Farmer and the AgriOnBlock (b) between Insurance company
and Surveyor (c) between Insurance company and Bank (d)
between Bank and Farmer. As discussed, we mainly intend to
achieve (i) Integrity (ii) Non-repudiation (iii) Confidentiality,
and (iv) Authentication. We checked the security of both the
shipment and insurance claim process using Scyther. Figs. 10,
11, 12, 13 and 14 justify that the security goals are achieved
and maintained in both the process.

1. Integrity: It is about making sure that the
data/information sent from one party to another has
not been tempered. In our SPDL scripting, we use a
hash function (such as SHA-256) to make sure that
the data sent has not been altered during transportation.
The hash code has been computed at the sender site
and sent along with the original data, and recomputed
at the receiver side. The recomputed hash code at the
receiver side is compared with what has been sent from
the sender, and if they both match, we conclude that
nothing happened to our data and the integrity has been
protected.

2. Non-repudiation: It is about restricting the entity for
denial for the action that is performed. To achieve non-
repudiation, we have used the private key of the sender
to sign the transaction, so that later the sender cannot
deny that the transaction was not made by it, as the
possession of a private key is expected to be with the
authorized entity only. In this way, we resolve the issue
of non-repudiation.
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7 Scyther results : autoverify X

Fig. 10. Verifying “Shipment Process” against attacks.

Fig. 11. Verifying insurance claim communication between “Farmer and
AgriOnBlock” against attacks.

3. Confidentiality: It is about making sure that the mes-
sage being sent from the sender to the receiver is in
encrypted form (ciphertext) and no entity other than
the authenticated parties should be able to decipher
the encrypted message. To achieve this, we have used
symmetric key encryption (such as AES) to maintain
confidentiality.

4. Authentication: It is about making sure about the origi-
nality of the sender/receiver and which can be achieved
through the private key of the sender using asymmetric
key cryptography. We propose to use algorithms such
as RSA to achieve authentication by using the concept
of the digital signature.

4.4. Cost analysis

Smart contracts are self-executable code similar to a class
of other object-oriented programming languages like Java,
Python, C++, and many more. But smart contracts are dif-
ferent in the nature of existence, which means, once they are
deployed they are immutable i.e. the code written in it cannot
be changed. There are many platforms to implement smart
contracts out of which Remix Ethereum [9] one of the most
popular ones among the research community. Miners try to

ICT Express xxx (Xxxx) xxx

Fig. 12. Verifying insurance claim communication between “Insurance
company and surveyor” against attacks.

Fig. 13. Verifying insurance claim communication between “Insurance
company and Bank” against attacks.

181 Scyther results : autoventy X

Fig. 14. Verifying insurance claim communication between “Bank and
farmer” against attacks.

mine the blocks in the chain and the miner who successfully
mines a block gets a reward from the transaction fees. In the
Ethereum environment, this transaction fee is a transaction
executable cost specified in terms of gas. Every transaction
executed by a smart contract in the Ethereum network costs
some discrete amount of gas based on the number of Ethereum
Virtual Machine (EVM) instructions. A gas limit is associated
with every smart contract, which is the maximum amount
of gas the owner is willing to pay for the transaction. So,
Ethereum gas can be called a unit that measures the amount



H. Patel and B. Shrimali

of computational effort that it requires to execute certain op-
erations and every smart contract instruction has an associated
gas consumption that relates the instruction to its storage or
execution cost [31]. We consider that every single transaction
requires at least 21,000 gas as mentioned in [9]. Based on this,
for the sample smart contracts that we discussed in this section,
we calculated an approximate cost for every contract using the
EVM instruction costs mentioned in [9]. Our proposed smart
contracts perform operations like mapping, jumps, condition
checking, and arithmetic operations. So, considering all such
operations, the approximately worst-case gas requirement is
30,00,000 gas.

5. Tools and technologies

Smart contracts are the primitive building blocks of code
written to build the Blockchain and to run the Blockchain.
Programming languages like Solidity, Golang, Javascript, C++,
and Java are mostly used to start building smart contracts
nowadays [32]. Smart contracts are immutable once they get
deployed. They are also called a microservice on the web,
it exists on Blockchain, and anyone can use it and execute
a business logic written inside a program. Usually, the client
running on the browser contains HTML, CSS, and Javascript
as part of the frontend design. The client makes a request
for database service to a web server that contains all the
services/programs. All this relies on a central server. But in
the case of Blockchain, initially, the web browser commu-
nicates with a front end and these web pages communicate
with Blockchain. It will connect to the Ethereum node and
access all the data on Blockchain and also interact and ex-
ecute the code written as a smart contract. In this section,
we discuss the tools and technologies being used for private
and public Blockchain to build smart contracts. (a) Ethereum
Ganache [33]: Ethereum [9] is an open-source, Blockchain-
based, public, distributing computing environment that pro-
vides scripting functionality through smart contracts. It pro-
vides a Turing-complete Ethereum Virtual Machine (EVM),
which executes smart contracts. Ethereum has a JavaScript
library called web3.js which is used for creating the connection
to the Blockchain. Ethereum smart contracts are executed
within the Ethereum network. While Ethereum Ganache is a
part of the Truffle Suite, a set of developer tools that allow
users to create Blockchain locally and test smart contracts. It
provides more features than Remix [34]. (b) Remix Ethereum:
Remix [34] is one of the simplest tools provided on the official
Ethereum site to test, debug and deploy a smart contract.
Remix Ethereum environment provides JavaScript VM, in-
jected web3 and web3 to execute a smart contract. Remix
Integrated Development Environment (IDE) can be online, via
a web browser or from a locally installed copy, or from Mist
(the Ethereum Dapp browser). (c) Solidity programming: A
solidity is a contract and object-oriented language especially
developed for contract writing. It is a high-level language,
which is derived from C++, Python, and JavaScript. The
Solidity compiler compiles smart contract code into byte code
that runs on Ethereum Virtual Machine (EVM).
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6. Conclusion and future work

This research paper presents AgriOnBlock, a Blockchain-
based smart contract technology for the agricultural domain to
achieve transparency (e.g. financial), traceability (e.g. crop),
trust (among non-trusting stakeholders), accountability
(through non-repudiation using public key infrastructure). A
prototype of AgriOnBlock has been presented which intends
to circumvent/diminish financial loss, crop contamination, and
spoilage resulting in profitability in less time. AgriOnBlock
describes the main three entities in the agriculture domain
viz. data, process, and stakeholders and elaborates them. In
addition, we explored various processes such as (a) shipment
from warehouse to retailer, (b) insurance claim, and (c) sup-
ply chain management (farmer, retailer, and distributor) with
its security concerns. However we have assumed the access
control policies (e.g. Role based, Attribute based etc.) are in-
built on AgriOnBlock and the Blockchain takes care of them
while retrieving data asked by a specific stakeholder. Imminent
researcher may dig into these aspects to provide other options
to the stake holders based on their requirements. In the later
part of this research, we intend to implement the various
modules on smart contracts with a Blockchain platform such
as Ethereum. In the future, along with adding few more
processes into the overall ecosystem of the agriculture sector,
we would like to introduce (a) cryptocurrency for stakeholders
involved in the agriculture domain and (b) land registration and
(buyer/seller) traceability process.
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