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Abstract Blockchain technology is a cryptographic technique that enables users to

maintain their data in a decentral way with a non-editable form without an arbitra-

tor. Originally motivated from the underlying platform of bitcoin cryptocurrency,

researchers found blockchain to be very useful in many application domains, includ-

ing smart contracts, insurance, banking, finance, and many other sectors. As multiple

stakeholders try to add a block (containing the data or transactions) into the chain,

there is a need for a mechanism to come to an agreement on which stakeholder’s

block should be added. Such a mechanism is known as consensus mechanism which

is a primary factor of significance because it decides the correctness of data to be

added as well as trustworthiness of the node which is attempting to add the block. An

efficient consensus mechanism achieves security, higher precision, and better perfor-

mance. In this research, we aim to study various consensus mechanisms in blockchain

technology with their strengths and challenges. We discuss factors affecting the con-

sensus mechanism and provide our suggestions for drafting an effective consensus

mechanism.
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1 Introduction

The primitive concepts of carrying out some computation work or burn some of your

wealth in any form before you add the block to the chain was first introduced by a

group of researchers in 1991 [1]. However, the idea of blockchain was mostly not in

use until it was first referred by Satoshi Nakamoto [2] in 2009 which was the birth

of bitcoin cryptocurrency.

The blockchain is a decentralized, distributed ledger uses to record transactions

between two parties in a secure, transparent, and immutable manner [3]. Data is

recorded in blocks that are needed to be verified by network participants (also known

as peers or nodes) before it is finally added on to the chain. The dynamically run-time

updated blockchain ledger is available on a distributed peer-to-peer network across

all stakeholders, which makes it possible for all participants to verify; hence, a group

of malicious people cannot just add any random data block to the chain. Once fixed

numbers of participants (not knowing each other and situated geographically apart,

i.e., located decentralized) verify/confirm the transactions in the block, the block is

ready to be added into the chain. Once a block is added to the chain, it is immutable,

i.e., it cannot be altered, tampered, or deleted. The added block is visible to every

node of the network, i.e., the block is transparent to the entire network. Any node

of the network can verify the integrity of any block which results in auditability

property of the blockchain. The blockchain, therefore, enables us to securely record,

store, and transfer data without the need for a central authority to process and verify

it. All the transactions occur in a scattered way that expels the need to authorize the

transactions by mediators [4]. Blockchain has some key characteristics (as mentioned

above), such as decentralization, transparency, immutability, and auditability [5].

In the case of bitcoin [2], individuals can make electronic money transactions with-

out the need for a bank or involvement of any trusted third party; enabling each user

to directly interact with others without any extra cost to be paid on the transactions.

Although bitcoin is the most distinguished application of blockchain, the primeval

concept can be applied to disparate application areas beyond cryptocurrencies.

In recent times, blockchain has also gained its popularity among researchers as the

notion behind blockchain can be used in variety of domains. Many researchers have

been working in different application areas such as study of digital currency based on

blockchain [6], some are working on blockchain applicability in non-digital currency

such as application of blockchain in smart city [7], medical information security

management [8], and also in underlying blockchain technology such as scalability

of consensus algorithms [9], smart contracts [10], difficulty control in mining [11]

to name a few.

The rest of the paper is organized as follows. Section 2 discusses the background

theory of blockchain technology. Section 3 depicts various types of blockchain. Dif-

ferent consensus mechanisms are studied in Sect. 4 followed by challenges and oppor-

tunities conversed in Sect. 5. Different tools and technologies related to blockchain

technology have been conferred in Sect. 6. The paper has been concluded by a list

of references used.
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2 Basics of Blockchain

Blockchain technology has taken the world by surprise, with the hundreds of busi-

nesses and flourishing projects around the world. Although it seems a relatively new

concept, blockchain, as well as decentralization, have been around for quite some

time; these technologies have received attention in recent years. To explain how

blockchain works, we must define the fundamental concept of it. The blockchain

is a distributed ledger (data structure) which contains information about transac-

tions or events. This is replicated and shared among network participants [12]. The

blockchain can also be used as a generic term to refer to purely distributed peer-

to-peer systems as a whole instead of referring to a software unit that is part of a

purely distributed system [13]. Blockchain is an sequential list of blocks where each

block contains a small list of transactions. Each block in a blockchain is “chained” to

the previous block, by containing a hash of the representation of the previous block

as seen in Fig. 1. So, historical transactions in the blockchain cannot be deleted or

modified without invalidating the chain of hash. Combined with computation and

incentive constraints block creation schemes, this can in practice prevent falsifica-

tion and revision of the information stored in the blockchain. The first generation

of blockchains, like bitcoin, provided a large public book to store cryptographically

signed financial data transactions [14].

Fig. 1 Chain of blocks in blockchain
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3 Types of Blockchain

Before we introduce the words such as permissioned blockchain or permissionless

blockchain, we need to understand the specific application domain of the blockchain

in form of centralized or decentralized monitoring mechanism. There are few appli-

cations in which a closed group of users are permitted to access the chain and hence

it required a centralized approach to the chain. For such type of application, per-

missioned (or sometimes referred to as private) blockchain is used. Examples of

permissioned blockchain are Ripple [15] Corda [16], Hyperledger Fabric [17]. In

contrast to it, permissionless (sometimes referred to as public) blockchain mecha-

nism is an approach where any number of participants may join the network. There is

no central authority or restrictions for getting someone registered to the network. All

the participants are able to access the database and store a local copy, and according

to their computing power, they can update it. Bitcoin [2] and other cryptocurren-

cies such as Ethereum [18] are examples permissionless blockchain. There is also

a hybrid category named consortium blockchains which is open to the public but

not all data is available to all participants. Users have limited rights and blocks are

validated based on predefined rules. Consortium blockchains are, therefore, “partly

decentralized”. R3 consortium [19] is an example of a consortium blockchain. In all

such category, to validate transaction authenticity, to put the legitimate transactions

in a block, to verify the block, and to add the verified block to the chain, there is a

need for some work (in terms of computation or other) to be carried out. In a permis-

sionless blockchain, the proof of work (PoW) [20] is one of such compute-intensive

algorithms. And the process of adding such block to the network is often called min-

ing. The next paragraph discusses the mining process followed by the significance

of the consensus mechanism in the mining process.

4 The Consensus Mechanisms

In real world, consensus is termed as an agreement. Consensus among dishonest

nodes in blockchain is achieved through Byzantine Generals Problem [21]. In Byzan-

tine Generals Problem, a group of Generals each having a commando over them,

decides to attack or to retreat. All the messages between then is passed through

any messenger. It is not necessary that every time this messenger will be loyal; it

may be betrayer. So, loyal Generals need to reach to a common consensus knowing

the existence of betrayer. Since blockchain does not rely on any central authority,

distributed nodes are required to agree to the validity of transactions and for these

consensus mechanisms play a vital role in blockchain. We present a taxonomy of

different consensus mechanisms in the blockchain by classifying them on the basis

of the different environment of blockchain.
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4.1 Permissionless Blockchain

4.1.1 Proof of Work

Proof of work (PoW) is a consensus algorithm which was firstly used in the bitcoin

[2]. In PoW, by performing some form of computational work, consensus is achieved

[22], For instance, in decentralized network, some value has to be selected to store

or record the transactions. It can be done by selecting any random value. However,

selecting random value is vulnerable to attacks, so to avoid attacks, nodes need

to perform lots of computation in different forms (e.g., adding nonce to the original

value). By using node’s own computational power, it can be decided which transaction

is to be added to the blockchain.

4.1.2 Proof of Stake

Proof of stake (PoS) consensus requires the node with larger amount of stake (e.g.,

coin, mileage, speed, etc.) to validate the data [23]. The stakeholders having more

coins are more likely to add a new block to the existing blockchain [24]. PoS con-

sumes less power as compared to PoW. In PoS, at the establishment of blockchain

network, tokens are distributed to all the validating nodes. During regular time inter-

vals, a specific node is selected to commit the new block. But if any node having

more stakes, it has more power and it can commit the new block. Usually, PoS

requires considerably less computational work, so the cost of executing PoS is sub-

stantially lower. Main problem with the PoS is “nothing at stake” problem. In the

PoW blockchains, reward is given to the longest chain, so the miners are awarded to

mine one single chain. But with PoS, there is little to prevent a miner from mining

on numerous PoS chains and the cost of mining is very low. Therefore, a PoS miner

operating on various chains can make it difficult for the network to reach consensus.

4.1.3 Delegated Proof of Stake

There are many peoples in delegated who have to vote for a delegation, which also

includes some “witnesses” who are miners who review the transactions and maintain

the chain [25]. A person having more stakes has more power to vote for the witness.

After the review, the witnesses, therein check the transactions and create blocks,

including the valid ones. The list of witnesses is always mixed. The witnesses will

have to produce blocks consecutively in the list one at a time with a build up speed

of 2 s per block. If a witness does not produce his or her block, it may be removed

from the delegation. Whenever a witness creates a block to attach to the chain, he

receives a reward.
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4.1.4 Proof of Activity

The objective of the PoA protocol is to have a decentralized cyptocurrency network

whose security is based on a combination of proof of work and proof of stake [26]. In

general, PoW protocols give decision-making authority to entities performing com-

putational tasks, while PoS protocols confer decision-making power to entities that

hold a stake in the system. While we argue that proof of stake-based protocols offer

significant benefits, proof of stake is neither problem-free nor effective in mitigating

all the key risks that successful cryptocurrency faces.

4.1.5 Proof of Luck [27]

Proof of luck is an example of an Intel SGX-based consensus protocol, where all

participants choose a random number (good luck) and a large number of wins (lucky

ones). The lucky block is then used as the next block in the blockchain. Random

number selection takes place in the SGX environment so it cannot be duplicated.

Each CPU can only select one random number per block. To execute it, after all the

ledgers from all the miners are synchronized, each miner will create for themselves

a new block to append to their current chain, then a random number ranged from

0 to 1 will be assigned for each created block, which could be considered a lucky

value. All of the nodes will have to agree that the chain with the total largest lucky

value would be the main chain. As a result, proof of luck is considered to be fair for

all the miners. Furthermore, it would be very difficult to make attacks, like double-

spending attack, because the attacker should be very lucky to perform their illegal

actions successfully.

4.1.6 Proof of Importance

The proof of importance is a modified version of the proof of stake, where instead

of taking into account only the balances of the nodes, to determine the next winning

node; to solve the upcoming block, it considers the aspects, including the reputation

specified by a function defined by the particular system and the number of node

transaction [28]. Therefore, this consensus method considers the productive network

activity of the nodes that is more effective than the only equilibrium of nodes [29].

NEM is a cryptocurrency that uses PoI for consensus.

4.1.7 Proof of Elapsed Time

PoET is designed to achieve distribution consensus in a lottery type function. It was

originally designed with the aim of create a fair mechanism to distribute mining rights

within permits networks [30]. PoET complies with a four-stage process flow. First,

each validator requests a timeout period randomly distributed from a reliable enclave.
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Second, the validator with the shortest waiting time wins the elections and is given

the leadership for the transactional block in question. A function is used to create a

timer for the transaction block that is guaranteed to have been created by the enclave.

Then, another function is used to verify the origin of the timer. The enclave comes in

the form of a secure CPU instruction set, ensuring equity in the randomness of the

selection among all participants. This is achieved through low-level implementation,

using Intel software protection extensions (SGX) [31]. This facilitates the PoET

algorithm by providing a random distribution of leadership across a population of

participants fairly. A certificate of execution provides verification of a claim from

participants to the leadership, providing a low cost of participation. This offers a

strong incentive for participation in the network, since the algorithm is perceived as

fair and accessible.

4.2 Permissioned Blockchain

Synchronous Mechanisms:

RAFT Raft algorithm is considered as a consensus algorithm for private blockchains

[32], which is applied more to ad hoc networks such as the intranet. Compared to

PBFT and Paxos, the Raft algorithm is highly efficient and simple, and it is widely

used in distributed systems. A Raft is a leader-based algorithm that uses leader

selection as an integral part of the consensus protocol. Book entries in a Raft-based

system are transferred in only one direction from the leader to other servers. A

network is called split when more than half of the nodes are outside the control of the

current leader. Host failure and communication interruption caused by packet loss

are the main reasons for network separation. If the network splits up, the blockchain

network with the Raft algorithm will restart the new leader election process.

Byzantine Fault Tolerance Byzantine fault tolerance is commonly considered with

respect to Byzantine General Problem [33]. With regard to Byzantine General Prob-

lem, Byzantine fault tolerance is reached when loyal generals reach a majority agree-

ment on their strategy. Typical Byzantine defects are the most difficult to treat, as no

restriction or hypothesis is made around the behavior that a node can exposure.

Asynchronous Mechanisms:

Practical BFT The Practical Byzantine Fault Tolerance (PBFT) [34] is one of the

most well-established BFT algorithms. In PBFT, there are two kinds of nodes: A

leader node, and some validating peers (nodes); and these peers will execute some

rounds for appending a block to the chain. Specifically, it relies on three cycles

of message exchange; pre-prepare, prepare and commit phase before reaching an

agreement. This ensures that 3f + 1 nodes can reach consensus also in the presence

of Byzantine knots; this turned out to be optimal.
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Delegated BFT DBFT is a variant of PBFT. This fault tolerant algorithm divides

client within peer-to-peer system into two types; ordinary node and bookkeepers [35].

An ordinary node does not participate in consensus, and it just votes the nodes which

are supported by bookkeeper nodes. The selected bookkeeper nodes participate in

consensus. A random bookkeeper node broadcast its transaction to the entire network.

If 66% of other bookkeeper nodes agree about the validity of transaction, then it is

committed and next round of consensus is started.

5 Challenges and Opportunities

Blockchain is currently the subject of numerous research and development activities,

both by academics and industry. However, there are still major challenges ahead of

the mass penetration and adoption of the market. In this section, we highlight the

major challenges in different domains which can be resolved by using blockchain.

Blockchain for enterprise [36]: In the enterprise, blockchain as participants are

already known, the scalability issue is easy to solve as compared to public blockchain.

However, to reach scalability, we must first keep in mind the usage context and the

performance measures, we want to optimize: the transactions throughput, validation

latency, and number of participating nodes, number of validation nodes, energy costs,

calculation costs, storage fees or other criteria. In overall, scalability is an active area

of research; we can mention some initiatives such as: fragmenting a global ledger

into smaller sub-ledgers which are running by a subset of nodes, removing old trans-

actions in order to optimize the storage using a blockchain hierarchy. Though we

have techniques like ring signature, zero knowledge proof, homomorphic encryp-

tion which provide privacy in public blockchain, by incorporating these techniques,

privacy can be achieved for enterprise blockchain.

Healthcare industry [37]: Healthcare industry has a unique concern with regard

to privacy and security in order to protect the medical information of patients. Inter-

operability is also a major issue in health sector. The main limitation that prevents

interoperability is the use of centralized storage of data in medical applications and

institutions. Centralized storage of data is a problem for healthcare providers because

they store all records in a central database. Data portability and mobility is a growing

demand in the health sector as patients become more mobile. Due to smart devices,

sensors and other Internet features, devices become more predictable so the ability

to carry this data is also important.

Security threats [38]: The 51% attack is a technique that occurs when an attacker

has possession of 51% of the hash power. Formation of chain of blocks, which is

separated from real version of chain initiates this attack. This chain becomes the

real chain for execution. This allows the double-spending attack [39]. Since the

blockchain policy abides by the longest chain rule [2], if attackers can get 51% of

the hash power or more, they will be able to manage the longest chain by persuading

network nodes to follow their chain. However, for double-spending attack, it is not
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strictly necessary to obtain 51% of the hash power; it will work with the less than

half of the hash power, but the success probability is less [40]. The stronger the

blockchain network, the attack will become more expensive. Thus, cryptocurrencies

with a high network hash are supposed to be more secure against the attack of 51%.

6 Blockchain Implementation

The expansion of blockchain platforms has introduced different architectures to sat-

isfy the application requirements in an evolving communal ecosystem. In this section,

we present a profane evolution of some of the blockchain architectures. We provide

a retrospective analysis of these architectures and provide information on current

problems for future areas of research.

Hyperledger fabric: Hyperledger fabric [41] (github.com/hyperledger/fabric) is an

implementation of a distributed ledger platform for the execution of smart contracts,

which exploits technologies, with a modular architecture allowing plug-in imple-

mentations of various functions. This is one of the many projects being incubated

as part of the Hyperledger project. A developer version of the Hyperledger frame-

work (called “v0.5-developer-preview”) was released in June 2016. (Github.com/

hyperledger/fabric/wiki/Fabric-Releases) The distributed ledger protocol is peerly

managed. The fabric distinguishes between two types of peer: A validation peer is a

node in the network responsible for executing the consensus, transaction validation,

and general ledger. A non-validating peer is a node which serves as a proxy for con-

necting the clients (issuing transactions) to the validators. A non-validation the peer

does not execute transactions but can verify them.

Ethereum: Basically, Ethereum is a “global computer” as a platform gives users

the ability to run distributed applications in a decentralized environment way [42].

This means that applications running on Ethereum are available anywhere and any-

time. Ethereum blockchain has two types of accounts: Externally account owned and

contract account to specify an authorized SHS person. During installation, external

property account was created automatically by default. Smart contract account can

be configured with the processing policies transactions. Ethereum can be developed

by using Turing-complete language such as solidity.

Corda: Corda is a distributed ledger platform for the collection and processing

of financial data agreements. The Corda platform supports intelligent contracts that

meet the definition of Clack, Bakshi, Braine. Corda provides framework for run-

ning smart contracts. It is a unique approach for data distribution and transaction

semantics while retaining the functions of distributed ledgers, who initially lured

institutions to projects like R3, namely reliable execution of financial arrangements

in an automatable and enforceable manner [43].

Quorum [44]: Quorum was developed by JP Morgan [45] as an authorized imple-

mentation of Ethereum in the general ledger. Ethereum is a public blockchain without

permission that can be used across several areas to implement decentralized appli-

cations. It supports Turing-complete intelligent contracts and can be used to build

http://github.com/hyperledger/fabric
http://Github.com/hyperledger/fabric/wiki/Fabric-Releases
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general purpose blockchain applications in several areas. Being public and without

authorization, its security is assured by the proof of work consensus algorithm. PoW

consensus algorithm adds deliberate cryptographic difficulty to prevent Sybil attacks

on Ethereum blockchain.

7 Conclusion

Blockchain technology has been a buzz in the computing era for the last few years due

to its attractive characteristics such as immutability, distributed, transparent, and no

central arbitrator. The data and transactions stored on blockchain are tamper-proof.

Any node in the network can verify the correctness. The smart contract is an excellent

application of blockchain, which is being used by many different domains. The

transactions are packed into a block and every block is added to the chain after certain

verification. The process of adding a block into the network is sometimes called

mining where mutual agreement in terms of consensus mechanism plays a major

role. In this research paper, we have studied the background theory for blockchain

technology along with their types and classifications. Further, we have discussed

various consensus mechanisms in detail with their detail analysis. We also have

explored challenges and opportunities in the domain of blockchain consensus. In

the future, we would like to propose a novel consensus mechanism, which would

take criterion such as performance, a number of miners in the network, practical

consideration (such as node/link failure), nodes credibility, etc., into consideration.
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