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ABSTRACT 

Salesforce's rapid adoption across industries demands robust access control 

mechanisms that scale with component-based architecture. Traditional field-level 

permissions are often inconsistently enforced in Lightning Web Components (LWC), 

primarily due to server-side data handling and implicit system-level bypasses. This 

paper presents a Policy-Aware Access Control Framework that integrates role-based 

and contextual policies at the component level. It addresses security gaps by 

dynamically interpreting metadata and enforcing declarative access policies during 

runtime rendering of fields. Our results suggest that this framework significantly 

improves compliance with enterprise security standards and reduces the likelihood of 

unauthorized field access. 
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1. Introduction 

Salesforce Lightning Components (LWC) revolutionized enterprise UI development, 

offering reusable, performant components. However, their architecture introduces security 

risks, particularly in enforcing fine-grained access control. In traditional Visualforce or server-

side rendering, Salesforce natively enforces field- and object-level permissions. But in 

Lightning, developers often handle data client-side, creating scenarios where sensitive fields 

may be inadvertently exposed. 

This research addresses the need for field-level security (FLS) within LWCs. The 

default execution in "system mode" often bypasses FLS checks, leading to violations of 

organizational policies. We propose a Policy-Aware Access Control Framework that binds 

user roles, session context, and field sensitivity to runtime enforcement. Unlike hardcoded 

checks, the policy layer dynamically evaluates permissions using metadata and runtime 

evaluation, ensuring security compliance without burdening the developer with manual control 

logic. 

 

2. Literature Review 

2.1 Field-Level Access Control Challenges in Salesforce 

Kapitanov (2022) highlights a crucial security issue in Salesforce Lightning 

Components—field-level permissions are not enforced by default when operating in system 

mode. This creates a security gap where sensitive data fields may be exposed to unauthorized 

users if not manually checked during component development. His work emphasizes the need 

for runtime mechanisms to bridge this enforcement gap. 

2.2 Evolution of Access Control Models 

The foundational models for access control, such as Role-Based Access Control 

(RBAC) and Attribute-Based Access Control (ABAC), were laid out by Bertino and Sandhu 

(2005). These models introduced the concept of policy abstraction, which can be applied to 
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Salesforce's metadata-driven architecture. Park and Sandhu (2004) further refined this with the 

UCON model, integrating usage context and continuity of access. 

2.3 Metadata-Driven Policy Enforcement 

Zhang et al. (2020) explored how metadata APIs in cloud platforms can support 

dynamic policy enforcement. This aligns well with Salesforce's metadata-rich architecture, 

where permissions and roles are defined in structured formats. Similarly, Ge et al. (2018) 

proposed metadata-driven policy engines for enterprise SaaS, indicating a growing trend toward 

automating enforcement through metadata interpretation. 

2.4 Real-World Studies on Salesforce Security 

Khan et al. (2018) conducted an empirical study showing discrepancies between 

developer-applied FLS checks and actual user permissions in Salesforce environments. These 

inconsistencies support the need for automated, policy-aware frameworks. Salesforce’s own 

security guide (2020) explicitly warns developers about the lack of FLS enforcement in Apex 

and LWC, reinforcing this concern. 

2.5 Front-End and Client-Side Risks 

Li et al. (2021) examined front-end vulnerabilities in Lightning Components, especially 

where field rendering is handled by JavaScript. Their research advocates for DOM sanitization 

but stops short of proposing a policy-aware enforcement model. Chari and Kochar (2015) 

discussed how ISVs often overlook secure field rendering when packaging applications for 

Salesforce AppExchange. 

2.6 Policy Decision Points in Cloud Systems 

Hu et al. (2017) introduced middleware architectures with embedded Policy Decision 

Points (PDPs), which assess access conditions in real-time. Such a model is adaptable to 

Salesforce, where PDPs can be integrated into component lifecycle hooks. Oracle (2016) 

compared Salesforce and Oracle field-level enforcement, concluding that Salesforce's reliance 

on manual checks increases exposure to risk. 

2.7 Comparative and Privacy-Focused Approaches 

Ni et al. (2009) proposed privacy-aware access control systems combining RBAC with 

contextual policies. This approach is especially relevant in industries like healthcare and 

finance, where privacy regulations (e.g., HIPAA, GDPR) require field-level enforcement. 

2.8 Summary of Gaps 
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While several studies address metadata, access control, and cloud policy enforcement, 

none provide a unified framework that binds these concepts specifically to Salesforce Lightning 

Components. This literature review reveals a research gap that our proposed policy-aware 

framework aims to fill. 

 

3. Proposed Framework 

3.1 Architecture 

The proposed framework is composed of: 

• Metadata Evaluator: Parses and loads user profiles, permission sets, and field 

accessibility metadata. 

• Runtime Policy Engine: Binds user session context and evaluates access using 

declarative policies. 

• LWC Directive Parser: Intercepts rendering logic within LWC templates and applies 

hide/mask logic. 

 

 

Fig 1: Policy evaluation and enforcement architecture in Salesforce Lightning Components. 

 

4. Implementation and Use Case 
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The proposed Policy-Aware Access Control Framework was implemented in a real-

world Salesforce environment, specifically for a healthcare CRM system. This section outlines 

how the framework was integrated into existing Lightning Web Components (LWC), the results 

observed, and its impact on both security and performance. 

4.1 System Environment and Setup 

The healthcare client used a custom Salesforce instance with patient data, treatment 

plans, and billing details—all requiring strict compliance with HIPAA. The system contained 

several LWC-based record pages that rendered sensitive information such as: 

• Patient Social Security Numbers 

• Medical Diagnoses 

• Insurance Information 

To mitigate risks of unauthorized access, the Policy-Aware Framework was 

implemented by embedding: 

• A Metadata Evaluator, which fetched field-level access rules dynamically using 

Salesforce’s Metadata API and Apex Schema.describe() methods. 

• A Runtime Policy Engine, built in Apex, that matched active user roles and session data 

(e.g., login context, location, and department) with the metadata rules. 

• A Custom LWC Directive, which conditionally rendered HTML fields or masked 

values based on the real-time evaluation. 

4.2 Workflow Overview 

When a Lightning Web Component was loaded, the process followed this sequence: 

1. User Context Loaded – The user's profile, permission sets, and role hierarchy were 

retrieved. 

2. Metadata Evaluated – Relevant object and field-level permissions were queried from 

Salesforce metadata. 

3. Policy Evaluation Executed – The framework checked whether the active user had 

permission to view or edit each field based on the declared policies. 

4. Field Rendered with Enforcement – If access was allowed, the field rendered normally; 

otherwise, it was either hidden or masked with a placeholder. 
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4.3 Observed Impact and Metrics 

After deployment, the client observed the following: 

 

Metric Before Implementation After Implementation 

FLS Audit Violations 23 violations/month 0 violations 

Avg. LWC Page Load Time 1.2s 1.45s 

Developer Hours on FLS Checks High (manual) Low (automated) 

Compliance Risk Level Moderate Low 

 

The slight increase in page load time (+0.25s) was deemed acceptable given the 

significant security gains and regulatory compliance achieved. 

4.4 Benefits and Scalability 

The key benefits included: 

• No need for hardcoded field checks within components 

• Scalability across hundreds of fields across different record types 

• Centralized policy management, allowing administrators to change rules without 

redeploying code 

This use case demonstrates the practicality of policy-aware control mechanisms in 

Salesforce, particularly in environments with complex data access needs and regulatory 

obligations. 

 

5. Conclusion 

Field-level security is not inherently enforced in Salesforce LWCs, exposing sensitive 

data to unauthorized users. Our Policy-Aware Access Control Framework bridges this gap 

by integrating policy evaluation with component rendering. It leverages existing metadata, 

minimizes performance impact, and ensures compliance without complicating development 

workflows. 
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