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ABSTRACT literatures. Open privacy issues and challenges for the future work

Internet of Things (IoT) has emerged as a global network, which 1S also identified [2].

intelligently connects different devices or systems which are having

self-configuring capabilities. The key idea is to bind or to conne 2. loT PARADI GM

miscellaneous devices or objects via wireless or wired connections2.1 Architecture of 10T

along with unique addressing system and make omnipresent

environment where an individual can communicate at ang tim 1l
with digital and physical word. It has conspicuous vulnerabilities
because of increasing number of omnipresent devices. That is why
for conveying data at application layer, resource constrained

Apphlication Layer

machines are supposed to exploit Constrained Application Protocol ‘@
(CoAP) which was standardized by Internet Engineering Task
Force (IETF). CoAP has previously accepted as the paradigm Network Laver

protocol for 10T systems. But, privacy of CoAP is yet an open
Challenge. As it influences an individual’s daily life it is !

indispensable to allow security services like authentication, -@
confidentiality, authorization etc. This survey presents an overview |
of CoAP as well as current situation of security and privacy in 1191-u¢p[j¢_11-, Layer

Internet of Things that is required to be solved and discuss the
further work.

Keywords Fig. 1 Architectureof 10T

Internet of Things; CoAP; DTLS; Security; 6LoOWPAN 2.1.1 Perception Layer

Perception Layer is the core layer of IoT. It is also an
11 NTRO_DUCTI O_N ) ) . information/data origin. The Perception Layer is like the facial skin
Internet of Things is playing a vital role in this modern world of 4,4 the five sense organs of loT, which is mainly identifying
technology that every smart objects are getting connected to thgpiacts, gathering information. The Perception Layer includgs 2-
internet. From the smart homes and healthcare to wearables, the 0] 5 code labels and readers, sensors, camera, GPS, RFID tags and
connects almost all the facets of individual's life. Different estitie reader-writers, terminals, and sensor network. Its main task is to
can communicate and interact to provide different services. Th'sidentify the object, gathering information. All the physical world

smart nature of things lead to the many applications like smart y4ta/information related to loT are perceived in the perception
cities, Logistics, smart agriculture, home automation, health Care'layer.

military surveillance, security etc [1]. The acceptance of loT

became more appreciable and practical and was easier by applyin@®.1.2 Network Layer

IPV6. So the larger address space of IPv6 allows more machines tqjetwork Layer provides transparent data transmission capability.

be connect through the internet. Hence, they can interact with ea  This layer is also known as transport layer. The information/data of

other. So by increasing number of omnipresent devices, it iSthe perception layer is sent to next layer with the help of existing

probable to have some threats in it. In addition, machines havecommunication network. We can say that network layer is the brain

limited energy, processing power and computation. So it require toof the IoT. Network layer also includes core network and access

have secure communications between those devices for the futur@etwork.

of 10T applications. Currently so many research is being focused L

on calculating security mechanisms for 10T that can resist the 2.1.3 Application Layer

attacks. In this survey, we are also focuses on the privacy andApplication layer is also known as Service Layer. It includes

security of the communication for the 10T. We have analyze the application service sub layer and data management sub layer. It is

currently available solutions for the communication of different a composition of real world demand and social division.

devices, as well as the proposed solutions given in the differentApplication layer directly interacts with the users. It mostly
contains Ul and business logic.
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2.2 1oT Protocol Stack As the requests and responses are exchanging asynchronously, the
use of CoAP is relatively easy [7].

2.2.1 Physical Layer

IEEE Standard 802.15.4 (ZIGBEE) defines the PHY layer of the - RELATED WORK o .

protocol stack. Zigbee is set to rule the smart home loT mattket. T Privacy and Security are probably the most challenging issues in

Zigbee networks are enabling the 1oT/M2M trends and providing the 10T, and considerably they have been discussed in mpegspa

different utilities as well as energy services to the consumers. ItIn this section we have identified the issues or challenges for

mainly focuses on lowest, low-power, low-speed communication ~ Privacy in loT and currently available solutions for that. Yet the

between omnipresent devices [4]. concept loT privacy and.security are not fully defined andrigav.
various definitions in various literatures [16]. Though the security

issues like integrity and availability are major concerns, Privacy
issues like Protection of data and Security of information are also
the complimentary requirements for 1oT networks. As there are

Application Laver

IETF COAP many vulnerabilities in traditional networks, loT also facing

Transport Laver different attacks on network [9] which affects the different

UDP functionalities of IoT and degrades the services provided by The lo
networks.

Netw « Lave . . o . .
etwork Layer Initially the issue identified in 10T was privacy in etmend and

IPv6 (+ R_P'- routing) | in group communication [11]. For that authors in [11] proposes a
Adaption Layer solution with two approaches i.e. tunneling of ISFTLS and key
6L.owPAN management. The message is encrypted with two keys and sent by

sender. In between the proxy takes the first key and decrypts the

Physical Layer packets and forward it to the receiver. But the drawback is what if

IEEE 802.15.4-2006 the proxy wastt trustworthy. So this can be disadvantageous for
(ZigBee) the constrained networks and for low memory devices. And anoth
problem for group communication is that DTLS and TCP daesn

Fig. 2 10T Protocol Stack [3] support multicast [11]. So the solution is needed to secure

multicasting in 10T networks.

CoAP protocol have binding with DTLS to secure the CoAP
packets with few necessary configurations that is suitable éor th

2.2.2 Adaptation Layer (6LowPAN)
6LowPAN allows the IPv6 packets to be transferred over the

standardized PHY and MAC layer which are broadly applicable to constrained environment. DTLS also guarantees [8] the integrity,

the loT. To make this possible, 6LOWPAN aims at the process of qonrepudiation, confidentiality and authentication at application

header comprgssion because .TCI.D/!P header .size s too Ia.rge fc1ayer using CoAP. As IoT uses UDP as a transport layer protocol
802.15.4. So without compression it is not possible to transmit anyunreliability of UDP communication is one of the problem faced b '

packet. Another focus of 6LowPAN is on handling the packet . - ) ;
fragmentation and reassembling. 1280bytes of Maximum TransferIOT net_works. By enhancing this area, authors in [15] came up with
Unit is required by IPv6, whereas 802.15.4 has 128 bytes of frame a Sﬁ|utl0n. Tgey lfjses d?ctjagraT transport layer sechurlty (DTLS) for
- ' e ‘authenticated and confidential communication. They compresses
So fragmentation is required to handie this mismatch [5]. the DTLS header in according to reduce overhead using 6LOWPAN
2.2.3 Network Layer mechanism. They reduce the energy consumption and response

The more number of potential devices are getting connected to th imeé of network as compare to the traditional CoAP. They
loT network. It is expected to have 20 billion devices connegted b iMplemented this solution in OS for loT and tested it in real
2020. IPv4 is not capable enough to fulfil the needs of I0T. So loT hard_ware. The results are eﬁe_c_tlvely shows that the solution is more
networks need to use IPV6 to increases the number of addressefficient as compare to traditional/Uncompressed CoAP/DTLS.
from 32bits to 128bits. But the problem is we cannot directly use _Slnce, the observation says that energy required for communication

IPV6, so it requires some modification to use it. is greater than energy required for computation. So practical
implementation of this may not reduce the amount of energy
2.2.4 Transport Layer proposed in this solution.

How we are connecting our local network to the internet is an another issue with using traditional HTTP protocol in constrained
important task in designing the loT devices. Transport layer plays petwork is Overhead and complexity. So this is one of the strong
an |mp_ortant role in this. Protocols of trar]sport_layer provides the reas0n to develop new protocol for Constrained networks i.e CoAP
reliability of the overall network. TCP is mainly use for the [10]. CoAP reduces the overhead in the network so that required
communication between humans and web like emails, web pangwidth also decreases. This kind of data reduction increases the
browsing etc. Whereas now a days UDP gains significance in g|iapjlity of network. The reason behind this is reduction of link
sensor networks. UDP is best suited for the real-time appllcatlons|ayer fragmentation. That also reduce the latency in low-power
in 10T [6]. wireless networks like 802.15.4. Another problem discussed in [10]
2.2.5 Application Layer is privacy and security in the emoend communication. Thgt _

. C problem is solved by the handshake phase of the DTLS which is
So many protocols are available for communication at the

apolication laver. But those brotocols are too heawy for the loT used for channel security and authentication. Authors of tHe [10
pp Yer. p y discusses the four security modes, based on configuration, for the

Iri] em’ ovrvkesi- ﬁto Irll%etg::%tl E:;”lggercl:r;%;?;:(nz;)rci (Iﬁ;r;i)oiesggggdcgr eIoT devices. Those are NoSec, RawPublicKey, Certificate and
9 gnt p pp PreSharedKey. But the observation says that this approach cannot

(CO.AP) for_ the communication at application layer n loT. It. 'S be better adapted for embedded devices. And also in ord=fetod
mainly designed for the small, low-power and constrained devices.



latest attacks, protocols are continuously being upgraded andusing ECC-based cryptography. But the results of all these

updated.

Though CoAP is uses DTLS for the security, there are many 4
problems with using it directly in 10T domain. In DTLS, we have |
to send six handshake messages, before sending ciphered data,
exchange key blocks. As packets are fragmented into 127byte MTU
size, it causes delay and loss of data in the network, which ¢enera
overhead in the constrained network. And such devices can be
vulnerable to the DoS attacks also. So authors in [14] came up with
proposed solution to this. In that they separated the encryption
phase and handshake phase under DTLS by using SSM (Secur?
Service Manager). As the handshake is performed in SSM, the.
problem of delay and loss of data can be solved. And also device
are performing the encryption phase only, the chances of DoS
attacks can be reduce. But the drawback of this approdudt ithe
constrained devices and SSM should be virtually connected via pres
shared key though it is physically separated. So it requires
continuous virtual connection between device and SSM.

In the next paper [12], the authors discusses the lightweight securit 5.
scheme for the IoT applications. Current solutions like DTLS is not [1]
as effective because of its exorbitant handshaking, too large cipher
suite process and PKI (Public Key Infrastructure) based
authentication. So to overcome these problems, authors in [12]
proposes a lightweight security scheme. They used AES (Advance
encryption Standard) 128bit symmetric key algorithm. Theyecam 2]
up with Auth-Lite and CoAPsLite approach. Auth-Lite enakihes t
lightweight authentication mechanism and CoAPs-Lite enables
lightweight security for the CoAP. They achieved that by
modifying header of CoAP which is briefly discussed in [12]. But
this approach is application specific. This approach can only bel3]
used in vehicle tracking systems. So for other application this
approach may or may not be helpful.

As the previous work has drawback of expensive handshaking. The
author of [13] came with solution to this problem. They proposes [4]
an alternative cross-layer approach for optimization of handsak
between the end-points. The proposed method divides the[5]
responsibility of communication in two phase such that application
layer performs session establishment and transport layer performs
the transfer of message into the secure channel. Proposed
lightweight solution also defends conventional 10T attacks like
cipher text attack, Denial of Service (DoS) attack and replay attack. (6]
This system can easily be include with existing system without any
significant changes in current system and with minimum additional
code. But the observation says that this solution is light weighted[7]
only for unicast. This approach cannot work with multicast. So
lightweight multicast security solution is yet an open challenge
[17].

Having these many lightweight approaches for CoAP, still heavy
weight of DTLS being a considerable problem. DTLS headers are
too long to get fit in a single MTU (Maximum Transmission Unit).
So focusing on the need of minimization of communication
overhead, authors in [18], [19] presented their approachwrtdo
overcome these kind of problems. To get reach to this objective
authors in [15], [25] have proposed 6LowPAN header compression
for DTLS. They have reduced a number of security bits uR% 6
[20]. To continue with this approach, authors in [21], [22] have
presented a security scheme based on RSA. Their implementation
was focused on achieving high interoperability and low overhead.

(8]

(9]

approaches are showing very high energy consumption.

CONCLUSION

the context of 10T, It is very hard to differentiate the concépt o

rivacy and Security. This survey reported the current state of
solutions available for privacy as well as security. It is clear that
security body of IETF depends on DTLS as quality protocol for
security. As DTLS provides security solutions by ensuring
confidentiality, key management and integrity, combination of
0AP and DTLS may also help to reduce many privacy issues in
0T by applying different discussed approaches. Current research
is very much focused in reducing the header size of DTLS and the
number of message transfers for the handshake to make CoAP
communication lightweight and reliable. Our future work will
focus on mitigation approach for the CoAP based on abovearite
We hope that our efforts will be helpful to the new IoT based
development.
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